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BACKGROUND 
 
In accordance with the annual audit plan, the Office of Audits & Advisory Services (OAAS) 
completed an audit of the Procurement Card (P-Card) program.   
 
Procurement Card Program − As part of the State's CAL-Card program, the County's P-Card 
program is a tool for effectively and efficiently purchasing and paying for goods and services.  
The P-Card Unit of the County’s Department of Purchasing & Contracting (P&C) administers the 
program.  The five-staff P-Card Unit manages and monitors the program, facilitates the training 
required for all program participants, establishes and communicates rules and guidelines, 
oversees participants’ compliance with the program’s policies and procedures, and coordinates 
the interfaces between the bank and the County’s Oracle Financial system.   
 
As of May 2009, P-Card program participants included 623 cardholders, 208 approving officials, 
and 65 department coordinators.  Relevant statistics are listed in the table below. 
 

Fiscal Year 
Number of  

P-Card Transactions
Total  

Transaction Amount 
FY 08-09 92,017 $34,418,627 

FY 07-08 92,978 $34,266,837 

FY 06-07 89,646 $32,111,179 

 
ACL Continuous Controls Monitoring Application − In Fiscal Year 2005-06, the County 
management decided to procure, develop, and install a continuous auditing software system.  
Eventually, the County purchased the Procurement Cards and Purchase-to-Payment modules 
of the ACL Continuous Controls Monitoring (CCM) application.1  Implementation of the P-Cards 
module was completed in December 2006, and deployment was completed in May 2008. 
 
The CCM modules come with multiple standard analytics with the capability to add customized 
analytics.  Currently, there are 36 P-Card analytics.  The CCM Advisory Team2 recommended 
certain analytics be centrally monitored by P&C and Accounts Payable with the remaining 
analytics decentralized to 12 County Groups/Departments.3  At deployment, all of the 14 CCM 
entities had assigned staff to be their CCM Monitors, including a primary monitor and at least 
one backup monitor. 
 

AUDIT SCOPE AND LIMITATIONS 
 

The objectives of the audit were: 1) to assess the effectiveness of monitoring activities related to 
the P-Cards module of the ACL CCM application; and 2) to review the controls of the County’s 
P-Card program for the six months ending December 2008. 
 

                                                 
1 The software vendor is ACL (Audit Command Language). 
2 The Advisory Team consists of key Accounts Payable and P&C managers and staff. 
3 The entire County is divided into 12 CCM entities to facilitate monitoring of decentralized analytics.  Any 
departments with more than 10 P-Cards are set up as a separate CCM entity.  All other departments are monitored at 
the County Group level.   
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This audit was conducted in accordance with auditing standards prescribed by the Institute of 
Internal Auditors, Inc., as required by California Government Code, Section 1236. 
 

METHODOLOGY 
 
OAAS implemented a multi-faceted audit methodology.  Key steps are highlighted below: 
 

 Reviewed results of audit fieldwork performed on the P-Card program by OAAS in 2006; 
 
 Interviewed P-Card Unit staff to inquire about updates of the 2006 audit fieldwork and 

reviewed supporting documents;   
 
 Judgmentally selected seven CCM Monitors to interview in order to understand the 

qualification of monitors, monitoring compliance, management support and oversight, 
and benefits of the system; 

 
 Reviewed the P-Card transactions flagged by the CCM system on a sample basis to 

determine the extent of follow-up activities performed by CCM Monitors; and 
 
 Conducted a risk assessment on CCM analytics.  For analytics of higher risk, reviewed 

CCM Monitors’ notes, and supporting documents if deemed necessary, to assess the 
effectiveness of monitoring activities.   

 
AUDIT RESULTS 

 
Based on the results of this audit, OAAS can provide reasonable assurance that P&C has 
implemented internal controls required to meet the objectives of the County’s P-Card program.  
However, improvements to the program can be made in the following areas: 
 

Finding I:  CCM Monitoring Should be Performed by all Groups/Departments 
 
Five of the 14 CCM entities had not performed any CCM monitoring prior to the commencement 
of this audit, but two of the five started monitoring in January 2009.4  Additionally, as of June 
2009, two of the 14 CCM entities had no backup monitors for at least six months;5 however, 
both entities identified new backup monitors in July 2009. 
  
Based on interviews with CCM Monitors and some of their supervisors,6 monitoring was not 
performed because of resource limitations, staff turnover, and/or the lack of operational focus 
and oversight to enforce CCM monitoring.7  Also, certain operational management did not 
identify replacement monitors when CCM Monitors left the department.   

                                                 
4 The five CCM entities are Land Use & Environment Group, Health & Human Services Agency (HHSA), 
Department of Parks & Recreation, Department of General Services, and Accounts Payable.  However, HHSA and 
Accounts Payable started regular monitoring in January 2009. 
5 The two CCM entities are Department of Parks & Recreation and Department of General Services. 
6 Interviewees represented seven of the 14 CCM entities, including four of the five CCM entities which did not 
perform any CCM monitoring. 
7 OAAS interviewed representatives from four of the five CCM entities which did not perform any CCM 
monitoring.  One CCM Monitor stated that she did not perform any monitoring because of competing priorities.  
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According to the CCM User Manual, each analytic should be monitored at least monthly so that 
any potential issues can be resolved in a timely manner.  Besides, the ACL CCM monitoring has 
been listed as a key control for various financial risks identified in the County’s Financial Risk 
Assessment and Control initiative.  The lack of CCM monitoring in several Groups/Departments 
exposes the County to potential financial loss and financial statement errors. 
 

Finding II:  Fine-tuning Opportunities Exist for ACL CCM Application 
 
OAAS audit work determined that three of the 36 analytics (8%) had over 10,000 exceptions per 
analytic in the six-month sample period.  For instance, there were 27,633 exceptions for the 
Analytic Same Amount Multiple Cards in the six-month sample period.  The analytic matches 
each P-Card transaction with all other P-Card transactions with the same merchant and of the 
same amount in the past three months across all County departments.  However, each CCM 
entity can only view its own transactions.  As a result, when different departments do business 
with the same merchant, each CCM Monitor can only view one of the multiple matched 
transactions, causing a lot of confusion for the monitor. 
 
The logic of certain CCM analytics is very complex; therefore, the extent of resulting “false 
positive” exceptions could not be accurately predicted prior to CCM system deployment.  The 
excessive “false positive” exceptions may cause CCM Monitors to potentially spend 
unnecessary time attempting to resolve low-risk exceptions. 
 

Finding III:  Exception Resolution Procedures for Centralized Analytics  
Need to be Added to the CCM User Manual 

 
Currently, there are no exception resolution procedures for centralized analytics in the CCM 
User Manual.  P-Card Unit only has a few simple notes on the exception resolution procedures 
for the five centralized analytics it is responsible for.  Accounts Payable has drafted detailed 
exception resolution procedures for the two centralized analytics it is responsible for, but the 
procedures are not included in the CCM User Manual.  In case of staff turnover, CCM Monitors 
for centralized analytics may not have transitioned the necessary knowledge to resolve the 
exceptions.     
 

Finding IV:  Blanket Pre-approval Letter 
 
The Department of Parks and Recreation (DPR) issued a blanket pre-approval letter to its 
cardholders, covering 329 vendors (e.g., Albertsons, AMC Theaters) and various types of 
materials.8  The pre-approval letter appears to cover almost all P-Card purchases made by the 
Department, thus significantly reducing the effectiveness of the pre-purchase control and 

                                                                                                                                                             
Another CCM entity’s monitor stated that her supervisor never requested any reports related to CCM and that her 
department had not had adequate staffing for the past several months due to management and staff turnover.  An 
operational manager of the third CCM entity stated that his staff did not perform CCM monitoring due to resource 
limitations.  An operational manager of the fourth CCM entity stated that CCM monitoring was overlooked due to 
management turnover.  
8 Such as:  Miscellaneous lumber, fencing, sheetrock, cement, window glass, screening, roofing materials and 
supplies for facility maintenance, paints, dirt, metal, road repair. 
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increasing the risk for unauthorized purchases.  Besides, one prohibited merchant is listed on 
the pre-approval letter.9 
 
According to the P-Card Manual,10 Approving Officials “must explicitly pre-approve all 
purchases made by [their] cardholders in writing.  This may be done individually before each 
purchase, or by providing precise guidelines concerning types or categories of items, and/or by 
specifying the supplier(s) [they] allow, etc.” 

                                                

 
Pre-approvals are designed to insure segregation of duties among approval, custody and 
recording of P-Card transactions.  However, the blanket pre-approval letter has effectively 
removed the pre-approval control, thus weakening the overall segregation of duties for the 
purchasing process using a P-Card. 
 
Upon discussion of the finding with OAAS, the P-Card Unit performed further research and 
noted that there was only one approver for all 62 cardholders in DPR.  According to P-Card Unit 
management, the ideal approver to cardholder ratio is one to five (1:5) or one to six (1:6), while 
the maximum ratio should be one to ten (1:10).  The exceptionally high ratio of one to 62 (1:62), 
and thus the high volume of workload for the approver, may have caused DPR to use the 
blanket pre-approval letter to inappropriately reduce the approver’s workload.  P-Card Unit 
management indicated that they had contacted the DPR management and recommended that 
more approvers should be added. 
 
To strengthen the controls on pre-approval letters, P-Card Unit management has planned the 
following actions: 
 

 Pre-approval policies in the P-Card Manual will be tightened.  P-Card Unit management 
will add more stringent rules for pre-approval lists, and each list of commodities will be 
tied into specific vendors; and 

 
 P-Card Unit management will review and approve all departmental pre-approval lists of 

P-Card purchases.  
 

RECOMMENDATIONS 
 
Recommendation I:   

1. To resolve any potential P-Card control issues in a timely manner, Group/Department 
management should require regular CCM monitoring in accordance with the CCM 
Manual requirements; 

 
2. To ensure CCM monitoring is continually conducted, Group/Department management 

should identify replacements for CCM Monitors and ensure an adequate transition 
process when there is staff turnover; 

 

 
9 According to the P-Card Unit, cardholders should not purchase from Amazon.com because the merchant does not 
hold a California sales tax permit.  However, Amazon.com was listed as an approved merchant in Department of 
Parks and Recreation’s blanket pre-approval letter. 
10 Pages 25-26, Section 4.6 
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3. OAAS should schedule CCM refresher training as needed but at least semi-annually; 
and 

 
4. To facilitate communication with CCM Monitors, OAAS and P&C should conduct 

quarterly CCM User Group meetings. 
 
Recommendation II:  To improve the cost-effectiveness of CCM monitoring, CCM analytics 
should be evaluated for fine-tuning opportunities. 
 

1. OAAS should work with the CCM Advisory Team to conduct a risk assessment to 
identify analytics related to critical controls.11  Any system issues related to the high-risk 
analytics should be resolved in a timely manner; and 

 
2. OAAS should continue to work with ACL and Northrop Grumman Information 

Technology to resolve various ACL CCM system issues by identifying root causes and 
resolutions, and related implementation costs.  Different options should be considered, 
such as adjusting parameters within the analytics and requesting ACL programming 
changes.  Cost-benefit analysis should be conducted to optimize the value received. 

 
Recommendation III: 

1. P&C should draft the exception resolution procedures for their centralized analytics and 
add the procedures to the CCM User Manual; and 

 
2. Accounts Payable should add the exception resolution procedures for their centralized 

analytics to the CCM User Manual. 
 
Recommendation IV:  P&C management should regularly review any blanket pre-approval lists 
for appropriateness.  P-Card desk reviews should be done at least annually on departments 
with extensive blanket pre-approval lists due to higher risks. 
 
Recommendation V:  To improve the awareness and knowledge of best practice management 
controls for the P-Card program, different County staff should receive related training. 
 

1. County managers whose departments participate in the P-Card program should receive 
training on the P-Card program and related internal control practices;12    

 
2. P-Card program participants should receive training on P-Card controls; and 
 
3. The P-Card Unit management should participate in the training on Management Control 

Initiative13 offered by the OAAS. 
                                                 
11 For example, analytics related to key financial risks as stated in the County’s Financial Risk Assessment and 
Control initiative. 
12 Specific instruction would focus on the five interrelated components of internal control systems, adopted in 
reference to the Sarbanes-Oxley Act of 2002 (Public Law 107-204) and OMB Circular A-123 entitled, 
Management’s Responsibility for Internal Control.  The five components are control environment, risk assessment, 
control activities, information and communication, and monitoring.  
13 In order to strengthen countywide internal controls, OAAS started the Management Control Initiative (MCI).  
Under the MCI, OAAS provides training to key staff from various County departments so that the trainees will be 
able to implement management controls within their departments. 
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COMMENDATION 
 
The Office of Audits & Advisory Services commends and sincerely appreciates the 
courteousness and cooperation extended by the Department of Purchasing & Contracting’s 
officers and staff throughout this audit. 
 

AUDIT TEAM 
 

Mady Cheng, Senior Auditor 
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DEPARTMENT RESPONSE 
PURCHASING AND CONTRACTING 
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DEPARTMENT RESPONSE 
AUDITOR AND CONTROLLER 
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DEPARTMENT RESPONSE 
GENERAL SERVICES 
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DEPARTMENT RESPONSE 
HEALTH AND HUMAN SERVICES AGENCY 
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DEPARTMENT RESPONSE 
LAND USE AND ENVIRONMENT GROUP/ 

PARKS AND RECREATION 
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