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INTRODUCTION 
 
Audit Objective The Office of Audits & Advisory Services (OAAS) completed an audit of 

the Controlled Substances – Sheriff’s Department’s Medical Services 
Division (MSD). The objective of the audit was to verify that adequate 
controls exist over the purchase, storage, and use of controlled 
substances. 
 

Background  The mission of MSD is to deliver comprehensive health care services to 
individuals who are detained in the custody of the Sheriff’s Department. 
As part of these services, MSD operates a pharmacy which is 
responsible for dispensing medications, including controlled 
substances, to seven detention facilities1 throughout San Diego County.  
In addition, the pharmacy is responsible for purchasing, storing, and 
disposing of unusable medications.2 
 
The use and possession of controlled substances is regulated by the 
Controlled Substance Act (CSA) of 1970, which is primarily enforced by 
the Drug Enforcement Administration (DEA). Title 21 of the Code of 
Federal Regulations (CFR) outlines controlled substance regulations 
used by the DEA to enforce the CSA.  
 
Drugs and other substances that are considered controlled substances 
under the CSA are divided into five schedules based on their potential 
for abuse, medical use, and safety or dependence liability.3 The DEA 
has strict requirements for recordkeeping, inventory, security, and 
handling of controlled substances. 
 
MSD has established policies related to controlled substances that 
outline protocols and practices for activities such as receipt, storage, 
inventory, and disposal of drugs. 
 

Audit Scope & 
Limitations 

The scope of the audit focused on Schedule II Controlled Substances 
(controlled substances) administered at MSD’s pharmacy and detention 
facilities. OAAS evaluated data from FY 2010-11 to present.  
 
This audit was conducted in conformance with the International 
Standards for the Professional Practice of Internal Auditing prescribed 
by the Institute of Internal Auditors as required by California 
Government Code, Section 1236. 
 
 
 
 

                                                      
1 Detention facilities include East Mesa, Facility 8, George Bailey, Las Colinas, South Bay, Vista, and San Diego 
Central Jail. 
2 Unusable medications include drugs that have been expired, recalled, and wasted (e.g., patient refuses to take or 
spit out, spillage, breakage, etc.). 
3 Schedule I Controlled Substances have no currently accepted medical use in the United States; Schedule II 
Controlled Substances have a high potential for abuse which may lead to severe dependence; Schedule III-V 
Controlled Substances have a less potential for abuse than Schedule II. 
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Methodology OAAS performed the audit using the following methods: 
 
 Reviewed applicable Federal and State laws and regulations. 

 
 Examined MSD policies and procedures related to controlled 

substances. 
 

 Evaluated MSD’s controls over the safeguarding and recordkeeping 
of their controlled substances. 
 

 Assessed compliance with key requirements and internal policies. 
 

 Interviewed key personnel on policies and processes regarding 
controlled substances. 
 

 On a sample basis, conducted specific audit procedures, such as 
direct observation, inspections, reconciliations, recalculations, and 
data analysis of processes relevant to the administration of 
controlled substances. 

 

AUDIT RESULTS 
 
Summary Within the scope of the audit, there is reasonable assurance that 

adequate controls exist over the purchase, storage, and use of 
controlled substances. However, we noted the following exceptions:  
 

Finding I:   Controls Over the Disposal Process of Controlled Substances 
Need Improvement 
The detention facilities transfer unusable medications to MSD for 
disposal. Subsequently, a waste disposal company picks up the drugs 
from MSD for destruction.  
 
Audit work identified the following issues and control weaknesses 
related to the disposal of controlled substances: 
 
 Discarded Controlled Substances Were Not Disposed of 

Through a California DEA Registered Reverse Distributor 
Federal law is designed to ensure proper accountability of controlled 
substances by regulating their entire cycle, from production to 
dispensing or destruction. Accordingly, the DEA has specific 
regulations that require unusable controlled substances to be 
transferred to a DEA registered reverse distributor that handles the 
disposal of controlled substances. When a pharmacy transfers 
controlled substances for destruction, the reverse distributor must 
issue an official order form (DEA Form 222) to the pharmacy. The 
DEA registered reverse distributor is responsible for submitting a 
DEA Form 41 to the DEA when the controlled substances have 
been destroyed.4   

                                                      
4 Title 21 CFR 1307.21 outlines procedures for disposing controlled substances. Rules – 2005 amends section 1307, 
clarifies the term “reverse distributor”, and outlines the reverse distributor’s responsibilities. 
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OAAS found that MSD discarded controlled substances as medical 
waste commingled with other drugs. The drugs were not disposed of 
through a California DEA registered reverse distributor; therefore, 
proper notification of destruction of controlled substances is not 
being submitted to the DEA. 

 
 Wasted Controlled Substances Were not Disposed of Properly 

OAAS reviewed a sample of 20 doses of controlled substances 
recorded as waste at one detention facility and found that 2 out of 
the 20 sample items tested were disposed of down the drain. 

 
In addition to established DEA requirements about disposal of 
controlled substances, the Environmental Protection Agency (EPA) 
does not recommend sewer disposal of medications. 

 
 Controlled Substances Awaiting Disposal Were not Secured 

Properly 
Upon receipt of unusable medications from the detention facilities, 
MSD placed these drugs into an open bin for accumulation before 
they were picked up for disposal. This practice is not consistent with 
federal regulations (Title 21 CFR 1301.75) and MSD Policies and 
Procedures Manual MSD.P.1, which require that controlled 
substances be stored in a securely locked cabinet or drawer. Not 
properly securing controlled substances awaiting disposal increases 
the risk of drugs being misappropriated, lost, or diverted.   

 
As a result of the audit, MSD corrected this issue during the course 
of audit fieldwork. 

 
 Inadequate Audit Trail for Unusable Controlled Substances  

MSD does not have a process in place to document and account for 
controlled substances received from the detention facilities to be 
disposed of. Specifically, OAAS tested 13 doses of controlled 
substances recorded as waste at one of the detention facilities to 
verify receipt and disposal by MSD. MSD was unable to account for 
3 of the 13 selected doses of controlled substances. MSD stated 
that it was likely that the 3 missing doses were crushed pills 
disposed down the drain at the detention facility. However, no 
evidence was provided to verify this statement. 

 
An adequate set of records that provide documentary evidence of a 
procedure is a key element of a strong system of internal controls. 
Absence of an adequate audit trail increases the risk of drugs being 
lost, unaccounted for, or diverted. 

 
 Expired Controlled Substances Records Commingled with 

Others  
MSD maintains records of expired Schedule II controlled 
substances commingled with records of other drug schedules. In 
conformance with recordkeeping requirements of federal law, Title 
21 CFR 1304.04, records of controlled substances listed in 
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Schedule I and II shall be maintained separately from all other drug 
records.  

 
While MSD has a detailed controlled substances policy, it does not 
outline specific procedures and requirements for the disposal of 
unusable controlled substances, including recordkeeping.  

 
Recommendation: To strengthen controls over the disposal process of controlled 

substances and to ensure compliance with federal regulations, MSD 
should: 
 
1. Ensure that unusable controlled substances are disposed through a 

California DEA registered reverse distributor, as required by Title 21 
CFR 1307.21. 
 

2. Develop and implement policies and procedures specific to the 
disposal of controlled substances process in compliance with DEA 
regulations, including the following: 
 
 Ensure that wasted controlled substances at the detention 

facilities, including breakage or spillage, are not disposed down 
the drain but delivered to MSD for proper disposal. 
 

 Develop adequate records to document the delivery and receipt 
of wasted controlled substances. At a minimum, these records 
should document date, drug name, quantity, and include the 
signature or initials of the staff recording the waste. 
 

 Ensure that MSD records of expired Schedule II Controlled 
Substances are maintained separately from all other drug 
schedules. 
 

3. Develop a training plan to properly communicate new policy and 
related procedures changes to staff. 

 
Finding II: Inventory Records of Schedule II Controlled Substances Were 

Commingled with Other Drug Schedules 
Title 21 CFR 1304.04, requires records and inventories of Schedule II 
Controlled Substances to be maintained separately from all other 
records. However, OAAS found that annual inventory count records of 
Schedule II Controlled Substances at three detention facilities were 
commingled with other drug schedules. According to MSD, maintaining 
all controlled substances records together facilitated the recordkeeping 
process. 
 

Recommendation: MSD should ensure that inventory records of Schedule II Controlled 
Substances at the detention facilities are maintained separately from all 
other records. 
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Finding III:   Inventory Counts of Controlled Substances Not Conducted as 
Required 
MSD Policy and Procedure Manual MSD.P.3, requires detention 
facilities to conduct weekly physical counts of reserve controlled 
substances. 
 
OAAS reviewed a sample of physical inventory records at one detention 
facility for a period of 41 weeks. OAAS found that a physical count of 
reserve controlled substances was not conducted for five weeks. 
 
MSD staff indicated that while the policy requires a weekly inventory 
count, there is no monitoring or review of these procedures to ensure 
compliance by the detention facilities.   
 
Untimely inventory counts increase the risk of errors or missing drugs 
going undetected. 
 

Recommendation: MSD should provide adequate oversight of the detention facilities to 
ensure that weekly physical counts of reserve controlled substances 
are conducted in compliance with policy. 
 

Finding IV:   Delayed System Interface Could Increase Wasted Medication 
The Sheriff’s Department uses Jail Information Management System 
(JIMS) to manage and maintain inmate’s records. WORx is an 
independent system used at MSD for inmate’s drug management.  
 
When an inmate is transferred or released from detention, JIMS’ 
records are immediately updated. JIMS interfaces with WORx to update 
an inmate’s status. However, audit work found that a continuous 
interface between JIMS and WORx is not occurring. More specifically, 
OAAS identified one instance of a three day delay to update an inmate 
status in WORx after the inmate had been released from detention. As 
a result, doses of controlled substances were wasted for three 
consecutive days. 
 
According to MSD staff, this is a known issue between JIMS and WORx 
and they are currently working with Information Technology (IT) staff to 
resolve it. 
 

Recommendation: To minimize wasted medication, MSD should continue working with IT 
staff to ensure a timely interface between JIMS and WORx. If this 
continues to be an issue, MSD should consider exploring other 
solutions including the acquisition of a new integrated system to 
increase efficiency and accuracy of data.  
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DEPARTMENT’S RESPONSE 
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