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INTRODUCTION   
 
Audit Objective The Office of Audits & Advisory Services (OAAS) completed an audit of the 

San Diego County Sheriff’s Department (SDSO) use of Body Worn Cameras 
(BWC). The objective of the audit was to evaluate policies, procedures, and 
protocols for the use of BWC, and controls in place regarding storage, 
access, integrity, security, and retention of video files.  
 

Background  A body worn camera, also known as body cameras or wearable cameras, is 
a wearable audio, video, or photographic recording system. BWC have a 
range of uses and designs, of which the best-known use is as a part of 
policing equipment. Wearable cameras are used by law enforcement 
organizations in countries around the world. The cameras are intended to 
improve interactions between officers and the public and to increase 
transparency and accountability.  
 
The SDSO authorizes the use of BWC technology by Deputy Sheriffs 
(deputies) and Community Services Officers (officers) with the goal of 
providing an additional layer of documentation for events, actions, conditions 
and statements made during critical incidents, and to improve reports, 
collection of evidence, and testimony in court. 
 
The SDSO has a total of 1,462 BWCs assigned to deputies, and a pool of 
212 BWCs to be used as replacements for defective and/or broken units. 
The vendor known as Axon provides the Sheriff with BWC, training and 
manuals to facilitate better understanding and use of the equipment. The 
SDSO also utilizes the Axon Commander 4.5 application, which is an 
evidence management system used to store, search, and manage digital 
evidence such as BWC videos. 
 
Deputies are assigned BWCs and use them during interactions with the 
public. BWCs are then returned to the station after the deputy’s shift has 
ended in order for the BWC video to be uploaded using the Evidence 
Transfer System (ETS). The ETS uploads the encrypted BWC footage to a 
secure server in the SDSO data center. The SDSO has retained all BWC 
videos recorded since the program began, but is developing a retention 
policy to define when BWC videos can be disposed of.  
 
Deputies have certain rules they abide by during the use of BWCs, and those 
rules are documented in the SDSO Policies and Procedures Manual 
including keeping BWCs powered on, and the record mode activated prior 
to contact with citizens. Deputies are able to view the BWC videos, but are 
not able to alter or delete videos. Digital management responsibilities reside 
with the SDSO’s Video Analysis Unit (VAU). The VAU is comprised of a few 
individuals that coordinate data redaction and deletion of BWC videos in the 
event of an accidental recording. Additionally, they manage access to BWC 
videos, and provide copies when requested for legal purposes. 
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Audit Scope & 
Limitations 

The audit included an evaluation of current policies, procedures, and 
protocols for the use of BWC, and controls in place regarding storage, 
access, integrity, security, and retention of video files.  
 
This audit was conducted in conformance with the International Standards 
for the Professional Practice of Internal Auditing prescribed by the Institute 
of Internal Auditors as required by California Government Code, Section 
1236. 
 

Methodology OAAS performed the audit using the following methods: 
 

• Interviewed key SDSO personnel on policies, procedures, and 
processes relevant to BWC; 

 

• Examined policies and procedures related to BWC and mapped key 
processes to obtain an understanding of BWC controls and management 
of BWC equipment; 

 

• Researched and reviewed federal, state, and local laws and best 
practices related to BWC; 

 

• On a sample basis, conducted testing on the following areas: 
 

– Maintaining BWC Recordings; 
– Verifying Compliance with BWC Video Categorization; 
– Docking and Review of BWC Videos; 
– BWC Inventory Asset Management; 
– BWC Access Provisioning, Appropriateness, and De-provisioning. 

 

AUDIT RESULTS 
 
Summary Within the scope of the audit, OAAS determined that the SDSO has 

developed and implemented policies, procedures, and protocols for the use 
of BWCs, and controls regarding storage, access, integrity, security, and 
retention of video files. However, opportunities exist to improve upon existing 
policies and procedures and enhance the efficiency and effectiveness of the 
Sheriff BWC operations. 
 

Finding I: Unclear Procedures 
During the BWC policies and procedures testing, we noted the following 
regarding Policy 45, Body Worn Camera, Patrol Procedures Manual: 
 

• Page 116, Downloading/Storage Procedures, states that deputies shall 
place BWCs into a slot on the Evidence Transfer System at the end of 
their shift. This is inconsistent with the Storage section on page 114, 
which describes exceptions for certain deputies (traffic, rural, and 
deputies subject to call-outs). This discrepancy makes the procedures 
unclear. 
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• Page 117, Supplemental Documentation, Injuries, Scene 
Documentation, and Transportation of Arrestee states that BWCs “may” 
be used in these circumstances. Since the use of BWCs is not a 
requirement and left at the discretion of the deputy, it can lead to 
inconsistent practices. Additionally, it is not in alignment with the stated 
goal of the BWC system, which is to provide an additional layer of 
documentation for events, actions, conditions and statements made 
during critical incidents and to improve reports, collection of evidence, 
and testimony in court. 

 
According to the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO) framework, control activities are the policies and 
procedures that help ensure management directives are carried out. They 
must be implemented thoughtfully, conscientiously, and consistently. A 
procedure will not be useful if performed mechanically without a sharp 
continuing focus on conditions to which the policy is directed. The COSO 
framework includes a monitoring component and specifies that some level 
of documentation is necessary for assurance that each of the COSO 
framework components and relevant principles is present and functioning.   
 

Recommendation: The SDSO should review and update policies and procedures to address the 
two issues noted above and provide training to deputies to ensure changes 
are properly communicated and implemented. 
 

Finding II: BWC Procedures are Not Applied Consistently 
We reviewed the BWC policies and procedures and conducted testing to 
assess their effectiveness and determine whether deputies apply them 
consistently. We noted the following: 
 
Deputies Not Docking BWCs at End of Shift 
Deputies are not docking BWCs promptly at the end of their shifts as required 
by SDSO policy. Our testing results showed that: 
 

• Out of 15 sampled deputies and 42 BWC videos tested, 8 videos (19%) 
belonging to 5 deputies (33% of sampled deputies) were ingested into 
the Commander system more than 24 hours after the deputy's shift 
ended. 

 
It was determined that this was due to different factors. For deputies that 
work in rural communities, it appeared to be due to scheduling challenges 
for deputies working further away from a Sheriff’s station. Traveling back to 
the station after every shift may create too much of a burden for deputies 
and thus would be an issue for them to do so each time. For deputies working 
in non-rural communities, it appeared to be a combination of human error, 
training, and lack of oversight. 
 
According to SDSO Patrol Procedures Manual, Policy 45, Body Worn 
Camera, under Downloading/Storage Procedures, "After verifying the 
required metadata has been added to all recorded events, deputies shall 
place the BWC into a slot on the Evidence Transfer System at the end of 
their shift." 
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Deputies Not Recording Entire Interactions with Citizens 
We tested a sample of 30 traffic stop events to verify whether deputies are 
recording entire interactions with citizens and we found that: 
 

• A BWC video did not exist for 2 of the 30 sampled traffic stop events 
(7%). 

 

• Deputies started recording the BWC video after initial contact with the 
citizen was made in 3 of the 30 sampled traffic stop events (10%). 

 
The Sheriff’s Policy and Procedure Manual Section 6.131 Body Worn 
Cameras, General states, “The body-worn cameras shall be worn or used 
by uniformed personnel at all times during on duty hours in a law 
enforcement capacity, unless directed by a supervisor.” Additionally, under 
Enforcement Related Contacts, it states, “The record mode of the camera 
should be activated prior to actual contact with a citizen 
(victim/witness/suspect), or as soon as safely possible, and continue 
recording until the contact is completed.” 
 
Deputies BWCs Not Powered On 
Based on the same sample of 30 traffic stop events, we determined that 
deputies are not always keeping their BWCs powered on and in stand-by 
mode. We found that 3 of the 30 sampled traffic stop events (10%) did not 
have a 30 second buffer in the BWC recorded video prior to initial contact 
with the public. 
 
The SDSO Policy and Procedure Manual Section 6.131 Body Worn 
Cameras, General states, “The record mode of the camera should be 
activated prior to actual contact with a citizen (victim/witness/suspect), or as 
soon as safely possible, and continue recording until the contact is 
completed.” 
 
The risk of losing critical evidence increases if BWCs are not docked 
promptly as BWCs could be unintentionally lost, damaged, or stolen if not 
docked at the end of the shift. Similarly, the risk of missing or losing potential 
key evidence that could be used in legal proceedings significantly increases 
when deputies do not keep BWCs powered on and when entire law 
enforcement related contacts or interactions with the public are not recorded. 
 

Recommendation: The SDSO should consider the following: 
 
1. Determine if any changes to existing Policy and Procedure Manual are 

needed to the existing provision that all BWCs be docked at end of shift.  
 
2. To ensure compliance with policies, the Sheriff should conduct training 

when BWC policy or procedures change, and establish or enhance its 
oversight process to monitor compliance with BWC policies and 
procedures. 
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Finding III: Commander System Access Not Always Updated/Removed When 
Users Change Job Roles 
We found that user access to the Commander system is not always 
updated/removed when a user changes job roles. Specifically, we noted: 
 

• Out of the 20 users sampled for testing, two users with access to the 
Commander system had changed job roles and no longer needed 
access. Additionally, one user was mistakenly given access due to 
having the same name as another user. 

 

• Commander system user accounts are not validated at least annually. 
 
There is currently no process to update/remove Commander system access 
when a user changes job roles. Additionally, periodic reviews of the 
Commander system access are not being performed. 
 
The SDSO stated that although three of the users on the Commander access 
list were errors, if they had accessed the Commander system, they would be 
in violation of the Sheriff policies and procedures. Additionally, none of the 
access levels assigned to those three users would allow them to delete or 
modify videos. According to Criminal Justice Information Services (CJIS) 
Security Policy 5.5.1 Account Management, the agency shall manage 
information system accounts, including establishing, activating, modifying, 
reviewing, disabling, and removing accounts. The agency shall validate 
information system accounts at least annually and shall document the 
validation process. 
 

Recommendation: To comply with CJIS Security Policy 5.5.1 Account Management, the SDSO 
should validate Commander user accounts at least annually and establish 
procedures to update/remove access when users change job roles. 
 

Finding IV: Commander User Accounts Not Removed Timely 
We identified 31 out of 1,592 Commander users (2%) that were no longer 
with the SDSO and should have had their Commander accounts removed. 
 
The SDSO stated that the Data Services Division sets the separated workers 
access to the Sheriff’s Department server to expire on the date of separation. 
When this occurs, the subject no longer has access to log on to the 
department server or Commander. 
 
According to CJIS Security Policy 5.5.1 Account Management, the agency 
shall manage information system accounts, including establishing, 
activating, modifying, reviewing, disabling, and removing accounts. The 
agency shall validate information system accounts at least annually and shall 
document the validation process. 
 

Recommendation: The SDSO should establish procedures for removing accounts on the 
Commander system timely when workers separate from the Sheriff or the 
County. 
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Finding V: BWCs Inventory Tracking Insufficient 
The SDSO maintains a list of BWCs to track assigned units (Camera 
Assignments list), but it does not have a comprehensive inventory list to track 
all units purchased, including unassigned units. We noted that 6 out of 30 
sampled BWCs from the BWC purchase inventory list were not found in the 
BWC Camera Assignment listing. 
 
The SDSO does not have a process in place to track unassigned BWCs, 
which may prevent the SDSO from detecting and preventing theft and/or loss 
of BWCs. 
 
According to the County of San Diego Administrative Manual 0050-02-01, 
page 5, department heads are required to maintain listings of minor 
equipment items for which they are responsible for, adding new items as 
they are received and deleting items that are disposed of or no longer in use. 
 

Recommendation: The SDSO should develop a procedure to track and document BWCs 
assigned and in storage to ensure the accuracy of inventory records. 
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DEPARTMENT’S RESPONSE 
(OFFICE OF THE SHERIFF) 
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