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Summary of Policies 
 Regarding County Data/Information and Information Systems 

 

To aid in the performance of their regular job assignments and duties, County employees, 
volunteers, agents and contractors are provided access to many County tools and resources.  In 
the electronic age, these tools and resources include County "data/information" in various formats 
(e.g. on electronic media, paper, microfiche) and County "information systems" (e.g. computers, 
servers, networks, Internet access, fax, telephones and voice mail), whether owned, provided or 
maintained by or on behalf of the County.    

The County has established policies and procedures based on best business practices to support 
the performance of the County’s business and to protect the integrity, security and confidentiality 
of the County’s data/information and information systems.  Users1 of these resources play a 
critical role.  By carrying out their regular assignments and duties in compliance with all applicable 
County’s policies and procedures, best practices are maintained.   

This summary helps users know their responsibilities by highlighting important aspects of policies 
that govern access to and use of County data/information and information systems.  The policies 
themselves provide further detailed information governing the use of County data/information and 
information systems and should be reviewed.  Most notably, the County Chief Administrative 
Officer (CAO) Policy Acceptable Use of County Data/Information provides additional guidance on 
protecting County data/information; the CAO Policy County Information Systems – Management 
and Use provides guidance in controlling and using County information systems; and the CAO 
Policy Telecommunications – Management and Use provides guidance in using desktop and 
cellular telephones.   

Access to County data/information or information systems is necessary to the performance of 
regular assignments and duties.  Failure to comply with these policies and procedures may 
constitute a failure in the performance of regular assignments/duties.  Such failure can result in 
the temporary or permanent denial of access privileges and/or in discipline, up to and including 
termination, in accordance with Civil Service Rules.  

1. County data/information in all formats and information systems are for authorized County use 
only.  Personal use of County information systems is prohibited unless specifically authorized by 
the Appointing Authority.  

2. As part of their regular assignments and duties, users are responsible for protecting any data / 
information and information systems provided or accessible to them in connection with County 
business or programs.  

3. Users cannot share data/information with others outside of their regular duties and 
responsibilities unless specifically authorized to do so. 

4. Users have no expectation of privacy regarding any data/information created, stored, received, 
viewed, accessed, deleted or input via County information systems.  The County retains the 
right to monitor, access, retrieve, restore, delete or disclose such data/information. 

                                                           
1 For purposes of this summary, the term “user” shall refer to any person authorized to use County 
data/information and information systems to perform work in support of the business, programs or projects 
in which the County is engaged.  It also applies to users accessing other networks, including the Internet, 
through County information systems. 
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5. Attempts by users to access any data or programs contained on County information systems for 
which they do not have authorization will be considered a misuse. 

6. Users shall not share their County account(s) or account password(s) with anyone, use 
another’s account to masquerade as that person, or falsely identify themselves during the use of 
County information systems. 

7. The integrity and security of County data/information depends on the observation of proper 
business practices by all authorized users.  Users are requested to report any weaknesses in 
County information system security and any incidents of possible misuse or violation of County 
IT policies to the appropriate County representative.  

8. Users shall not divulge Dial-up or Dial-back modem phone numbers to anyone. 

9. Users shall not make copies of system configuration files (e.g. password files) for their own 
unauthorized use or to provide to other people/users for unauthorized uses. 

10. Users shall not make copies of copyrighted software or information, except as permitted by law 
or by the owner of the copyright. 

11. Users shall not engage in any activity that harasses, defames or threatens others, degrades the 
performance of information systems, deprives an authorized County user access to a County 
resource, or circumvents County security measures. 

12. Users shall not download, install or run security programs or utilities that reveal or exploit 
weaknesses in the security of a County information system.  For example, County users shall 
not run password cracking or network scanning programs on County information systems. 

 
Misuse of workplace tools and resources, including County data/information and/or County 
information systems, will be reported to a user's management.  Misuse may constitute a failure to 
perform regular duties and assignments.  Such failure may result in short-term or permanent loss 
of access to County data/information or information systems and/or disciplinary action in 
accordance with Civil Service Rules, up to and including termination.  For non County employees, 
including volunteers and employees of County contractors, misuse may result in a suspension or 
withdrawal of your access rights, termination of your participation in County programs, or 
appropriate against the contractor under the contract’s terms, or any combination of all or some of 
the above consequences. 
         
 
 

ALL SIGNERS:     Keep a copy of this summary for your reference  
COUNTY SIGNERS:             Department Personnel Representative --- file the original of this form in the authorized    

user’s agency or department personnel file. 
NON-COUNTY SIGNERS:  Contract administrator --- file the original form along with the contract  


