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I. Executive Summary 
 
San Diego Gas & Electric Company (“SDG&E”) provides this Fire Prevention Plan 
in compliance with Ordering Paragraphs 2, 4 and 5 of Commission Decision 12-
01-032 (the “Fire Safety Order”), and Standard 1.E of General Order (GO)166.  
Those Ordering Paragraphs in Decision 12-01-032 provided the following 
directions: 
 


2. Each investor-owned electric utility in Southern California shall (i) prepare a 
fire-prevention plan, and (ii) file and serve a copy of its fire-prevention plan 
by December 31, 2012, via a Tier 1 compliance advice letter. 
 


4. The fire-prevention plans required by today’s decision shall address 
situations where all three of the following conditions occur simultaneously: 
(i) three-second wind gusts exceed the structural or mechanical design 
standard for the affected overhead power-line facilities, (ii) these three-
second gusts occur during a period of high fire danger, and (iii) the affected 
facilities are located in a high fire-threat area. 
 


5. The fire-prevention plans required by today's decision shall specify (i) how 
the investor-owned electric utility will identify the occurrence of three-
second wind gusts that exceed the structural or mechanical design 
standards for overhead power-line facilities; and (ii) the countermeasures 
the utility will implement to mitigate the threat of power-line fire ignitions. 
 


A.  Standard 1.E was added to GO 166 in January 2012 and was modified by 
Decision 14-05-020 (May 15, 2014).  Standard 1.E requires SDG&E to prepare 
and submit plans to prevent power-line fires during extreme fire-weather 
events.  As ordered by D.12-01-032, SDG&E submitted its first Fire Prevention 
Plan (FPP) by Advice Letter 2429-E on 12/31/2012.   Resolution E-4576 (issued 
May 23, 2013) required SDG&E to make minor modifications to its FPP; these 
modifications were incorporated by SDG&E’s supplemental Advice Letter filing 
2429-E-A.   The supplemental AL 2429-E-A was approved by a disposition letter 
from the Director of the CPUC’s Energy Division on June 18, 2013, with an 
effective date of May 23, 2013.  Consistent with General Order 166, D.12-01-032, 
and D.14-05-020, SDG&E’s updated 2104 FPP is attached to this report as 
Appendix 1. 
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The SDG&E Fire Prevention Plan provides a comprehensive inventory of the 
organizational and operational activities SDG&E undertakes in order to address 
the risk of fire in the SDG&E service territory.  The catastrophic wildfires which 
devastated San Diego County in 2007, unprecedented in their sheer magnitude, 
resulted in  an enduring culture change reflected throughout SDG&E’s’ utility 
operations, system and facilities, organization, and corporate goals and 
objectives.  As evidenced in this Fire Prevention Plan, SDG&E has a company-
wide, single-minded focus on addressing and minimizing wildfire-related risks to 
public health, safety and welfare.  SDG&E’s commitment to fire safety, prevention, 
mitigation, control, and recovery is a central tenet of our corporate culture.  
SDG&E takes a leadership role in addressing fire threats in the communities we 
serve and shares our personnel, resources, information, communications facilities, 
and/or fire-defense assets so as to enhance the capabilities of our local 
communities to defend against any repeats of catastrophic wildfire events 
experienced in southern California. 
 
The SDG&E Fire Prevention Plan reflects a broad range of activities performed 
throughout the SDG&E organization.  The Fire Prevention Plan is subject to the 
direct supervision of senior management, and its effectiveness is a performance 
measure for many SDG&E employees, some of whom are directly or indirectly 
responsible for contributing to and/or performing the activities described in the Fire 
Prevention Plan.  The SDG&E Fire Prevention Plan begins with system design, 
construction, operation, maintenance, inspection, and repair activities aimed at 
significantly reducing the potential for SDG&E facilities to become the source of 
ignition for a fire.  Nevertheless, the ubiquity of our facilities and the range of 
operating conditions faced in the SDG&E service territory present some risk that 
our facilities, no matter how diligent or conservative our practices, might become 
the original or contributing source of ignition for a fire.  To address this risk, 
SDG&E has implemented extensive operational programs designed to monitor the 
system closely whenever and wherever the threat of fire is elevated so that, in the 
event of an ignition, the threats to public safety from fire are quickly abated or 
mitigated as fully and quickly as possible.  These programs include gathering and 
analyzing the data from SDG&E’s 149 weather stations, the third-largest private 
meteorological network in the country, to determine where and when the threat of 
a wildland fire will present itself, which in turn facilitates the immediate 
organization and implementation of the SDG&E response appropriate to the 
threat. 
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SDG&E monitors all wildland fires in its service territory. These are fires that burn 
vegetation and are capable of propagation and may also threaten SDG&E 
facilities or may involve an SDG&E asset. 
 
SDG&E’s Fire Prevention Plan also includes firefighting and fire–recovery 
activities.  In the event fire conditions threaten public safety or SDG&E facilities or 
may involve an SDG&E asset, SDG&E will mobilize an appropriate range of 
resources including trained firefighting assets, communications capabilities, data 
and information collection, and command facilities, to address fire threats and 
assure the earliest possible recovery from a fire event in the affected 
communities. 
 
Finally, the SDG&E Fire Prevention Plan is a “living document”.  In coordination 
with our many stakeholders, community leaders and the public, SDG&E shares 
and vets the Fire Prevention Plan so as to assure its continuous improvement and 
maximum effectiveness.  Community outreach and communications are also 
important aspects of the fire prevention, mitigation and recovery activities included 
in the Fire Prevention Plan.  As SDG&E has shared and vetted the Fire 
Prevention Plan with stakeholders and the public, the process has created a 
natural audience for disseminating information before, during and after conditions 
related to fires and the threat of fire.  This audience is an important part of the 
communications chain used to broadcast threat and event information. 
 
The activities described in SDG&E’s Fire Prevention Plan have earned SDG&E 
various accolades for planning and performance.  Beginning in 2005, SDG&E has 
been ranked “Best in the West” in reliability by PA Consulting Group, earning their 
regional ReliabilityOne award for eight consecutive years.  SDG&E also received 
PA Consulting Group’s National Award for Outstanding Reliability Performance in 
2010.1  In 2008, SDG&E received PA Consulting Group’s award for Outstanding 
Response to a Major Outage Event for our response to the 2007 wildfires.  
SDG&E has also been designated as a Tree Line USA utility by the National Arbor 
Day Foundation in recognition of our “best practices in utility arboriculture”.2  More 
recently, SDG&E received the Fire Safe Council Partner of the Year award for 


                                                            
1 Information regarding PA Consulting Group’s international consulting practice and best practices 
awards program for the electric utility industry can be found at the firm’s public website and the 
following address:  http://www.paconsulting.com/industries/energy/merchant-utility/improving-
performance-of-utility-through-benchmarking/polaris/r1-and-s1-awards/.  
2 Information regarding the National Arbor Day Foundation and The Tree Line USA program, 
operated in conjunction with the National Association of State Foresters, can be found at the 
Foundation’s public website and the following address:  
http://www.arborday.org/programs/treelineusa/summary.cfm.  
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demonstrated leadership with community defensible space funding.3  These 
awards validate our efforts to assure our Fire Prevention Plan is best in class and 
grounded in the purposes we share with the communities we serve. 
 
Although SDG&E measures and records data such as the "three second gusts" 
this specific information is not used as the single data point upon which to develop 
and put in place the many programs that SDG&E employs in the overall 
prevention of fire within its service territory as described in this plan.  
 
The goals and activities included in the SDG&E Fire Prevention Plan focus on a 
comprehensive and integrated assessment of the risks of fire posed by SDG&E’s 
overhead electric system.  This assessment involves an assessment of SDG&E’s 
equipment and facilities, weather conditions, the density and condition of potential 
fuels such as vegetation, and the potential threat to public safety, health and 
welfare using value at-risk measures,  all as depicted in the graphic below. 
 


 
 
SDG&E’s commitment to fire safety, prevention, mitigation, control, and recovery 
is a central tenet of our corporate culture. With this overarching view of fire risk 
assessment in mind, SDG&E presents the activities comprising its Fire Prevention 
Plan. 
 
  


                                                            
3 Information regarding the Fire Safe Council (California Chapter), its extensive membership and 
Partner of the Year Award can be found at the Council’s public website and the following address:  
http://www.firesafecouncil.org/about/index.cfm.  
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II. Minimizing Sources of Ignition 
 
The SDG&E Fire Prevention Plan is founded upon the goal of minimizing the 
probability that the various components of its sixty nine kilovolt transmission and 
twelve kilovolt distribution system might become the original or contributing source 
of ignition for a fire.  SDG&E evaluated the prudent, cost-effective changes and 
improvements to its physical assets that could and should be made in order to 
meet this objective and implemented a preventative operations, construction and 
maintenance plan consistent with these evaluations. 


A. Mapping the High-Risk Fire Areas in the SDG&E Service Territory 


SDG&E has performed and completed extensive mapping of its service territory to 
identify those areas at greatest risk to the occurrence of uncontrolled fires.  
Through these efforts, SDG&E identified two sets of geographic areas based on 
the potential risk of fire in the area and the threat to the public safety posed by fire.  
These two areas are known as the “Fire Threat Zone” (FTZ) and the “Highest Risk 
Fire Area”(HRFA).  Generally, the FTZ includes the geographic areas most prone 
to wildfire due to local environmental conditions and features, and the HRFA 
includes areas within the FTZ where the risk of fire is the greatest. 


1. Mapping the FTZ 


As part of its response to Commission Rulemaking 08-11-005, SDG&E mapped 
its service territory to identify those areas where, due to local environmental 
conditions and features, the potential for wildfire was relatively high.  This FTZ 
would be used to identify the areas where enhancements to rules, regulations and 
standards could reduce the potential for electric systems and facilities to ignite 
fires and thereby increase public safety and system reliability. 


The FTZ mapping effort followed several key, objective principles.  First, the FTZ 
was defined using parameters that would result in relatively constant boundaries 
not subject to continuous change and revision.  This resulted in the use of criteria 
that tended to be conservative, i.e., more inclusive than exclusive, so that the FTZ 
would describe the complete domain where the potential for wildfire was relatively 
high.  Additionally, the FTZ map would need to be easily understood by key 
personnel and users, whether utility or other public officials, who might rely upon it 
in performing their job responsibilities. 


In performing the mapping task, SDG&E began with the vegetation data 
developed and maintained by the California Department of Forestry and Fire 
Protection (“CAL FIRE”).  These data were available on the CAL FIRE Fire and 
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Resource Assessment Program (“FRAP”) website.  Using this data, SDG&E 
mapped the FTZ in its service territory.  This zone encompasses most of the 
vegetated rural areas in the Counties of San Diego and Orange.  Compared to the 
HRFA described below, the FTZ includes areas where the density of vegetation is 
relatively low.  The FRAP maps describe the fire risks in certain areas as “low”, 
“moderate”, “high”, “very high”, and “extreme”.  Generally, the FTZ include all of 
the areas described in the FRAP maps as “extreme” and “very high” risk, and 
some portion of the areas described as “high” risk.  In shaping the FTZ, SDG&E 
also applied its knowledge of its service area and internally developed high-
resolution weather data and histories. 


Because SDG&E personnel will use the FTZ map for various purposes, it was 
important to make the FTZ map easy to use and understand.  One particular 
adjustment made by SDG&E to the raw data upon which the map was based was 
to create a contiguous FTZ, rather than create a multitude of “pockets” of high 
risk.  The original data created a mosaic of areas of varying degrees of risk – such 
a map would have been difficult to interpret and use.  As an example, based 
purely on the raw weather and vegetation data, there would have been areas 
where the risk of fire would have been designated as “low”, “very high”, and “low” 
again along a one-mile stretch of road.  Rather than include and parse anomalies, 
SDG&E adjusted the shape of the FTZ to normalize the design, construction, 
operations, maintenance, and inspection activities across larger areas.  This 
resulted in the inclusion of some lower-risk areas in the FTZ and, in a few cases, 
the exclusion of some isolated higher-risk areas from the Threat Zone.  The 
resulting color-coded FTZ map is attached to this Fire Prevention Plan as 
Appendix A. 


The Commission has authorized SDG&E to use its FTZ map until such time as the 
Commission issues its final rules and regulations governing the development and 
maintenance of fire-threat maps as part of Phase 3 of Rulemaking 08-11-005.  
SDG&E is participating in that proceeding and will update its FTZ map pursuant to 
the further direction of the Commission. 


2. Mapping the HRFA 


The HRFA represents those areas within the FTZ where local environmental 
conditions and features combine to create the highest risk of fire in the SDG&E 
service territory.  SDG&E’s Fire Coordinators, a team of in-house experts trained 
and experienced in fire behavior, fire prevention and firefighting, drafted the initial 
HRFA map in 2008.  Using Geographic Information System software, SDG&E’s 
experts identified areas where the combination of relatively dense vegetation, 
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relatively high winds, and development (e.g., homes, hospitals, schools, and other 
community assets) presented the highest risks of fire, property losses and injury 
from fire.  Thus, the HRFA map identifies the areas marked by an overlap of (1) 
the “highest risk vegetation”, i.e., where the vegetation was relatively dense and in 
close proximity to housing, business and/or community development,4 and (2) 
locations prone to high winds. 


As with the FTZ map, SDG&E utilized the FRAP data and maps available from 
CAL FIRE to determine the level of vegetation likely to exist in specific areas of 
the FTZ.  Areas prone to high winds were identified using historical data from 
weather stations located throughout the SDG&E service territory.  This included 
the use of data from SDG&E’s private network of weather stations.  The data were 
used to identify locations where there was a reasonable probability that wind 
speeds would exceed fifty miles-per-hour (50 mph) under the “Santa Ana” wind 
conditions usually experienced during the late summer and fall in southern 
California.  Finally, SDG&E adjusted the HRFA map to reflect our own knowledge 
and information regarding conditions in our service territory.   


The HRFA maps are reviewed annually and adjusted to reflect environmental 
conditions expected to be present during the coming year’s fire season, typically 
the late summer and fall seasons of each year.  For example, fire perimeters and 
other fire protection measures are updated annually and reflected in the HRFA 
maps.  In addition, the methodologies used to develop the HRFA map are 
reviewed and modified to ensure that lessons learned are incorporated into the 
map.  As an example, SDG&E assures that the HRFA includes areas where there 
are data indicating a coincidence of high winds and dense vegetation.   As noted 
above, the Commission has authorized SDG&E to use its FTZ map until such time 
as the Commission issues its final rules and regulations governing the 
development and maintenance of fire-threat maps as part of Phase 3 of 
Rulemaking 08-11-005.  SDG&E continues to participate  in that proceeding and 
will update its HRFA map pursuant to the further direction of the Commission. 


B. Fire-Hardening the SDG&E System 


In providing this Fire Prevention Plan, SDG&E takes note that the Commission’s 
order focuses specifically on the measures taken by SDG&E related to the 
occurrence of “three-second wind gusts…that may exceed the structural or 
                                                            
4 In assessing fire risks and prioritizing fire prevention activities, SDG&E considers the potential 
that an uncontrolled fire will threaten members of the public and/or property.  Based on expert 
analyses provided by the Fire Coordinator team, SDG&E considers the potential path a wildfire is 
likely to take and prioritizes its activities along those corridors where the risk to life and property 
are greatest. 







 
 


 
Page 11 of 40 


 
 


mechanical design standards for overhead power-line facilities.”  In reviewing the 
SDG&E Fire Prevention Plan, the Commission should be aware that SDG&E 
organizes its activities around addressing the threat of fire posed by various 
conditions and, in particular, on reducing the potential that SDG&E’s facilities or 
operations might provide an original or contributing source of ignition for a fire.  As 
the Fire Safety Order correctly anticipates, forecasted and ambient wind 
conditions, especially when high winds combine with the hot, dry conditions 
typically experienced during the late summer and fall seasons in southern 
California, are an important factor in assessing and addressing fire threats.   


Three-second gusts represent a “measurement standard” rather than an 
independent “fire condition”.  That is, the weather instruments relied upon by 
SDG&E for measuring wind conditions are designed and calibrated to measure, 
record and report wind speeds across ten-minute periods – the average of the 
wind speeds recorded across any single ten-minute period is reported as the 
“sustained wind”.  In computing wind data for each ten-minute period, wind 
speeds are measured across three-second intervals and the highest wind speed 
reached during any three-second interval within any ten-minute period is 
separately recorded as the highest “gust” for the period.  With respect to 
assessing and responding to the potential threat of fires, SDG&E takes potential 
and actual wind speeds into account, both as to sustained winds and gusts.  
Although both sustained wind speeds and gusts are considered, SDG&E’s Fire 
Prevention Plan programs and activities are not designed around either wind 
measure.  Rather, both are considered within a full range of inputs related to Fire 
Prevention Plan programs and activities.5  The three-second interval by which 
“gusts” are measured is not, then, an independent operational planning standard 
or the focus of facility design and construction standards.  Thus, SDG&E closely 
monitors the current weather situation and adjusts its operation to take into 
account current wind speeds “that may exceed the structural or mechanical 
design standards for overhead power-line facilities”, however SDG&E’s safety-
related activities cannot be said to address the potential for strong wind gusts as a 
stand-alone criterion. 


Using the FTZ and HRFA maps, SDG&E evaluated the prudent and cost-effective 
system improvements it could make to its transmission and distribution system 


                                                            
5 As an example, among the non-environmental factors taken into account as SDG&E evaluates 
the threat of fire is whether firefighting assets are available or unavailable.  Where local firefighting 
assets might have been previously deployed to a distant locale to fight an existing fire, SDG&E 
would be more conservative in assessing the actions it might take to abate or mitigate the potential 
threats within its service area.  Winds would be a factor, but not the single determining factor under 
this circumstance, in deciding SDG&E’s response to the local threat of fire. 
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which would reduce the potential for SDG&E’s facilities in the FTZ and HRFA to 
provide the source of ignition for a fire.  In part, this evaluation was performed in 
conjunction with the Commission’s Rulemaking 08-11-005 – during Phase 1 of the 
proceeding, the Commission modified, with SDG&E’s full support, various design, 
construction, maintenance, and inspection standards consistent with reducing the 
threat of fire posed by overhead electric and communications facilities. 


1. Design and Construction Standards 
 
To reflect the more stringent design and construction standards adopted by the 
Commission and so as to improve the performance of the SDG&E system in 
terms of meeting fire-prevention goals, the SDG&E Facilities Design Manual was 
modified to include an entirely new section aimed at providing guidance for 
hardening circuits against the risk of fire.  These modifications include both 
proactive measures designed to reduce the incidence of ignitions and reactive 
measures by which SDG&E can respond to the threat of fires and mitigate the 
spread of fires.   
SDG&E is also an aggressive advocate for modernizing those portions of the 
Commission’s General Order 95 which provide the rules and regulations 
governing the design and construction of overhead electric and communications 
facilities.  SDG&E continues to participate in the discussions regarding Load and 
Resistance Factor Design (LRFD) and a new “High Fire Risk District” with 
stakeholders in Phase 3 of the Commission’s Rulemaking 08-11-005, with the 
objective of improving General Order 95’s focus on fire-safety and system-
reliability objectives.  Fire safety begins with the design and construction 
standards pursuant to which utility facilities are designed, built and operated, so 
improving these regulations will provide the foundation for assuring that facilities 
built in the future will be stronger and safer than those built under prior versions of 
the rules. 
 


2. Wood-to-Steel Program 


Of major significance is SDG&E’s program to undertake a large-scale 
replacement of wood poles used in those portions of the SDG&E sixty-nine (69) 
kilovolt  transmission and twelve (12) kilovolt distribution system located in the 
FTZ and HRFA, substituting steel poles in their place.  These poles are designed 
to withstand working loads under the stress of eighty-five mile-per-hour (85 mph) 
wind speeds.  To date, SDG&E has installed over 3,900 new steel poles in the 
FTZ, and plans on further investment to aggressively continue to replace wood 
distribution and transmission poles with steel poles. These new steel pole facilities 
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are being installed in conjunction with the application of heavier conductors which 
allow SDG&E to increase the spacing between lines beyond the requirements of 
Commission General Order 95, resulting in a decrease in the likelihood live lines 
will come into contact with one another or arc after being struck by flying debris. In 
addition, SDG&E’s current design standards now reflect the use of steel poles 
over wood poles in the FTZ.  


3. Undergrounding Line Segments and Facilities 


In 2011, SDG&E formed a technical team with expertise in the undergrounding of 
distribution systems and facilities.  The team evaluated the undergrounding of 
various circuits, segments, elements, and equipment located in the HRFA.  These 
experts provided senior management with an understanding of the potential for 
undergrounding portions of the overhead system in order to mitigate the risk of 
fire.  The team’s initial analysis identified ten (10) undergrounding projects where 
the potential for mitigating fire risks was promising.  These projects were studied 
as test cases so that the team could identify and possibly resolve complexities 
associated with undergrounding SDG&E’s facilities in the FTZ and HRFA. 
 
Following completion of 4 these projects in 2013, undergrounding, although more 
costly and complex than rebuilding/hardening the overhead structures, has 
been determined to be a viable hardening option in the HRFA.  With the CPUC's 
approval of Rule 20D and the criteria approved therein, SDG&E is now re-
examining use of undergrounding in the HRFA required to meet the new Rule 20D 
guidelines.  This Fire Prevention Plan will be updated later in 2014 to reflect the 
future scope of undergrounding upon completion of the scoping sessions.  


Special Case:  The Cleveland National Forest Master Special Use Permit (MSUP) 
and Permit to Construct (PTC) for Power Line Replacement Projects. SDG&E 
currently operates and maintains a network of electric facilities located within the 
Cleveland National Forest (CNF). In September of 2012 SDG&E filed an 
application for a “Master Special Use Permit” (MSUP) to operate and maintain 
facilities within CNF.  In addition to the MSUP SDG&E worked closely with the 
U.S. Forest Service (USFS) to develop a series of projects and activities aimed at 
increasing safety and reliability of existing electric facilities within and near the 
CNF. Preliminary approval for these projects and associated permits have been 
obtained with final approval expected in May of 2015.   


These projects will increase safety and reliability by replacing existing electric 
infrastructure that currently serves the USFS, emergency service facilities (fire, 
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communication and other), campgrounds, homes, businesses, and other 
customers within the CNF and surrounding areas. The proposed projects include 
replacement of several existing 12 and 69 kilovolt electric facilities spread 
throughout an approximately 880 square mile area in Eastern San Diego County. 
The existing electric lines located within CNF also extend outside of CNF 
boundaries. The overall project includes operational components complementing 
SDG&E’s Community Fire Safety Program, which in turn includes community 
outreach, new fire prevention measures, and enhanced emergency response. 
 
The project design was based on various recommendations addressing fire 
prevention and the Forest’s environmental and visual values.  Using an analytical 
matrix reflecting elements of fire risks and environmental concerns, SDG&E and 
the Forest Service collaborated to determine which sections of the system should 
be upgraded.  Each segment required a custom solution based on many factors, 
including the location of the customer being served by the distribution system, the 
topography of the land, and various biological, cultural and environmental factors. 
 


4. Automated Reclosers 
 
As part of its Community Fire Safety Program, SDG&E has undertaken one of the 
nation’s largest deployments of state-of-the-art pulse reclosers, focusing heavily 
on the FTZ and HRFA.  This equipment allows SDG&E to operate its system with 
significantly reduced energy flows during reclosing operations and be able to 
sectionalize various elements of its distribution system to better manage system 
operations and reliability.  These pulse reclosers and other Supervisory Controlled 
and Data Acquisition (“SCADA”) controlled reclosers are managed remotely by 
SDG&E Distribution System Operators via the SDG&E Smart Grid Network. In 
addition, SDG&E has implemented more sensitive relay settings to all SCADA 
reclosers in the HRFA.  These sensitive relay settings provide very fast clearing of 
faults on distribution circuits and are implemented via SCADA, allowing for real-
time adjustments triggered by adverse weather conditions.  Importantly, these 
reclosers are tied to the fire-related  programs described later in this Fire 
Prevention Plan. 
 


5. Fire Detection and Fire Alerts 
 
In addition to improving the SDG&E system, SDG&E is leveraging its assets to 
address fire threats.  Along these lines, SDG&E has placed high-visibility, high-
resolution rotating cameras on twenty-nine (29) key towers along those portions of 
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the newly constructed Sunrise Power Link located in the FTZ and HRFA.6  The 
cameras were activated in September 2012,   can be controlled remotely and can 
rotate a full 360 degrees, and are coupled with an advanced centralized smoke-
detection algorithm, which allows for early  fire-detection and -warning capabilities. 
 
SDG&E is also collaborating with the staff at the University of California, San 
Diego, responsible for the operation of the San Diego High-Performance Wireless 
Research and Education Network.  This high-speed wireless data network  is 
designed to connect hard-to-reach areas in remote environments and provide 
real-time data; the network includes earthquake sensors and mountaintop 
cameras, the latter having become a part of the emerging early fire-detection and 
fire-warning system being deployed in the San Diego backcountry. At this point 
there are a total of 19 camera locations with 4 cameras per location and two views 
per camera in the system, 8 of which are SDG&E installed and more are being 
planned. SDG&E has also engaged multiple vendors specializing in early fire 
detection systems, and will continue to work with these vendors to develop new 
and improved ways of spotting fires before they become uncontrolled wildfires.  
 


6. Testing and Deploying Emerging Technologies 
 
SDG&E is evaluating and incorporating new technologies and equipment into its 
overhead electric system.  SDG&E’s Electric Distribution Engineering Department 
is responsible for evaluating and creating new equipment and use standards for 
emerging and pre-commercial technologies.  Using equipment failure data, the 
department determines which technologies should be incorporated into the 
SDG&E system and which could be improved prior to application.  This 
department continually evaluates the many new types of technologies which may 
improve electric reliability and public safety, and gives special attention to 
technologies that may contribute to SDG&E’s fire-safety goals and objectives.  As 
an example, SDG&E is beginning to apply and analyze more advanced fault-
clearing equipment that contain algorithms to improve the ability of the system to 
clear “wire-down” faults more quickly and which will serve to reduce the potential 
such faults might provide an ignition source. 
 
 
 
 


                                                            
6 SDG&E plans to install another seven (7) cameras on towers located in Cleveland National 
Forest; installation of these cameras is pending approval by the United States Forest Service. 
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7. Facility Inspection and Repair Program 
 
In addition to adding, redesigning and replacing facilities and elements as 
described above, SDG&E has implemented more stringent monitoring and 
inspection programs in the FTZ and HRFA, which will intensify our efforts to 
identify potential substandard system facilities and elements.  As an example of 
these efforts, SDG&E is developing the use of pole-loading algorithms which more 
accurately calculate working loads and stresses.  This area of study and change is 
undergoing continuous improvement to address new information, knowledge and 
situations.  SDG&E coordinates these activities with communications 
infrastructure providers which jointly use SDG&E’s poles and facilities. 
 
SDG&E also maintains a comprehensive outage database which is used for 
reliability measurement and reporting purposes.  Correlations between outages 
and locations are analyzed to determine whether certain equipment is prone to 
outage or has the potential to be an ignition source.  This analysis is then matched 
to weather and other environmental conditions.  Where it is determined that 
certain types of hardware have higher incidents of failure and potentially a higher 
incidence rate for ignition, they are replaced or prioritized for replacement.  
Vegetation Management also maintains a comprehensive outage database. 
Outages related to trees and or vegetation are investigated, documented, and 
results analyzed to determine if additional pruning or removal measures are 
warranted to prevent any reoccurrence. 
 
SDG&E is in the process of conducting facility testing using three-dimensional 
light detection and ranging (“LiDAR”) surveys in the HRFA.  This technology is 
being used to perform aerial scans of the sixty-nine kilovolt transmission system in 
the HRFA on a three-year cycle.  These surveys provide detailed depictions of 
terrain, vegetation and other obstacles in the vicinity of SDG&E’s facilities.  This 
data is processed and modeled by the SDG&E Power Line System Computer-
Aided Design and Drafting technology to depict actual field conditions.  The 
information produced is used to ensure safe and proper clearances are met so as 
to reduce the potential for line faults occurring in the HRFA.  Where potential 
issues are discovered, SDG&E will address them by September 1st, the calendar 
start of the peak fire season, subject to permitting requirements and other 
exigencies and conditions.  
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8. Oversight of Activities in the Rural Areas 
 


Early in 2010, a multi-disciplinary technical team of subject matter experts within 
SDG&E, named the “Reliability Improvements in Rural Areas Team” (“RIRAT”), 
was formed and tasked with (a) developing a multi-dimensional understanding of 
the complex fire-risk issue within the SDG&E service territory, (b) assessing the 
conditions which pose the greatest risks related to fire, (c) determining the level of 
risk mitigation that could be provided by various proposed projects, and (d) 
assigning priorities to capital and operating programs and projects that could 
address fire-related risks in the FTZ.  As is evident from the FTZ map that is 
attached to this Fire Prevention Plan, it is in these areas where the potential for 
uncontrolled wildfires, and potentially the greatest losses, is the highest.  The 
RIRAT focused its attention on facilities and activities in these areas so as to 
assure cost-effective fire-prevention measures are promptly evaluated and 
implemented. 
 
The RIRAT was led by SDG&E’S Asset Management and Smart Grid Department 
and included managers and engineers from the Asset Management and Smart 
Grid Projects Department the Electric Transmission and Distribution Engineering 
Department, the Electric Regional Operations Department, and the Electric 
Finance and Operations Management Department. 
 
The RIRAT, among other things, oversaw the evaluation and implementation of 
the various fire-hardening activities described above.7  Its work was guided by the 
following specific goals and objectives: 
 
 Improve the distribution system in the FTZ and HRFA; 
 Develop statistical measures for assessing distribution-system performance 


relevant to fire-related risks so as to provide an understanding of the scope 
of the risks that must be addressed and develop metrics for measuring 
improvement; 


 Identify and prioritize areas posing the greatest fire-related risks; 
 Develop guidelines and a portfolio of solutions to minimize fire-related risks; 
 Develop a multi-year plan for the rebuilding of circuits creating the greatest 


and/or most probable fire-related risks; 
 Review and analyze all reports of “wire-down” occurrences; and, 


                                                            
7 The Rural Area Team also oversaw the design and implementation of operations, maintenance 
and inspection programs and activities in the San Diego backcountry.  Those activities and 
programs are discussed in further detail later in this Fire Prevention Plan. 
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 Use the “wire-down” analysis to identify causes and best solutions so as to 
minimize future occurrences and fire-related risks. 


 
In order to meet their goals, the RIRAT adopted the following guiding principles: 
 
 Utilize risk-based prioritizations to maximize risk-mitigation; 
 Improve design specifications to reduce the potential for igniting fires; 
 Consider and, to the extent prudent and cost-effective, employ technology-


based solutions to reduce fire risks and improve overall system reliability; 
 Prioritize system-rebuild efforts based on a matrix of available projects, 


considering the most important input factors such as the recent occurrence 
of a “wire-down”, wind and weather conditions, fire risks, values at risk, 
outage history, conductor type, condition of equipment, environmental 
conditions, and critical customers; 


 Systematically consider and evaluate the following options: 
o Fire-hardening sections of circuits or individual circuit branches; 
o Undergrounding by traditional undergrounding or cable-in-conduit; 
o Adjusting protective equipment by revising settings, balancing loads, 


adding reclosers, replacing expulsion fuses with fault tamers, and/or 
reducing fuse size; and, 


o Employing new methods and/or technologies, such as spacer 
cables, wireless fault indicators, “off-grid” solutions, and Smart Grid 
technologies; 


 Replace high-risk equipment based upon statistical analytics; 
 Realign circuit routings to avoid trees and dense vegetation or use tree 


guards and/or insulated aerial cables; and, 
 Assess the costs and benefits of optional solutions for reasonableness. 


 
The RIRAT oversaw the evaluation and approval processes for the various 
system improvements and capital projects described above, and specifically 
addressed system design and facilities from the perspective of minimizing fire-
related risks in the rural areas included in the FTZ and Highest Risk Area.  
Recently, the RIRAT and associated processes were incorporated into a new 
program called the Fire Risk Mitigation (FiRM) program. This new effort is 
discussed in greater detail below.  
 
 
 
 


 







 
 


 
Page 19 of 40 


 
 


9. Fire Risk Mitigation (FiRM) Program 


 
In 2013, SDG&E combined the fire hardening efforts with a program designed to 
address pole loading issues, creating a program called the Fire Risk Mitigation 
(FiRM) Program.  FiRM is aggressively addressing fire risk by hardening critical 
areas by replacing aged  line elements, utilizing advanced technology, and 
safeguarding facilities from known local weather conditions.  FiRM is being broken 
into multiple phases, with the scope of work varying within each phase.  Also, the 
data analysis that has been done by RIRAT since 2010, will now be done by the 
FiRM Analysis Team. 
 
In order to effectively manage the program, the overhead electric facilities in the 
FTZ have been segmented into smaller & more manageable groupings and 
prioritized based on fire risk.  Statistics from the RIRAT will be coupled with 
information about “known local conditions” to proactively address fire risk.  There 
is also a subset of overhead facilities (poles, wire, and equipment) that will be 
replaced/hardened to improve system preparedness for known local conditions.  
SDG&E has far more information about known local conditions than ever before, 
and is now using that information to upgrade areas where conditions could 
exceed the thresholds that were used for the original system design.   
 


III. Operational Practices for Reducing the Risk of Ignition 
 
Despite all the efforts SDG&E might take in designing, redesigning, improving, 
replacing, and fire-hardening various elements of its overhead electric system, 
there will be some remaining potential risk that SDG&E’s facilities might be the 
source of ignition for a fire.  To address these risks, SDG&E has designed and 
implemented a number of operations, maintenance and inspection programs 
directly addressing fire prevention and the mitigation of effects from fires.  


A. System Management:  Quality Assurance and Quality Control 
 
SDG&E has enhanced its system-management programs so as to assure that, to 
the extent possible, SDG&E’s overhead system, facilities and equipment are 
unlikely to become the source of ignition for a fire. These programs generally 
encompass inspection and maintenance functions, and have been modified to 
focus on minimizing the probability that substandard, damaged or aging facilities 
will provide the ignition source for a fire.  Inspection and repair of the SDG&E 
transmission and distribution systems have particularly intensified in the FTZ and 
HRFA.  To that end, SDG&E performs a G.O. 165-type system maintenance 
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patrol of the entire overhead electric system in the FTZ on an annual basis. Safety 
related non-conformances identified in those patrols are scheduled for follow up 
repair. These patrols are twice as frequent as that required of the overhead 
system in general. In addition, SDG&E has implemented Quality Assurance and 
Quality Control standards and programs throughout its service territory, with a 
special focus in the HRFA during fire season.8  These proactive programs are 
designed to identify potential structural and mechanical issues before they 
become actual problems.  Distribution facilities within the HRFA are now 
inspected in detail, at minimum, on a three-year cycle, and substandard facilities 
(e.g., damaged equipment, missing equipment or hardware, overgrown 
vegetation, etc.) are noted during these inspections and trigger the issuance of a 
repair work-order.  Where the facility in need of repair is owned by a party other 
than SDG&E, e.g., by a communication infrastructure provider, SDG&E will issue 
a notice to repair to the facility owner and work with the facility owner to ensure 
necessary repairs are completed promptly. SDG&E’s operational goal, subject to 
permitting requirements and other exigencies and conditions, is to complete all 
facility and equipment repairs before September 1st of each year. However for 
2014, because in large part of the declared drought by the Governor of California, 
SDG&E completed repairs one month early9 
 
Annual adjustments to the HRFA map, if any, are also reflected in the scope of the 
Quality Assurance and Quality Control program. 
 
The SDG&E Transmission Quality Assurance and Quality Control program is 
similar in nature to its distribution counterpart.  Transmission lines within the 
HRFA, subject to any annual adjustments to the HRFA boundaries that might be 
made based on updated data, are inspected on a three-year cycle.10  Matters of 
concern are identified for repair, and SDG&E makes best efforts, subject to 
permitting requirements and other exigencies and conditions, to complete all 
repairs within the HRFA by September 1st. 


 


 


 


  
 
                                                            
8 The Quality Assurance and Quality Control program augments the five-year inspection cycle 
imposed under the provisions of Commission General Order 165. 
9 September 1st marks the beginning of the “fire season”, although the highest risks of and from fire 
in the SDG&E service territory typically peak in October and November. 
10 The three-year inspection cycle for transmission facilities coincides with the normal cycle 
specified in SDG&E’s Transmission Maintenance Practice manual. 
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B. Enhanced Vegetation Management and Clearance Program 
 
SDG&E currently maintains records for over 450,000 trees located near its power 
lines.  Almost 100,000 of these trees are located within the SDG&E HRFA.  All of 
the 450,000 trees in SDG&E’s database are monitored using known species and 
specimen growth rates, with additional consideration given to the amount of 
rainfall occurring during periods affecting overall tree growth, and past pruning 
practices.  Each tree is visited by a staff arborist on an annual cycle. The annual 
inspections are routine maintenance and hazard tree assessments to ensure that 
every tree remains fully compliant for the duration of the cycle and/or is trimmed 
according to accepted standards and clearances.  A second inspection and 
corresponding tree-hazard evaluation is performed for each tree in the HRFA.  To 
the extent unsafe clearances may exist, an order to clear vegetation is issued and 
trimming is completed prior to September 1st of each year.  These activities 
ensure safe minimum vegetation clearances are achieved prior to the peak fire 
season. 


In addition, SDG&E developed and implemented a system wide Tree Safety 
Program.  This program assists customers in the selection of the tree species and 
planting locations which will minimize interference with nearby power lines and 
facilities.  SDG&E also offers free tree replacements in the event that an existing 
tree cannot be maintained safely near power lines and should be removed rather 
than trimmed.  Notably, SDG&E has, for the tenth consecutive year, been 
recognized by the National Arbor Day Foundation as a “Tree Line USA” utility 
company in recognition of our “best practices” combining worker education and 
training, public outreach, quality tree care, and system reliability. 


SDG&E also manages over 35,000 poles within the CAL FIRE jurisdictional areas 
that have been designated as bearing “non-exempt” attachments.11  For  poles 
within the CAL FIRE jurisdiction  that bear these “non-exempt” attachments, 
SDG&E is required to perform “pole brushing”, that is, clearing all vegetation 
within a ten-foot radius of the pole.  To further reduce potential ignition sources, 
vegetation management works closely with the RIRAT team to reduce the number 
of non-exempt power line components by replacing such equipment, where 
feasible, with exempt equipment, which should also reduce the potential for pole 
attachments to become an ignition source.  
 
 


                                                            
11 These attachments are designated as “non-exempt” by virtue of posing some potential risk for 
becoming an ignition source. 
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C. Coordination with Communications Infrastructure Providers 
 
SDG&E has developed and rolled out a new web based communication conduit to 
simplify the recordkeeping for, and approval, inspection and repair of, pole 
attachments owned by Communications Infrastructure Providers.  Named the 
“Telecommunication Equipment Attachment Management System” (“TEAMS”), 
the system was placed in operation in October 2012. TEAMS provides a direct 
communication link between SDG&E and Communications Infrastructure 
Providers and a shared-recordkeeping functionality.  There are four key benefits 
provided by TEAMS.  First, TEAMS enables Communications Infrastructure 
Providers to file pole attachment applications on-line – tracking of these 
applications and accompanying documents can now be performed electronically.  
This provides the baseline data necessary for SDG&E to monitor the equipment 
and resulting working loads placed on SDG&E facilities.  Second, all attachment 
applications can be delivered and tracked by the applicant and SDG&E.  Third, 
this system is also used for requesting and tracking requests for pole transfers 
and other transactions involving changes to equipment on jointly used poles with 
communications-related attachments.  Finally, if during an inspection SDG&E 
discovers any pole attachment to be substandard and/or in need of repair, notices 
and the tracking of repairs will be done through TEAMS.  This provides both 
SDG&E and the Communications Infrastructure Providers with electronic records 
of the actions taken by both to assure overhead facilities are in good repair and 
less likely to provide a source of ignition for a fire. 


D. Workforce Training and Field Practices 


SDG&E believes that an important line of defense against the ignition of fires is a 
well-trained and alert workforce.  Internally, SDG&E has created a culture of fire 
prevention. To that end, SDG&E has adopted an extensive set of work rules and 
complementary training programs designed to minimize the likelihood that 
SDG&E’s facilities or field work will provide the source of ignition for a fire.  The 
rules and training programs are in large part embodied in SDG&E Electric 
Standard Practice No. 113.1 (“ESP 113.1”), which specifically addresses wildland 
fire prevention and fire safety.  ESP 113.1 was developed by SDG&E’s expert 
team of Fire Coordinators based on their experience in fire behavior, fire 
prevention and firefighting techniques.  ESP 113.1 also incorporates principles 
and concepts drawn from various federal, state and local protocols and standards 
addressing wildland fire prevention and suppression. 
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ESP 113.1 describes the conditions under which the threat of fire is considered 
high, and the changes in field practices and resources which will be implemented 
as the threat increases.  These changes affect work rules, equipment which will 
be made available to work crews under different conditions, and even worker 
attire.  ESP 113.1 specifies minimum training requirements and annual refresher 
requirements for all SDG&E and contract personnel working in the FTZ and 
HRFA.  The work rules and training also apply to personnel working in SDG&E’s 
Electric Distribution Operations and Electric Grid Operations centers. 


As an essential part of ESP 113.1, SDG&E has adopted and implemented the 
principles of the Incident Command System.  This system provides a structure for 
disciplined communications and decision-making under the threat of fire as well 
as during fire emergencies.  SDG&E field supervisors are assigned varying levels 
of on-scene command responsibilities in terms of coordinating and managing the 
SDG&E response to threat and emergency conditions.  Training in the Incident 
Command System protocols and responsibilities is a key element of the annual 
training conducted by SDG&E. ESP 113.1 is also reviewed annually and any 
needed changes adopted and made known to all affected.  


IV. Mitigating the Threat of Fire:  Awareness and Readiness 


A. Situational Awareness 


Although the risk of fire is a year-round reality, there are certain recurring 
environmental and weather conditions, particularly during the late summer and 
early fall, when the risks of and from fire, particularly from uncontrolled wildfires, in 
the SDG&E service territory are abnormally high and the dangers most severe.  
SDG&E’s fire-prevention and risk-mitigation activities begin with intensive data 
gathering and data analysis so that, if and when these abnormal and dangerous 
conditions are anticipated or occur, SDG&E is prepared to mobilize personnel and 
resources to abate, mitigate and respond to these conditions and any potential fire 
threats. 


SDG&E has developed extensive, high-resolution weather databases which are 
used to identify those areas where the threat of and from uncontrolled wildfire is 
the highest and/or most dangerous.  The areas which SDG&E monitors most 
closely are shown in the FTZ and HRFA maps – these areas are distinguished by 
the coincidence of high winds and flammable vegetation. SDG&E’s weather 
databases are constantly updated using weather data provided by a number of 
sources, including the United States National Weather Service, local airports, and 
SDG&E’s proprietary network of 149 weather stations located primarily in the 
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FTZ.12  SDG&E’s private meteorological network alone provides over 200,000 
data points per day.13 


SDG&E has two (2) full-time degreed and experienced meteorologists on staff.  
Their responsibilities include analyzing the historical databases and, importantly, 
monitoring incoming data in real-time.  They also provide a detailed daily forecast 
of weather conditions relevant to SDG&E’s operations.  Their forecasts, a 
combination of heat, humidity, wind, and other conditions, are combined into an 
“Operating Condition” assessment, which tracks the potential for fires occurring in 
any region of the SDG&E service territory.  There are four (4) Operating 
Conditions used for these purposes: 


 Normal Condition:  This condition is declared across the service territory 
when it has been determined by the SDG&E meteorologists and Fire 
Coordinator team that the burn environment is not conducive for wildfires 
within the SDG&E service territory; 


 Elevated Condition:  This condition is declared across the service territory 
when it has been determined by the SDG&E meteorologists and Fire 
Coordinator team that the burn environment has become conducive for 
wildfires within the SDG&E service territory; 


 Extreme Condition:  This condition is declared for specific operating 
districts and regions when it has been determined by the SDG&E 
meteorologists and Fire Coordinator team that a combination of high winds, 
low relative humidity, and the burn environment will create critical fire 
weather conditions; and, 


 Red Flag Warning (Red Flag) Condition:  Red Flag Condition is declared 
by the National Weather Service when high winds and low relative humidity 
are forecasted to occur for an extended period of time.  In elevating the 
Operating Condition to this level, the SDG&E staff meteorologists would be 
echoing the declaration. 


Depending on the condition reported and broadcast by the meteorological staff, 
various operational changes and rules appropriate to each condition will be 
triggered and implemented.  A table summarizing the four conditions and the 
associated operational responses to each is shown immediately below: 


                                                            
12 The location of SDG&E’s weather stations is shown on the Fire Threat Zone and Highest Risk 
Fire Area map attached as an appendix to this Fire Prevention Plan. 
13 SDG&E makes its weather data available to public agencies and the general public free of 
charge through several popular media outlets, including the Internet. 
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Operating Chart for Normal through Red Flag Conditions 


 


 


The daily weather forecast and Operating Condition are broadcast by electronic 
media to personnel whose activities are affected by the declaration of the 
Operating Condition – the forecast, particularly when the threat of fire is high or 
rising, will be updated and rebroadcast as conditions warrant and as the staff 
meteorologists determine is appropriate.  The forecast is broadcast in real-time to 
a large audience of SDG&E employees, including but not limited to those 
responsible for system operations and control, district field operations, 
transmission and substation operations, and communications.  Senior and middle 
management also receive these weather updates.  Personnel receiving these 
weather forecasts are trained to adjust their activities, duties and priorities based 
upon the Operating Condition reported by the staff meteorologists. 
 
Generally, as actual or forecasted wind speeds, measured in terms of both 
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gusts (the highest wind speed occurring during a three-second period within a ten-
minute interval), increase, the Operating Condition will change (or “be elevated”), 
from “Normal” to “Elevated Condition” or “Extreme Condition” or “Red Flag  
Condition”, depending on environmental and weather conditions and the strength 
of the winds being experienced or forecasted.  With each step-change in the 
Operating Condition, personnel are placed on appropriate levels of alert.  In 
addition, the level of system monitoring and, ultimately, system operations and 
activities, are elevated according to the prevailing Operating Condition.  Most 
importantly, as wind speeds increase, SDG&E deploys an increasing number of 
field crews, troubleshooters and Utility Wildfire Prevention Teams to areas with 
the highest winds and where the greatest threat of fire exists, so as to increase 
the probability that fires will be detected early and a response will occur as soon 
as possible.   
 


B. The Fire Potential Index 


SDG&E has developed a comprehensive assessment tool, known as the “Fire 
Potential Index” (FPI) that is used as a tool for making operational decisions which 
would reduce fire threats and risks.  This tool converts environmental, statistical 
and scientific data into an easily understood forecast of the short-term fire threat 
which could exist for different geographical areas in the SDG&E service territory.  
The FPI is generated for a seven-day forecast period, and provides SDG&E 
personnel and threatened communities time during which they may plan and 
prepare accordingly. 
 
The FPI reflects key variables such as the state of native grasses across the 
service territory (“green-up”), fuels (ratio of dead fuel moisture component to live 
fuel moisture component), and weather (sustained wind speed and dew point 
depression).  Each of these variables is assigned a numeric value and those 
individual numeric values are summed to generate a Fire Potential value from 
zero (0) to seventeen (17) , each of which expresses the degree of fire threat 
expected for each of the seven days included in the forecast.  The numeric values 
are classified as “Normal”, “Elevated”, and “Extreme”. 
 
The state of native grasses, or “Green-Up Component”, of the FPI is determined 
using satellite data for various locations.  This component is rated on a 0-to-5 
scale ranging from very wet (or “lush”) to very dry (or “cured”).  The scale is tied to 
the NDVI, which ranges from 0 to 1,14 as follows: 


                                                            
14 The Normalized Difference Vegetation Index (“NDVI”) is a simple graphical indicator that can be 
used to analyze remote sensing measurements, typically but not necessarily from a space 
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FPI Green-Up Component 
 


Very 
Wet/Lush: 


0.65 to 1.00 
 


 
 


0.60 to 0.64 
 


 
 


0.55 to 0.59 
 


 
 


0.50 to 0.54 
 


 
 


0.40 to 0.49 
 


Very 
Dry/Cured 
0 to 0.39 


 


0 1 2 3 4 
 


5 


 
 
The Fuels Component of the FPI measures the overall state of potential fuels 
which could support a wildfire.  Values are assigned based on the overall state of 
available fuels (dead or live) for a fire using the following equation: 


FC = FD / LFM 


Where FC represents “Fuels Component” in the scale below; 


And FD represents Fuel Dryness Level (using a 1-to-3 scale);15 and, 


And LFM represents Live Fuel Moisture (percentage). 


The product of this equation represents the fuels component that is reflected in 
the FPI as follows: 


 
FPI Fuels Component 


 


Very Wet     Very Dry 


1 2 3 4 5 6 


 


                                                                                                                                                                                   
platform, to assess whether the target area under observation contains live green vegetation or 
not.  More information on the NDVI scale is available at the following address:  
http://en.wikipedia.org/wiki/Normalized_Difference_Vegetation_Index.  
15 These values are taken from the Southern California Geographic Area Coordination Center, an 
interagency support center for fire protection and suppression.  More information regarding this 
agency can be found at the following address:  http://gacc.nifc.gov/oscc/ . 
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The weather component of the FPI represents a combination of sustained wind 
speeds and dew-point depression as determined using the following scale: 


 
 


FPI Weather Component 
 


Dewpoint/Wind ≤4 knots 5 to 9 10 to 14 15 to 19 20 to 24 
 


>24 knots


>50ºF 2 3 3 4 5 
 


6  


40ºF to 49ºF 2 2 3 3 4 
 


5 


30ºF to 39ºF 1 2 2 3 3 
 


4 


20ºF to 29ºF 1 1 2 2 3 
 


3 


10ºF to 19ºF 0 0 1 1 1 
 


1 


˂10ºF 0 0 0 0 0 
 


0 


 
 
The individual numeric values representing the three variables reflected in the 
FPI, shown above, are combined and placed on the following scale: 


 
 


Fire Potential Index (FPI) 
 


 


Normal Elevated Extreme 


≤ 11 12 to 14 ≥ 15 


 
 
The FPI was developed by a team made up of SDG&E meteorologists, fire 
coordinator, and statistical analysts.  The team has validated the FPI values and 







 
 


 
Page 29 of 40 


 
 


their usefulness by recreating historical values for the past ten (10) years.  The 
historical results bore a very strong correlation to actual fire events in terms of the 
severity of past fires and, in particular, provided very accurate information as to 
when the risks of uncontrolled and large-scale wintertime fires were high.  SDG&E 
expects to tie proactive and reactive operational practices and measures to the 
FPI values, with the further expectation that SDG&E will be able to reduce the 
likelihood its facilities and operations will be the source of ignition for a fire during 
times when the risk of fire as measured by the FPI elevated or extreme. 


C. The SDG&E Emergency Operations Center (SDG&E EOC) 
 
In the event the National Weather Service declares a Red Flag, the SDG&E 
meteorologists will elevate the warning broadcast to SDG&E personnel to the 
highest level of alert.  Red Flags are typically issued when relative humidity is at 
or below fifteen percent (15%) and sustained winds are expected to reach twenty-
five miles-per-hour (25 mph) or higher and/or frequent wind gusts exceeding 
thirty-five miles-per-hour (35 mph) are expected for a duration of six or more 
hours.  A Red Flag will also be issued under “dry lightning conditions”, where a 
lightning event is expected in the absence of enough precipitation to wet potential 
fuels which are considered critically dry.  Upon the declaration of a Red Flag, 
SDG&E will activate the SDG&E EOC at the appropriate levels. 


Because Red Flag Conditions present threats to the SDG&E electrical system and 
its component facilities and equipment, specific members of SDG&E management 
and operating departments are placed on alert when these conditions are present 
and the National Weather Service has issued a Red Flag.  Upon such a 
declaration, these senior managers and operating personnel are called upon to 
appropriately staff the SDG&E EOC , a secure and dedicated facility which serves 
as a command center for SDG&E operations under high-threat conditions.  The 
activation of the SDG&E EOC assures that appropriate decision makers and 
experts are assembled together, providing for the close monitoring of the electrical 
system and operations by all involved departments and disciplines.  As the 
situation changes, the SDG&E EOC personnel will take appropriate and timely 
actions as necessary in order to protect the public safety and defend against the 
threat that SDG&E’s electrical facilities will become a source of ignition.16 


 
 


 
                                                            
16 Such actions may include those authorized by statute and CPUC decisions, including D.09-09-
030 as modified by D.12-02-024. 
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D. Crew Mobilization and Deployment Strategy 


During an Extreme Operating Condition or Red Flag Condition, the management 
of the SDG&E Electric Distribution Operations and Electric Grid Operations 
centers work to coordinate the assignment of appropriate and needed resources 
to each of the affected regional operating districts.  At minimum, Electric 
Troubleshooters and personnel from the Utility Wildfire Prevention Team are 
made available for immediate response to address fire threats or events.  If the 
event is more severe, additional resources will be coordinated between and 
assigned from Electric Distribution Operations, Electric Grid Operations, Electric 
Regional Operations, Construction Services, and Kearny Substation and 
Transmission Operations Center to manage the event.  Field personnel may be 
assigned to observe an area forecasted to experience the most adverse weather 
conditions – these personnel are under instructions to report flying debris, 
vegetation damage, or significant conductor movement.  Based on these field 
observations, SDG&E deploys appropriate resources to address the fire threats 
posed by these conditions. 


E. Field Patrols 
 
Under Elevated, Extreme and Red Flag Conditions, SDG&E may perform an 
appropriate patrol of any circuit within the SDG&E Threat Zone suffering a forced 
outage.  Qualified electrical workers are dispatched to inspect the circuit, 
determine the cause of the outage, and evaluate the physical integrity of the 
circuit.  Upon the appropriate evaluation, restoration will commence when repairs 
are completed and/or there is no longer a threat to public safety or the electric 
system.  In some cases, and weather permitting, field personnel may be 
positioned to observe and test the affected circuit. 
 
Training and refresher drills for field patrols are conducted annually and are 
designed to exercise the assembly of Patrol Teams and the communication 
hierarchy of the SDG&E Incident Command System.  These drills ensure effective 
management of the Restoration Patrols and disciplined communications between 
Patrol Teams, Patrol Leaders, Fire Coordinators, and Incident Commanders. 
 


V. Fire Suppression and Recovery 
 
When fire risk is high and a wildland fire occurs, SDG&E will mobilize its available 
resources (Utility Wildfire Prevention Team and Industrial Fire Brigade, see below) 
to assist in coordinating the suppression of the fire and in post-event recovery 
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activities.  In many instances, these resources are also made available to the 
public agencies with responsibility for fire suppression and recovery. 
 


A. Fire Coordination Personnel 


SDG&E employs a full-time staff of Fire Coordinators and contracts for additional 
resources and personnel on an as-needed, project-by-project basis.  The four Fire 
Coordinators currently on staff have over a century of firefighting experience and 
are experts in fire behavior, fire prevention and firefighting techniques.  The Fire 
Coordinators serve as the direct link between SDG&E and emergency-response 
agencies.  They also serve as the single point of contact for the fire agency 
Incident Command System, provide periodic updates to fire emergency personnel 
and SDG&E personnel, establish radio and communications assignments for 
every fire event, assist in the coordination of activities related to de-energizing and 
re-energizing power lines, and update on-scene personnel, control centers, 
service dispatch, and the SDG&E operations centers as to the status of each 
incident.  The Fire Coordinators are active in professional forums, seminars and 
training throughout the service territory to ensure state-of-the-art fire practices are 
incorporated into SDG&E operations and practices.  The Fire Coordinators also 
participate in engineering and operational meetings to advise SDG&E personnel 
regarding fire threats and prevention. 
 
The Fire Coordinators also share information with the firefighting agencies within 
the SDG&E service territory and, on a rotating basis, provide those agencies with 
electrical and gas safety training. 


B. Firefighting Assets and Resources 
 


1. Utility Wildfire Prevention Team 
 
SDG&E has contracted for wildland fire-suppression trucks and trained firefighting 
personnel.  Up to eight (8) fire suppression trucks are provided to SDG&E 
throughout the fire season, and are available to SDG&E on an on-call basis for 
the other months of the year.  These resources are dispatched with work crews 
during days on which the threat of fire is high.  Prior to the commencement of the 
day’s work, firefighting personnel provide instruction and advice specifically 
addressing fire risks and the potential mitigation and prevention measures the 
crews should observe in order to eliminate or reduce the likelihood of an ignition.  
The firefighting crews also pre-deploy hose lines and tools as a precautionary 
measure and monitor the work performed by the SDG&E crews. 
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In the event of an ignition, the firefighting personnel have the equipment, skills and 
ability to respond and extinguish fires quickly. 
 
When the fire risk is very high, SDG&E deploys additional fire trucks as needed 
pursuant to a proactive staging plan triggered by the declaration of “Extreme 
Conditions” and “Red Flag Conditions”.  These resources are strategically placed 
throughout the service territory to be available as needed. 
 


2. Aviation Services Department   
 
This department is responsible for contracting aviation assets and personnel, 
planning, supporting and managing day-to-day aviation activities, measuring aerial 
job performance, and supporting fire-suppression activities.  With respect to its 
fire-suppression responsibilities, the department coordinates the provision of 
SDG&E aerial resources to firefighting efforts.  The department also oversees 
SDG&E’s contributions to, and participation in, the local Aerial Firefighting 
Protection Fund in collaboration with the San Diego Fire Department and the San 
Diego County Office of Emergency Services. 
 
SDG&E has also contracted with Erickson Air-Crane for the provision of a Type 1 
firefighting helicopter from September 1st through November 30th through the year 
2016.  This contract is under the supervision of the Department. 


3. The Industrial Fire Brigade 


SDG&E has contracted a full-time Industrial Fire Brigade.  The Brigade is on duty 
and available to SDG&E on an around-the-clock basis.  The Brigade is made up 
of a Brigade Leader and three (3) shifts consisting of a Fire Captain, Fire 
Engineer, and two (2) firefighters.  The Brigade is specially trained in fighting fires 
involving electrical equipment and flammable liquids.  The Brigade members are 
housed in facilities located near the geographical center of the SDG&E service 
territory and are fully equipped to handle utility-related fire emergencies. 


The Brigade has available four (4)  portable trailers, each provisioned with 300 
gallons of Class B Alcohol Resistant firefighting foam, 500 pounds of PKP Dry 
Chemical extinguishing agent, a 500 gallon-per-minute monitor, and two self-
educting handlines designed to work with hydrants or other mobile fire apparatus.  
The newest of these trailers are located in Boulder City, Nevada, near the SDG&E 
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Desert Star Power Plant, and at an Imperial County Fire Station, close to the 
SDG&E Imperial Valley Substation. 


The Brigade is also responsible for the development of comprehensive pre-
emergency response plans for each SDG&E facility.  These plans will be 
developed for SDG&E’s high-value assets first, including SDG&E’s power plants, 
peaker stations, and extra-high-voltage substations.  These plans are designed to 
improve emergency response at each of these facilities significantly. 
 


4. Miscellaneous Assets 


SDG&E maintains a collection of portable emergency generators which may be 
deployed on an as-available basis to customer locations to provide temporary 
power during electrical outages.  These generators will generally be made 
available to providers of essential services as a first priority but could be made 
available, if available, to other customers upon request and on a case-by-case 
basis. 


SDG&E has been proactive in developing programs and partnerships which 
significantly improve emergency-event communications both internally and in 
cooperation with emergency-services agencies.  In this regard, SDG&E has 
acquired Mobile Field Command Trailers and satellite phone booths for forward 
deployment and to assure uninterrupted essential communications during 
emergencies.  SDG&E has also been integral in the  creation of an Area 
Situational Awareness for Public Safety Network (or “ASAPnet”), which has been  
designed and deployed to provide internet connectivity to and between more than 
seventy (70) fire stations throughout the San Diego County backcountry. 


 
C. Recovery Activities 


At the end of emergency events, the SDG&E Emergency Operations Center 
conducts regular tabletop and functional training exercises and debriefs on 
potential issues ranging from cybersecurity to catastrophic fires.  Debriefs are 
conducted following each exercise and activation of the Emergency Operations 
Center. 


Also, SDG&E employees participate in a number of volunteer and charitable 
activities on an ongoing basis – this participation expands dramatically following 
local disasters.  These activities include providing human, financial and other 
resources to the American Red Cross, San Diego County Recovery, the San 
Diego Burn Institute, and many other worthy organizations. 
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D. Fire Incident Data Collection Plan 


Contained within Phase 3, Track 2 of the on-going Fire Safety OIR proceedings 
the parties jointly developed a plan for the IOU’s to collect and report data to SED 
regarding power line fires, and for SED to use this data to (1) identify and assess 
systemic fire safety risks associated with overhead power line facilities and (2) 
formulate measures to reduce the number of fires ignited by power lines.  SDG&E 
has adopted the plan developed by the parties within the proceeding and further 
has created a plan specific to SDG&E’s initiation and implementation of these 
requirements to insure compliance. 


The CPUC/SED requirements can be summarized by the following bullets: 


 Any data collection and subsequent data reporting will be in addition to the 
incident reporting requirements currently required of the utilities. 


 Data needs to be consistent using the default formats provided within the 
proceeding. 


 New fire reporting requirements should not be limited to designated “fire 
threat” zones or districts but for all areas. 


 Fire reporting shall meet the following criteria; 
o Self-propagating fire of material other than electrical and/or 


communication facilities. 
o The resulting fire traveled greater than (1) meter from the ignition 


point. 
o The utility has knowledge the fire occurred. 


 Information shall be objective and factual. 
 Utilities will report data in an annual report for the previous calendar year 


before April 1st of each year. 
 The data collected is raw data that is correct to the best of the utility’s 


knowledge at the time of submission. 


The SDG&E Data Collection plan further specifies responsibilities and 
accountability for compliance with this plan; 


 Fire Coordination:  The Fire Coordination group will continue to manage the 
current fire database and continue to work with Emergency Services to 
move this process into the SDG&E Emergency Incident Reporting (EIR) 
system.  The transition will occur without disruption or loss of data as well 
as be able to generate the required report.  All qualifying fires will be 
reported to the On-duty Fire Coordinator. 


 Compliance Management:  As part of their annual calendar, Compliance 
Management will track and insure that this reporting requirement to the 
SED is met in the required timeframe.   


 Claims, Legal, & Regulatory:  Will continue their role and responsibilities for 
fires related to SDG&E facilities as well as review the annual report prior to 
submission. 
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 Control Centers:  Both Distribution Operations and Grid Operations 
supervisors and operators will understand what denotes a reportable fire 
and assist in insuring qualifying fires are reported to the On-duty Fire 
Coordinator. 


 Electric Regional Operations and Transmission Construction Maintenance:  
Troubleshooters, Construction Supervisors, and line personnel will 
understand what denotes a reportable fire and assist in insuring qualifying 
fires are reported to the On-duty Fire Coordinator.    


 Training:  An initial training and annual refresher training will be developed 
by the Fire Coordination group and delivered to the Control Center and 
District field personnel to insure compliance with these requirements. 


 Root Cause Analysis:  The data collected will continue to be shared 
internally with the T&D engineering group for further root cause analysis to 
help determine fire mitigation measures that make sense to implement in 
the future.  


 


VI. Community Outreach and Public Awareness 
 
SDG&E has created a multi-level approach to community education and outreach 
as our contribution to public awareness of fire threats, fire prevention and 
emergency preparedness.  The key elements of this approach are described 
below. 
 


A. Fire Safety Stakeholder Council 
 
SDG&E frequently invites community leaders and the public at-large to participate 
in a collaborative fire-safety process.  About forty (40) stakeholders, including 
representatives of local school districts, water districts, disability rights advocates, 
consumer groups, and fire agencies, have been working with SDG&E to develop a 
joint fire-prevention and emergency-action plan.  This collaboration has produced 
more than 100 potential solutions aimed at preventing the occurrence of major 
fires.  SDG&E is implementing many of the solutions identified by these 
stakeholders, including deactivating automated reclosers, hardening its overhead 
electrical system through the use of steel poles and larger conductors, and 
undergrounding portions of the backcountry electrical system, where feasible. 
 
 


B. Partnering with Firefighting Agencies 


SDG&E partners with the San Diego County Fire Chiefs’ Association and fifty-
three (53) other organizations to address a range of fire prevention and 
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emergency activities.  These partners include; fire agencies, Fire-Safe councils, 
Community Emergency Response Teams (CERTs) and other community 
organizations.  Among the activities addressed through these partnerships are, 
including but not limited to: 


 Participation in coordinated multi-agency preparedness and emergency 
events; 


 Support of the annual May County Wildland Drill; 


 Participation in Fire Station Open Houses and Fire Safe Councils, prior to 
and through the fire season; 


 Emergency preparedness radio spots with the San Diego County Fire 
Chiefs’ Association and the American Red Cross; The provision and 
underwriting of grants by SDG&E to support Volunteer Fire Fighters, CAL 
FIRE Public Information Officer Command Vehicles, Burn Institute programs, 
and the San Diego Kids Fire Safety Program; 


 Fire-safety media campaigns in conjunction with the American Red Cross 
and local television station KUSI-TV; and, 


 The “Prepare San Diego Partnership” and Sheltering Memorandum-of-
Understanding executed by and with the American Red Cross. 


SDG&E also chairs the California Utilities Emergency Association, a collaboration 
between utilities, emergency services agencies and the California Emergency 
Management Agency. 
 


C. Community Partnerships 


SDG&E is proud to support non-profit organizations whose programs promote 
emergency preparedness and safety at home and in our communities.  In 2012, 
SDG&E began providing funds to charitable organizations committed to regional 
and local emergency preparedness and fire safety, such as 2-1-1 San Diego, the 
American Red Cross, and the Burn Institute, plus dozens of volunteer fire 
departments, Community Emergency Response Teams, and Fire Safe Councils. 


SDG&E provides regular communications to residents and businesses located in 
the FTZ and HRFA.  These fire-safety and emergency communications include, 
but are not limited to;  
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 Customer education events, emergency preparedness symposiums for 
businesses, public participation meetings,  and backup generator safety 
workshops; 


 Informational and emergency preparedness mailings to customers in the 
HRFA; 


 Educational advertising campaigns focusing on SDG&E’s preparations for 
the fire season and the preparations SDG&E’s customers should make for 
emergencies; 


 Educational information disseminated through the Energy Notes newsletter 
distributed with customer billings; 


 Distribution of a co-branded “newsletter” with the American Red Cross, the 
San Diego Office of Emergency Services, and the County Fire Chiefs 
Association; 


 Distribution of the “Z-Card”, which provides formatted emergency information 
that easily folds and fits in an automobile glove box or emergency kit; 


 Distribution of “refrigerator magnets” bearing important emergency 
information; 


 The provision of weather information and system-outage status on 
SDGE.com; 


 Dissemination of information regarding emergency-preparedness events via 
social media, such as Twitter and Facebook; 


 Opt-in campaign offering customers electronic-mail access to safety 
checklists and fire-safety videos; 


 Publication of information for SAFE San Diego Education and Outreach 
events in the community following an emergency. 


In addition to routine outreach and communications, SDG&E intensifies its effort to 
communicate with customers when fire-threat conditions are elevated or extreme.  
SDG&E has instituted an early warning system advising customers that a Red 
Flag has been declared by the National Weather Service and dangerously high 
winds are expected.  SDG&E also opens communications with local water 
districts, telecommunications infrastructure providers, the San Diego County 
Office of Education, the San Diego County Office of Emergency Services, and the 
American Red Cross as soon as possible following the declaration of a Red Flag.  
SDG&E assembles a team, including members from Commercial and Industrial 
Services, SDG&E’s Meteorological Department, and SDG&E’s Electric 
Distributions Operations center, to provide updates on the status of the SDG&E 
system and weather conditions. 
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As alert conditions are elevated, SDG&E also contacts, directly and indirectly, 
disabled customers and Medical Baseline (MBL) customers.  Under severe 
threats of emergencies, where SDG&E cannot make contact with these customers 
via our outbound-dialer system, SDG&E will send field personnel to make 
personal contact and, failing all else, to leave door hangers alerting the customer 
of the situation. 


D. Fire Preparedness Website 
 
SDG&E maintains a publicly accessible website focused on safety, including gas 
safety, electric safety, fire safety, tree safety, emergency preparedness, generator 
safety, and outage information.  SDG&E Emergency Preparedness Brochures, Z-
Cards, radio spots, print advertisements, and social media postings via Facebook 
and Twitter, have been utilized to distribute and provide links to SDG&E’s 
emergency preparedness and safety website: 


http://www.sdge.com/safety/fire-safety/proactive-approach-fire-prevention  


Additional fire-related websites supported and maintained by SDG&E are 
accessible using the following addresses: 


 Emergency Preparedness web pages:  http://www.sdge.com/safety  
 Weather and Outage web pages:  http://www.sdge.com/tools/windspeed-


dashboard  
 


E. Fire Mitigation Funds 


In addition to providing various fire-prevention and -preparedness grants as 
described above, SDG&E funds two fire-mitigation programs as a part of the 
Sunrise Power Link Project.  These programs, known as the “Powerline 
Firefighting Mitigation Fund” and the “Defensible Space and Structure Hardening 
Grants Fund”, are operated subject to agreements with various firefighting 
agencies whose jurisdictions include lands along the Sunrise Power Link 
transmission corridor. 


The Powerline Firefighting Mitigation Fund was used to provide a lump sum to 
each of the seven fire agencies with jurisdiction along the transmission line route.  
Each agency received $556,524, for a total disbursement of $3.9 million – these 
funds were used to purchase new fire trucks and communications equipment, 
increase fire patrols, and fund additional personnel during the fire season.  The 
agencies receiving these funds include CAL FIRE, Federal Bureau of Land 
Management, County of San Diego, City of San Diego Fire & Rescue Department, 
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Alpine Fire Protection District, Lakeside Fire Protection District, and the San Diego 
Rural Fire Protection District. 


The Defensible Space & Structure Hardening Grants Program was implemented 
in 2012 and will remain in place as long as the Sunrise Power Link is in service.  A 
grants contractor, Environmental Resource Solutions (ERS), has been hired and 
is implementing a Public Education and Outreach Program for eligible property 
owners, developing the grant application website and other program 
requirements.  The program provides funding for the creation and maintenance of 
defensible space around homes in close proximity to the Sunrise Power Link.  
This defensible space will bring those homes into with compliance with various fire 
codes so as to assist firefighters in minimizing structure and property damage.  
These funds may also be used to fire-harden structures by retrofitting rooftops 
with fire-resistant materials, installing fire shutters and double-pane windows, cave 
boxing, and removing and/or replacing wood fencing and/or decks.  SDG&E 
annually provides $2.8 million (2008$) to fund the program. 
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2014 Map of SDG&E FTZ,  
And Meteorological Network 
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Next Generation Solution


 Video conference
◦ Designated physical


rooms
◦ High quality video


 Video conference with
desktop add-on
◦ Leverage video


conference with desktop
capability


 Web conference
◦ Advanced collaboration
◦ Internal and external


participants
◦ Mobile environment
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 On premise
◦ Agency maintains


infrastructure
 Cloud based


◦ Vendor maintains
infrastructure


 Hybrid
◦ Combination of on


premise and cloud


 Maintain and enhance existing system
 Migrate to a regional cloud based system
 Provide limited support to existing system
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Maintain and Enhance
Existing System


Cloud Based System Limited Support for
Existing System


Public Safety Data
Network – Internet not
required


Internet connectivity
required


Public Safety Data
Network – Internet not
required


Primarily room
systems-can add
desktop capability


Combination of room
systems, desktop and
mobile environment


Maintain room
systems only


Infrastructure
equipment reaching
end of life – would be
replaced


Infrastructure
maintained by vendor


Infrastructure
equipment reaching
end of life-would not
replace


Staff support required Limited staff support Staff support required
Requires City of San
Diego and RCS
support


County OES has
offered to host for
UDC members


Capability eventually
up to local agencies


Estimated 5 year cost
$705,000


Estimated 5 year cost
$85-$150,000


Estimated 5 year cost
$165,000


 Investment proposed for FY15 UASI -
$35,000


 Test and evaluate cloud based solutions
during May exercise
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EXECUTIVE SUMMARY


This report is provided at the request of the Regional Technology Partnership (RTP).  The RTP is an executive level
advisory council consisting of representatives from law enforcement, fire services and emergency managers.  The
RTP provides recommendations to the San Diego Urban Area Working Group on investment strategies that support
the San Diego Urban Area Security Strategy.  The goal of the San Diego Urban Area Security Strategy is to improve
the Regions capability to prevent, protect against, mitigate, respond to and recover from acts of terrorism and other
disasters.


One of those capabilities developed using Urban Area Security Initiative funding is video teleconferencing (VTC).
The video teleconferencing capability in the San Diego Region was deployed to approximately 75 different locations,
including communications centers, emergency operations centers and department operations centers.


A significant portion of the equipment and software on this system is approaching the end of life cycle timeframe.  As
this equipment reaches its end of life cycle, the question of what form the next generation of video or Web
conferencing collaboration will take has been raised.  In addition to the existing equipment approaching end of life
cycle, many technological advancements have occurred in the world of video teleconferencing, Web conferencing,
mobile device development, wireless data connectivity and cloud based hosted solutions that should be explored.


The existing VTC system is a Tandberg room system with high quality video and audio capabilities.  The system is
hosted on the Regional 3C’s public safety data network.  This configuration provides a secure system on an internal
network that does not require internet connectivity.  In a wide spread disaster with degraded Internet services, this
capability can be valuable.  However, this level of system reliability comes with a significant cost.


Today, the commercial VTC market has significantly expanded to provide low cost, cloud based video and Web
conferencing systems.  These types of solutions have evolved to provide a host of collaboration features that are
available on any device, anywhere there is Internet connectivity.  If public safety stakeholders are comfortable with a
resource being hosted in a cloud based service, this approach deserves serious considerations for the enhanced
capabilities and lower cost.


The San Diego Region has three basic options to consider for the next generation of video teleconferencing.  The
first option is to replace the existing equipment when it reaches its end of life cycle, enhance the current capabilities,
maintain the system and provide technical staff support.  While this option does provide a video teleconference
system on a public safety data network, the cost associated with this approach is high.  As reliability on commercial
broadband services has improved, the benefit of utilizing a public safety network for video conferencing has
diminished.  The estimated five year cost to maintain the existing system is $705,000.


The second option is to utilize a cloud based solution to provide video teleconferencing or web conferencing.  The
development of cloud based services and software has provided many new capabilities at a relatively low cost.  A
cloud based solution shifts the responsibility for maintaining the network, replacing the server equipment and keeping
the software up to date to the provider.  Many of these providers have built systems that can support multiple devices
and operating systems, providing a high level of interoperability, improved access and the ability to leverage existing
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equipment.  The estimated five year cost for a cloud based solution ranges from $85,000 to $150,000.  This range
varies due to the variation in functional capabilities of cloud based solutions.


The third option is allow the existing system to function through its end-of-life cycle.  On average, the current
equipment is likely to function for the next three to five years.  As the equipment reaches the end of life cycle, the
responsibility for providing video teleconferencing capability would transfer to the local agencies.  The disadvantage
of this approach is the risk of individual agencies purchasing systems that have a low level of interoperability.  This
approach would still require some funding to keep the existing systems functioning. At a minimum, the five year cost
for keeping the system maintained is $165,000.


Background
In 2005, the City of San Diego Police and Fire Departments and San Diego County Sheriff’s Department partnered in
an effort to develop a regional public safety data network. The project became known as the Regional 3Cs
(Command, Control and Communications) network. The Regional 3Cs network is a secure Public Safety only
communications network that directly connects public safety agencies and encourages inter-agency collaboration.
The network includes law enforcement, fire-rescue, dispatch centers, emergency operations centers and critical
infrastructure sites across San Diego County, as well as neighboring jurisdictions. The network includes more than
26 agencies at all levels of government, as well as key critical infrastructure sites.


Video conferencing is one of the primary capabilities built to support regional collaboration through the 3Cs network.
Each of the sites in the network was provided a Tandberg room system and connected to the data network.
Connectivity between the various end points was accomplished through a centralized multipoint control unit, hosted
and supported by the City of San Diego. The result was a robust internally hosted video conferencing system on a
secure public safety data network, not dependent on outside resources such as the Internet.


The system has had mixed results on the intended use. Some users were regular users of the system. It has been
utilized for conducting video enhanced meetings along with the phone conferencing ability. During actual wide
spread events, the use has been somewhat limited. This is probably a result of a variety of factors that include
limited knowledge of system use, limited initiative to include VTC in emergency operations practices, the requirement
to be in a certain physical location, technical issues and the use of more common means of communicating such as
email or phones.


The existing system has portions of equipment that have reached or will soon reach their life expectancy limits. The
majority of room systems vary in age from five to eight years. The expected life expectancy of a room system is 10
years. The original purchase cost for each room system was approximately $25,000. As part of the acceptance of
the equipment, agencies understand that future replacement of room systems would be absorbed by the agency.
Replacement of rooms systems with current technology range in price from $2,500-$10,000, depending on
capabilities and features.


The infrastructure that supports room systems includes a multipoint control unit. This equipment is approximately
seven years old. Assuming a life expectancy of 10 years, this hardware will likely need replacing in 3-5 years. The
original cost for this hardware was approximately $195,000.







REPORT FOR
VIDEO TELECONFERENCING OPTIONS


PREPARED FOR
SAN DIEGO URBAN AREA


March 2015 | P a g e 3


As this equipment reaches life expectancy, the San Diego Region needs to determine if and how this capability will
be maintained, replaced, enhanced and supported.


The current transition proposed by the 3C’s Operations Advisory Board is for the 3C’s data network is to be absorbed
by the City of San Diego and Regional Communications System to primarily support the radio system infrastructure.
The transition recommends that the VTC system continue to be available to all agencies through June 2016. The City
of San Diego staff will work with the SDUA to prepare a recommendation to transition support of the current VTC
infrastructure to another agency(s) or to move to other methods of VTC in the SDUA.


In an effort to maintain some type of regional video conference capability, the County Office of Emergency Services
has offered to consider potentially hosting a solution that could support the members of the Unified Disaster Council
and other stakeholders.


Scope
This report is provided at the request of the Regional Technology Partnership. The RTP as an advisory body to the
Urban Area Working Group understands that the current video conferencing capability will reach an end of life cycle
in the near future. Given that factor, the region will need to decide if it should maintain the current capability and the
most effective approach. The primary goal of this report is to provide information on options for future video
conferencing capability.


The key questions addressed in the report are:
1. What technology solutions are available to provide VTC capability?
2. What are the desirable functional requirements?
3. What are the costs associated with a sample of options?
4. What technological improvements are offered by the next generation of video teleconferencing?


The balance of this page is intentionally left blank.
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1. METHODOLOGY
The information for this report was collected through a combination of contact with current system support personnel,
system managers, system end users, system research and demonstrations from system vendors.


This report focuses on types of solutions, their advantages and disadvantages, desirable functional requirements and
an estimate of long term cost for a sampling of solutions. The sample solutions discussed do not provide an
exhaustive comparison of vendors or solutions.


This report is not intended to supersede any required procurement process or serve as a scoring mechanism for
selecting a preferred vendor.


The balance of this page is intentionally left blank.
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2. CONFERENCING SOLUTION OPTIONS
Over the last few years, the development of technology solutions has provided many new choices on conferencing
solutions. The traditional video teleconferencing capability has been duplicated at some level by Web conferencing
technology. The result of this blended solution has been a blurred line between the traditional VTC and Web
conferencing solutions.


The following is a description of the primary conferencing solutions available today.


The primary focus of a video teleconferencing (VTC) system has been to broadcast video from one organizational
location to another location and to provide improvements over an audio only telephone conference call. Dedicated
systems with high definition video and high quality audio enable close up views of meeting participants. When an
organization is primarily focused on enhancing internal meetings by adding video into the meeting environment and
can regularly leverage the conference rooms where the technology resides, a VTC solution might be appropriate.
VTC solutions often require a substantial upfront investment due to the necessary infrastructure. Bandwidth
requirements are high, a dedicated network is required and onsite support staff is often needed to manage the
infrastructure. Video teleconferencing systems can quickly become outdated and necessitate architecture overhaul
or upgrades. (Weinstein 2012)


Some VTC systems can provide add-on software that extends video teleconferencing functionality to personal
computers to provide basic conferencing capabilities. Sometimes these systems are bundled with propriety VTC
system purchases. Functionality can include two-way or multipoint video, advanced audio, and screen sharing.
However, advanced meeting features, as well as most training, event, and on-demand presentation creation
capabilities, are not included. (Weinstein 2012)


While the desktop add-on software works well for presenters and participants who have the licensed technology
available on their computers, use of the software is typically limited to these individuals, and users cannot engage in
on-the-fly meetings with people outside the organization. Additionally, because the desktop add-on is tied to the VTC
solution, customers must continue to use and invest in the proprietary VTC system to enable use of the desktop
add-on software. (Weinstein 2012)


Web conferencing is a contemporary Internet-based approach that includes video and audio components and also
extends to a variety of features that enable more enhanced interaction through the desktop environment. If the main
goal of a meeting is to facilitate teamwork, partnership, and collaboration among users both inside and outside of the
organization, Web conferencing provides a good solution because of its interactive meeting features. Web
conferencing also runs on a variety of platforms, including desktop, laptop, and mobile devices, so it offers ease of
use from any location. (Weinstein 2012)


More-advanced Web conferencing solutions have tools and features for live and on-demand training, which can
include participant testing, grading, and tracking, as well as capabilities for large-scale online events and Webinars.
A Web conferencing solution is generally less costly than VTC systems because it is software-based and leverages
existing technology investments in computer hardware, laptop computers, and mobile devices. Some web
conferencing solutions also enable integration with room based VTC solutions, allowing users to considerably
broaden the reach of their core technology investments. (Weinstein 2012)
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The following graphic provides information that can assist the user in deciding what type of conferencing solution
would best meet their business need.


Figure 1—Which Conferencing Solution Best Meets Business Needs
(Weinstein 2012)
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3. HOSTING OPTIONS
There are many different approaches to providing video conferencing. For the purpose of this report, the focus is on
the two broad categories of on premise solutions and cloud-based solutions.


3.1 On Premise Hosting
The on premise solution for multipoint video meetings or Web conferencing involves the purchase, installation and
management of centralized equipment and end point devices to create an internal system. A good example of this
type of solution is the current 3C’s system. This type of system typically resides on the organizations premise and
behind their network firewall.


The key components of this type of system are:
1. A centralized multipoint control unit that controls the video distribution.
2. End point devices for conference rooms (room systems such as the currently deployed Tandberg)
3. Data network to carry the video signal
4. Software application to manage the system
5. Technical support to maintain, troubleshoot and support users.


Key advantages
 Can have multiple ports
 High quality video
 Good feature set
 Very secure network solution
 Can be designed to be independent of internet service to function


Key disadvantages
 Upfront equipment cost can be high
 Requires high level of bandwidth – not a problem on 3C’s network
 Equipment replacement cost can be high – multi point control unit and room systems
 Can be difficult to use – requiring technical support
 Internal support staff cost to maintain and manage


(Weinstein 2012)


3.2 Cloud Hosted Services
Cloud hosted services or software as a service involves the use of bridging platforms owned, managed and hosted by
an external service provider. The use of a hosted bridging provider offers the following key advantages and
disadvantages.
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Key Advantages:
 Lower up front cost
 Technology kept up to date by provider
 Reduced management burden
 Reduced risk of technology obsolescence
 Reduced staff support cost


Key Disadvantages
 Recurring service fees
 Shared bridging platform – could be security concern
 Requires internet connection
 May experience firewall or IT restrictions
 Quality of experience may be dependent on internet bandwidth.
 Bandwidth availability may be negatively affected during large scale disasters


(Weinstein 2012)


The balance of this page is intentionally left blank.
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4. FUNCTIONAL REQUIREMENTS
Based on the business requirements for a regional deployment of a video or Web conferencing system, the following
functional requirements should be considered.


System Security – This includes the ability to control who can participate in a video teleconference of Web
conference. In a primarily internal only system, security is fairly easy to control because participants for the most part
have to show up at specific location or can only access from within the network. The exception to that is when a user
uses a desktop add-on or calls into a telephone access. Some Web conferencing systems do have the ability to
control the entry of users when they attempt to join a meeting.


Internet bandwidth – A cloud based solution should not exceed the typical available Internet speed for the
participating members. Any system that requires a high bandwidth is likely to result in a poor user experience.


System end-point devices – In order to leverage existing hardware such as room systems, desktop computers,
mobile tablets and mobile phones, a system should be able to utilize any of these types of devices or operating
systems.


Number of Users and Participants – The proposed deployment assumes creating 25 users who are able to create
and manage meetings. While the typical conference may be small, the ability to invite up to 100 participants is
recommended.


Email system plugins – The ability to add scheduling to an email system is an important feature. This function
allows the end user to schedule a meeting directly from their native email system, taking advantage of their contact
list and calendar function.


Screen sharing – The system should have the ability for any participant to share their screen to the group. This can
be especially useful in providing briefings or training material to the meeting.


Voice activated switching – This function allows the system to recognize when a specific person is speaking and
can place them into the primary position of the video viewing. This is especially useful when there are many
participants in a meeting and the screen viewing of multiple video feeds at once can be difficult.


Chat – This feature can be useful for asking questions during a meeting.


Recording – The ability to record and archive meetings can be a useful tool for record keeping or for users to revisit
or view a session after the initial presentation. This can be especially useful for training purposes.


High definition video and audio – The ability for a video or Web conference system to utilize high definition video
and audio improves the user experience. This is primarily driven by the available bandwidth, type of end point
equipment and how the system is optimized.
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Telephone – The system should have a telephone bridge that allows users who do not have other means of access
to join a meeting. Some services provide the telephone bridge as part of the core services, while others have added
costs.


It is recommended that any procurement or selection process of a solution should first clearly define the required
functional requirements of a VTC or Web conferencing capability for the SDUA. Once these requirements are
defined, a comparison of solution capabilities and their cost can be performed.


The balance of this page is intentionally left blank
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5. ESTIMATED COST COMPARISONS
The following comparison chart is a sampling of solutions that provide VTC or Web conferencing capability. The
table is a mixture of the current system, cloud based on on premise solutions. There are many choices available on
the commercial market and any procurement process should not be limited to this sampling. The sampling of
solutions have varying levels of capability and are not designed to be an exact side by side comparison of
capabilities.


3C's
Tandberg On-


premise


Adobe
Connect


Cloud
Adobe Connect


On-premise
BlueJeans


Cloud
Lifesize
Cloud


PolyCom
RealPresence
On-premise


Software
Subscription for
Software as a
Service


11,970 11,970 30,000 17,000 334,000


Software
Purchase 19,152


Equipment
Multipoint
Control Unit 150,000


Server
Equipment 5,000 103,000


Services
Line Fee
Connectivity
Cost


78,000


Telephone Line
Cost 10,000 10,000


Staff Support
Technical Staff
Support Unknown Unknown Unknown


Maintenance
Annual
Maintenance
Cost


33,000 21,970 6,225 30,000 17,000 66,000


1 Year Cost 111,000 21,970 46,122 30,000 17,000 437,000
5 Year Cost 705,000 109,850 111,022 150,000 85,000 701,000
10 Year Cost 1,260,000 219,700 198,372 300,000 170,000 1,402,000
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Estimated Cost Notes
3C’s Tandberg Room System:
 Equipment costs assume current equipment will reach end of life cycle within three to five years and


require replacement. Replacement cost included in five year cost.
 It is assumed some level of technical staff support will be required to maintain the system. The cost


associated with providing this staff support is unknown and not captured in the cost.
 Assumes that the line fees would still be paid by the users ($3,000 per agency) to support the system


connectivity cost.
 Does not capture any cost associated with enhancing the system capability or licensing capacity.


Adobe Connect – On Premise
 It is assumed some level of technical staff support will be required to maintain the system. The cost


associated with providing this staff support is unknown and not captured in the cost.


Polycom – On Premise
 It is assumed some level of technical staff support will be required to maintain the system. The cost


associated with providing this staff support is unknown and not captured in the cost.


All Options
 The cost for replacement of room systems for the individual agencies is not captured. A new room


system can range from $2,500 to $10,000, depending on capability and features.


It is recommended that a clear concept of the business and functional requirements be developed in support of any
purchasing or request for proposal process.


It should be also noted that the Adobe Connect capability is available to local government through the federally
funded Homeland Security Information Network (HSIN). If a local government agency applies for the access to a
community of interest in HSIN, the user has access to basic Adobe Connect services at no cost. This option would
be managed by each individual agency.
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6. OPTIONS
The options for the San Diego Region fall into three general categories.


6.1 Option 1 – Maintain and Enhance the Existing Video
Conferencing System.


The San Diego Region has made a significant investment in infrastructure and equipment to provide a robust, secure
video conference system that operates on a public safety data network. The benefit of that design is the system is on
a secure network that can deliver high definition video and audio to approximately 75 room systems that are not
dependent on external Internet support.


Most of the equipment and technology deployed for this capability will be reaching end of life cycle over the next
three to five years. In order to maintain the existing capability, the San Diego Region would need to begin to plan for
equipment replacement cost. Additionally, the existing technology will require software and equipment upgrades to
provide capabilities such as multiple end point device choices and, improved collaboration tools.


This option would require the Unified Disaster Council (UDC) to garner support from the City of San Diego and
Sheriff Wireless Division through RCS to utilize the microwave data network to transport the connectivity and identify
a technical support solution.


There are several costs associated with keeping the existing system functional for more than five years. The
estimated cost to replace the multipoint control unit and peripheral equipment is approximately $150,000 to
$200,000. There is additional underdetermined cost associated with enhancements to the system that would provide
more functionality and licensing. There may also be costs associated with providing program and technical staff
support. The potential staffing or support services cost are not identified in this report.


The estimated five year cost for maintaining and replacement of infrastructure equipment for the existing system is
estimated at $705,000.


6.2 Option 2 – Migrate to a regional Cloud Based Video or Web
Conferencing Solution


There are a variety of cloud based video or Web conference solutions available on the market. These services vary
in capability, ranging from a focus on video conferencing to a focus on web conferencing, with many providing a
blend of video and Web collaboration capabilities.


This option would identify the desirable functional requirements and select a solution that would meet the business
needs for a regional solution. The assumption for this report is the County of San Diego Office of Emergency
Services would take the lead on behalf of the members of the UDC. The benefit of this regionalized approach is that
members of the UDC would be on the same platform, have a high level of interoperability and benefit from cost
efficiencies.
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There are two models that could be explored. The first is software as a service model on a cloud based server. The
second model is software as a service on premise. The second option would host the software on an internal
network. Both systems have advantages and disadvantages. The cloud based server puts all of the responsibility of
maintaining the server equipment and software on the provider. The on premise solution requires the host agency to
support a server configuration. Hosting the software on premise may provide some additional functionality and could
be hosted on a network not dependent on the Internet.


A third model that is a hybrid of the cloud and on premise solution would provide additional capability in the way of
redundancy and access options.


The cloud based video teleconferencing or Web conferencing would provide an increased level of interoperability,
allowing multiple types of devices and operating systems.


The estimated five year cost for a cloud based solution is between $85,000 -$150,000 depending on the functional
requirements and capabilities.


6.3 Option 3 – Provide Limited Support to Existing System
This option would utilize the existing system until the equipment and software reach their end of life cycle. This
option assumes that the equipment would function for another three to five years. The responsibility for identifying a
replacement for the VTC capability would shift to the local agencies. During this transition period, there are some
minimal costs associated with keeping the system turned on. The annual minimum cost is approximately $33,000.
This cost does not include any staff support cost that may be associated with maintaining the systems.


This option would not utilize the County of San Diego Office of Emergency Services as a host to the UDC members.
The risk with this individual approach is the possibility that local agencies may deploy a system with a low level of
interoperability.


The estimated five year cost is to keep the minimum systems functioning is $165,000.
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Regional Public Safety Geodatabase
A program of the Unified Disaster Council


Program Update


Program Objective & Products


• Provide Public Safety Data that is:
• Interoperable (common symbols, templates, etc.)
• Multi‐jurisdictional
• Multi‐disciplinary
• Displayed Visually (map viewers)
• Multiple platforms, delivery methods


• Products:
• Public safety focused GIS layers for dispatch
• Regional mapbooks
• Structure and Wildland preplans
• Ready data in an incident response and recovery setting (SanMAPS)
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RPSG Accomplishments
• Created a master public safety geodatabase – regional data schema.
• Created a single repository for the public safety geodatabase – server 
located at Chula Vista.


• Created change model process for making changes to the database.
• Created regional template and 2500+ high priority target hazard plans
• Created regional template and the 25 of the highest risk Wildland Urban 
Interface Fire Emergency Response Plans.


• Adoption of a region wide public safety grid.
• Provided regional aerial imagery.
• Created and printed common emergency response map books.
• Developed a consolidated street centerline data and address network that 
supports computer aided dispatch for emergency response routing.


RPSG Accomplishments 2014


• Adoption by the Unified Disaster Council
• Established Executive Committee under UDC


• Chief Rick Minnick, Vista, and Diane McClarty, Heartland Communications, 
represent your agencies


• 2 Fire GIS Coordinators (San Diego, Suburban)
• 2015 Strategic Plan (attached) updated
• Produced 400 structure preplans and 25 wildland preplans
• Began collaboration with County and City of San Diego for better 
sharing of GIS data called SanMAPS
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Continued Funding Needs
• The program will continue to seek UASI funds (~ $1.5 M) to:


• Maintain staffing as accepted by UDC
• Continue producing regional priority structure preplans and Wildland 
preplans


• Implement Situational Awareness Mapping Application recommendations
• Continue to develop data sharing and awareness of SanMAPS for incident 
support


• Meet goals established in program strategic plan and regional strategic 
technology plan
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Introduction 


The Business Need 


Within the San Diego region GIS data has been integrated into most aspects of the public safety 


mission to protect life, property, and natural resources. GIS is used within aspects of planning 


by assisting with the determination of response areas, fire station locations, creation of station 


wall maps, and identification of hazards. GIS supports incident response by providing the base 


map upon which CAD systems identify call locations and route calls, provides the map data 


found on MDCs that now exist on most fire apparatus in the region, and is used to create both 


digital and hardcopy map books. GIS is beginning to support incident management by providing 


digital target hazard preplans and data that are spatially correct and identify the location of 


features that are important during a response, and will soon be available in intelligent, 


interactive maps that will provide access to additional information, analysis, and data. GIS also 


plays a role in recovery and mitigation through the recording of damage assessment, 


identifying potential runoff issues, and assists in identifying areas that require further 


treatments to help with recovery. 


Because GIS plays a key role in many aspects of public safety’s mission, it is important that first 


responders are sharing and operating off the same information base throughout the region. 


The data will improve local response, make mutual aide more efficient, and support large 


incidents.  By consolidating the data that supports the mission, the region will have the 


following: 


 Assurance that responders on different systems show up at the same location and that 


command decision are made off of the same information 


 A reduction of the duplication of effort by different agencies to maintain the same 


information 


 The creation of a common-use geospatial language understood between different 


departments by the use of the same symbology on maps, and the use of similar formats 


and layouts for digital target hazard preplans 


 The ability to more efficiently update and correct map books 


 Quicker updates to and distribution of common operational data. 


Purpose 


The purpose of the San Diego Regional Public Safety Geodatabase program is to provide an 


interoperable, multi-jurisdictional, multi-discipline GIS data repository with regionalized, 


aggregated GIS data to support applications used by EMS, Fire and Law Enforcement agencies, 


Emergency Managers and other public safety decision makers. 
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Project Vision 


The San Diego Regional Public Safety Geodatabase Project vision is to overcome traditional 


interoperability issues by standardizing map features, attributes, and symbology resulting in the 


development of a common-use geospatial language and visualization for emergency 


responders. 


Project Background 


This project was initially piloted by the North Zone and began in 2005. The initial project was 


managed by the City of Vista’s Fire Department. The initial vision of the project was three fold: 


 The creation of one common base map in which all agencies can respond.   


 The installation of mobile data computers (MDCs) in all fire apparatus with internet 


hotspots connection at all fire stations. 


 The capability for CAD-to-CAD interoperability.  


The project and the vision have now spread to the other zones in the region and are being 


implemented through various methodologies by each department and zone. Additional 


capabilities have also been included into the program. 


 


What has been accomplished to date? 


The key accomplishments of the project include: 


 Created a master public safety geodatabase – regional data schema. 


 Created a single repository for the public safety geodatabase – server located at Chula 


Vista. 


 Created change model process for making changes to the database. 


 Created regional template for target hazard plans. 


 Completed 2000 high priority target hazard plans utilizing regional template 


 Created regional template for Wildland Urban Interface Fire Emergency Response Plans  


 Completed the first 25 highest risk Wildland Urban Interface Fire Emergency Response 


Plans. 


 Adoption of a region wide public safety grid. 


 Provided regional aerial imagery. 


 Created and printed common emergency response map books. 


 Developed a consolidated street centerline data and address network that supports 


computer aided dispatch for emergency response routing. 


 Created map viewers for a variety of data display. 


 Initiated development and deployment of ArcGIS Online as a regional data sharing 


platform. 
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Strategic Goals 


 


Strategic Goal #1 – Complete the transition of the Public Safety GIS project to the Unified 
Disaster Council Governance 


 
Objectives: 


 Identify representatives for the UDC GIS Committee. 
 Update the Strategic Plan. 


 Evaluate the make-up and representation model  of the GIS Steering Committee and GIS 
Working Group. 


 
Strategic Goal #2 – Identify and evaluate the long term staffing and support solutions that 
could be provided by UDC. 
 


Objectives: 


 Evaluate contract service solutions. 


 Evaluate agency employed staffing solutions. 
 Evaluate partnership solutions. 


 Recommend the long term staffing and support solutions to the full UDC membership. 


 Evaluate alternative staff support options such as internship’s through colleges. 
 
Strategic Goal #3- Identify data sharing opportunities. 
 


Objectives: 
 Enter into data sharing agreements with other entities (ie: SanGIS, federal, state 


partners). 
 Identify other third party solutions that could benefit from use of the available GIS data. 


 Create local GIS public safety library through use of ESRI Organizational Accounts 
(SanMAPS). 


 Identify opportunities to provide data to law enforcement. 


 Identify opportunities to provide data to emergency managers . 
 


Strategic Goal #4- Continue to develop and maintain a consolidated emergency response 
mapping effort. 


 
Objectives: 


 Maintain master public safety geodatabase system, including hardware, software, 
services and data. 


 Continue to consolidate regional public safety data into public safety geodatabase 
repository. 


 Enable agency access to central repository through cloud services. 


 Continue to participate in regional purchase of aerial imagery. 
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Strategic Goal #5 – Continue to prioritize, develop and maintain geospatially accessible digital 
target structure and wildland fire emergency response plans. 


 
Objectives: 


 Support the efforts to create new plans and maintain existing plans. 


 Continue to enable regional access to PDF preplans . 
 Provide tools to assist with preplan creation/data entry.  


 Create process to automate the publishing of preplan report and maps. 
 


Strategic Goal #6 - Maintain Emergency Response Map books that utilize a standardized 
public safety grid, symbology and attributes. 
 
Objectives:  


 Utilize map book template, public safety grid, symbology. 


 Maintain the map book update process. 


 Create a repository for map book pdf pages. 
 


Strategic Goal #7 - Maintain a street centerline and address network that is compliant with 
geo-based Computer Aided Dispatch and utilized by all dispatch centers, emergency 


operations centers, public safety and emergency managers. 
 


Objectives: 
 Merge and consolidate all public safety roads data into one layer.  


 Ensure that data is compatible with all geodatabases in the region.  


 Develop regional workflows and procedures to ensure all road data updates are 
available on the central database. Provide a synchronized and consolidated geodatabase 


that is accessible to all partners in selected hosting solution. 
 Identify opportunities to support the Next Generation 911 system mapping 


requirements. 
  


Strategic Goal # 8 -Hazmat database integration to preplans. 
 


Objectives: 


 Coordinate with County of San Diego’s Department of Environmental Health (DEH). 


 Identify and format information necessary for the preplan hazmat report page. 


 Establish link to the DEH hazmat database. 


 Create script to pull necessary information and produce hazmat report page. 
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Strategic Goal #9 –Develop common operational data to support situational awareness and 
decision support systems. 


 
Objectives: 


 Develop GIS services for third party solutions. (ie: WebEOC, NICS, Digital Sandbox etc…) 


 Develop local map viewers to display data. 
 Construct tools to provide population impact analysis for incident areas, and white 


boarding 
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San Diego County 
Energy Resilience Plan


2015 Update







Background
• OES began developing the Energy 


Resilience Plan (ERP) in 2010.
• The Lifelines Emergency 


Coordination Group (LECG) was 
established to review on behalf of 
the key agencies that would be 
involved in responding to an 
energy emergency.


• Original plan focused on three key 
energy resources: electric power, 
natural gas (including propane) 
and petroleum.







Purpose
• The ERP addresses issues 


associated with a major energy 
disruption affecting the San 
Diego County Operational Area.
▫ Provides a coordinated framework 


from which all responding 
agencies can respond to mitigate 
the impacts of a significant energy 
disruption.


▫ Delineates the roles, 
responsibilities, and emergency 
response actions 







Scope


• The ERP has been expanded to include the 
water and wastewater sectors:
▫ Electric Power
▫ Natural Gas
▫ Fuel 
▫ Water
▫ Wastewater







Update Process
• New format
▫ Two part plan. Part I – Regional Energy 


Overview and Part II – Concept of 
Operations


• One-on-one meetings with industry 
stakeholders, discussing vulnerabilities 
and emergency procedures
▫ Including survey of jurisdictional 


critical facilities
• Lifelines Emergency Coordination 


Group review meeting







ERP Format


• Part I – Regional Energy Overview
▫ Introduction
▫ Situation and Assumptions
▫ Hazards and Existing Mitigation 


Strategies
▫ Roles and Responsibilities
▫ Energy Sector Vulnerabilities and 


Recommended Mitigations
▫ Legal Authorities and References


• Part II – Concept of Operations
▫ Emergency Response Phases
▫ Response Actions
▫ Local, State, and Federal Resources







Hazards and Existing Mitigation
Provider Hazard Existing Mitigation Strategies


SDG&E


Earthquakes


 Reinforced electrical systems near known faults.
 Mutual Assistance Agreements.
 Fiber optic lines underground that are more resistant and less 


susceptible to earthquake damage than overhead lines.


Terrorist Attack


 Terrorist Response Plan – Repair workers are sent with security 
escorts to assess the situation before repairing transmission lines.


 Ensure that cyber security measures that are in place are 
appropriate and adequate.


Electricity Disruption
 Load Curtailment Plan – SDG&E can shed loads of electrical 


customers to ensure stability of the electrical system, however 
critical infrastructure and dependent customers are exempt. 


Natural Gas Line 
Rupture/Severe 
Disruption


 Redundant lines: 12” coastal pipeline, 16”, 30” and 36” inland 
pipelines, and numerous interconnect lines help to ensure 
continued supply if one line is ruptured. 


 Gas curtailment to interruptible customers could occur if gas 
supplies from SoCalGas are projected to be less than system 
demand. SDG&E would implement gas curtailment by 
requesting its interruptible customers (typically large non-
residential customers) to avoid using gas.


 There are specific guidelines regarding gas curtailment and 
meter shut off if it became necessary and appropriate to mitigate 
the impact of a system capacity or supply shortfall by closing 
individual meter valves.







ERP Format
• Part I – Regional Energy Overview
▫ Introduction
▫ Situation and Assumptions
▫ Hazards and Existing Mitigation 


Strategies
▫ Roles and Responsibilities
▫ Energy Sector Vulnerabilities and 


Recommended Mitigations
▫ Legal Authorities and References


• Part II – Concept of Operations
▫ Emergency Response Phases
▫ Response Actions
▫ Local, State, and Federal Resources
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ERP Format
• Part I – Regional Energy Overview
▫ Introduction
▫ Situation and Assumptions
▫ Hazards and Existing Mitigation 


Strategies
▫ Roles and Responsibilities
▫ Energy Sector Vulnerabilities and 


Recommended Mitigations
▫ Legal Authorities and References


• Part II – Concept of Operations
▫ Emergency Response Phases
▫ Response Actions
▫ Local, State, and Federal Resources







Recommended Mitigations
Sector Vulnerability Alternative 


Operations Recommended Mitigation Responsible Party


Electricity


If SDG&E loses all power to 
the grid, a “Black Start” 
procedure is necessary to 
bring power back online; 
therefore power restoration 
priorities cannot be easily 
accommodated.


Many critical facilities rely on 
back-up generation as their 
contingency for a power 
disruption.


A true black start would take a 
minimum of 24-hours to 
restore power.


N/A


For any critical facility 
requesting a generator, in 
order to expedite the 
process, SDG&E 
recommends the following:


 Ensure the facility has 
adequate access so that the 
generator can be pulled up 
directly to the switch gear. 


 Have the facility pre-
wired to receive the 
generator (i.e. Plug-and-
Play methodology).


 All facilities that are 
deemed critical (i.e. 
hospitals, water 
treatment plants, 
wastewater facilities, 
etc.)


 Local jurisdictions


Electricity


SDG&E identified in 2011 
that when attempting to equip 
hospitals with a portable 
generator, it was nearly 
impossible to connect the 
generator(s) due to inadequate 
spacing.


N/A


Coordinate with all hospitals 
and assess their generator 
locations and determine if 
there is adequate space for 
portable generator 
connectivity.


 Hospital Association of 
San Diego and 
Imperial Counties







ERP Format
• Part I – Regional Energy Overview
▫ Introduction
▫ Situation and Assumptions
▫ Hazards and Existing Mitigation 


Strategies
▫ Roles and Responsibilities
▫ Energy Sector Vulnerabilities and 


Recommended Mitigations
▫ Legal Authorities and References


• Part II – Concept of Operations
▫ Emergency Response Phases
▫ Response Actions
▫ Local, State, and Federal Resources







Emergency Response Phases


1. Preparedness Phase


2. Increased Readiness Phase


3. Alert Phase


4. Response Phase







ERP Format
• Part I – Regional Energy 


Overview
▫ Introduction
▫ Situation and Assumptions
▫ Hazards and Existing Mitigation 


Strategies
▫ Roles and Responsibilities
▫ Energy Sector Vulnerabilities 


and Recommended Mitigations
▫ Legal Authorities and References


• Part II – Concept of Operations
▫ Emergency Response Phases
▫ Response Actions
▫ Local, State, and Federal 


Resources







Office of Emergency Services (OES)


Actions at Alert
For all Energy Disruptions:
 Ensure that on-call 24/7 emergency contact information for regional partners is current.
 Establish contact/communications with partner agencies.
 Alert local governments (law enforcement, fire, emergency medical, public works, etc.) of potential disruptions. 
 Compile all safety assessments for the OA.
 Ensure that alerts, notifications, and situational updates to management, regional and state agencies are maintained throughout the event.
 Consider proclaiming a Local Emergency. 


o Upon a decision from the Policy Group to proclaim, draft a Proclamation of Local Emergency.
 Consider EOC activation – Level I or II.


o Utilize AlertSanDiego for activation notifications
Power Failure:
 In coordination with DGS consider implementation of voluntary reduction of electric power and natural gas consumption in accordance 


with Cal ISO and SDG&E, working through the County Communications Office (CCO). 
 Monitor status of schools and closures, via SDCOE. Evaluate geographical areas affected by the cascading effects of the event and notify 


stakeholders.
Fuel Shortage:
 Encourage Board of Supervisors to:


o Implement voluntary rideshare, public transit, and alternative work pattern programs.
o Advise all County departments and employees to curtail non-essential travel and increase use of carpools.
o Issue public appeals for voluntary conservation, working through the CCO.


 Instruct CCO to disseminate messaging to prevent or limit panic buying or hoarding of fuel.
 Warn against price gouging as appropriate.
Natural Gas Disruption/Shortage:
 Coordinate with SDG&E to understand status of natural gas supplies, deliveries, and demand. 
 Consider the effects of natural gas curtailments and implement life safety measures as appropriate.


o Consult with SDG&E to understand scope of curtailments and potential impacts.
 Consider issuing public appeals for voluntary conservation.
Water Disruption/Shortage:
 Coordinate with the SDCWA for a situation report on supply disruption, status of water supply, and status of all member agencies.
 Consider the need to establish Points of Distribution to distribute commodities (i.e. bottled water)
 Coordinate with Cal OES to identify process for employing the emergency bottled water contract.
 Coordinate with SDCWA and member agencies to develop coordinated public messaging.
Wastewater System Failure:
 Coordinate with wastewater agencies or central point of contact to understand the scope of the wastewater emergency.
 Coordinate with public health and wastewater representatives to understand the impact to public health.


Alert Actions







Response Actions
Policy Group


Actions at Response
For all Energy Disruptions:
 Monitor the status of the energy disruption
 Forecast any potential life safety concerns 
 Provide decision making on resource priority issues based on life safety
Power Failure:
 Proclaim Local Emergency if Board of Supervisors (BOS) is not in session.
 EOC Activation – Level III
 Consider enactment of curfews for impact area(s).
 Decide on opening of School/Community Center Portable Generator Sites (or “charging stations”).
 Provide SDG&E with a list of critical facilities within the OA that should receive priority restoration.


o SDG&E will provide the priority list to its Transmission and Distribution Emergency Centers
o Based on the restoration of the grid, SDG&E Transmission and Distribution will determine if it is possible to restore the critical facilities as power is 


restored incrementally region-wide.
o See Section V – D. Critical Infrastructure Profile and Restoration Priorities. 


 Determine which critical facilities will receive available generators from the available generator cache (i.e. SDG&E, DGS, etc.) and advise C&E Branch to 
establish a coordinated system to fuel and maintain generators providing power to critical facilities and those providing essential services.


Fuel Shortage:
 Issue mandatory conservation measures, as appropriate - consider and implement mandatory measures and recommend additional voluntary conservation measures 


as appropriate to mitigate a severe and/or long-term shortage or disruption.
o Mandatory conservation measures include:


 Eliminate nonessential driving
 Provide the SoCo Group a priority fueling/refueling list.


o List will include Cities, hospitals, and other critical facilities. 
Natural Gas Disruption/Shortage:
 Issue conservation measures, as appropriate - consider and implement mandatory measures and recommend additional voluntary conservation measures as 


appropriate to mitigate a severe and/or long-term shortage or disruption.
o Conservation measures include:


 In cold weather, set thermostat on central heating unit to 58 degrees F during the day and 55 degrees F or lower at night, provided there are no 
health hazards.


Water Disruption/Shortage:
 Based on the duration of the disruption, direct staff to prepare a Proclamation of Local Emergency, if appropriate.
 Support SDCWA requests for appropriate actions.
 Determine whether Points of Distribution (PODs) are necessary.


o Determine location of PODs.
Wastewater System Failure:
 Continue to monitor the status of the wastewater infrastructure region-wide
 Ensure appropriate public messaging is being addressed.







Rank
Critical Infrastructure Restoration Priorities


Power Restoration/Generator Distribution Fuel Supply


Black Start


A black start is the process 
of restoring a power 
station to operation without 
relying on the external 
electric power transmission 
network.


 Trauma Hospitals
 911 Communication Centers
 City/County EOCs
 Military Bases/Civil Defense Facilities 
 Air Traffic Control


Note: In a Black Start, as power is being restored from a central location, 
SDG&E will attempt to restore power to the types of facilities listed above, 
ONLY IF the facilities are in the path of restoration, meaning the critical 
facilities have distribution lines connected directly to the substation. In 
addition to being connected directly to the substation, the critical facilities’ 
electric load must be capable of being added without jeopardizing the system 
stability and causing a failure. 


N/A


Critical:  


Failure to restore promptly 
may result in death, injury, 
severe financial loss or legal 
liability.


 Emergency Services:
o Law Enforcement stations
o Fire stations 
o Paramedic stations
o City/County Emergency Operations Centers (EOCs)
o Emergency communication systems (911 dispatch operations; 


AlertSanDiego)
 Medical


o Trauma Hospitals
o Hospitals 
o Skilled Nursing Facilities (SNFs)
o Behavioral Health treatment facilities
o Specialized treatment centers
o Rehabilitation centers
o Residents dependent on oxygen/respirator equipment, etc.


 Transportation
o Traffic signals (major ones only)
o Air traffic control


 Communication (wireless, satellite, broadcasts)
 Information technology (internet service providers)
 Military Bases/Civil Defense Facilities
 Residential and Commercial Electricity
 Residential and Commercial Natural Gas 


For facilities with back-up generators and associated 
vehicles (if applicable):
 Trauma Hospital Generators
 Hospital Generators
 9-1-1 Center Generators
 EOC Generators
 Fire vehicles
 Police, Sheriff, CHP vehicles
 Ambulances
 Air Traffic Control Generators
 Communication (wireless, satellite, broadcasts)
 Information technology (internet service 


providers)
 Skilled Nursing Facilities (SNFs)
 Behavioral Health treatment facilities
 Specialized treatment centers
 Rehabilitation centers







ERP Format
• Part I – Regional Energy 


Overview
▫ Introduction
▫ Situation and Assumptions
▫ Hazards and Existing Mitigation 


Strategies
▫ Roles and Responsibilities
▫ Energy Sector Vulnerabilities and 


Recommended Mitigations
▫ Legal Authorities and References


• Part II – Concept of Operations
▫ Emergency Response Phases
▫ Response Actions
▫ Local, State, and Federal 


Resources







Local, State, and Federal Resources
Energy Resources


Energy Sector Local State Federal


Electricity


 SDG&E maintains a cache of 
portable generators (34) that can 
be prioritized and distributed to 
essential facilities


 County of San Diego Department 
of General Services maintains a 
cache of portable generators (8) 
that can be prioritized and 
distributed to essential facilities


 County of San Diego HHSA-
EMS also has a cache of portable 
generators that may be used for 
non-EMS purposes if necessary. 
These generators serve EMS 
related purposes first but can be 
reassigned if they are not tasked.


 County of San Diego DGS also 
has a right-of-first refusal 
agreement with local vendor 
Hawthorne for generators.


 Cal OES will work with the 
CUEA to identify electrical 
resources for the OA.


 OA participation in the United 
States Army Corps of 
Engineers generator database 
allows for the USACE to 
deploy with necessary 
generator requirements to the 
OA.







Next Steps
• The ERP will be exercised 


during the May 20th


capstone exercise to 
identify gaps in the plan.


• Distribution of draft ERP 
on May 5th.


• The LECG will meet post-
exercise to discuss the 
ERPs performance during 
the exercise.








SHSP Grant Deadlines and Updates as of 4‐16‐15


FY14 SHSP Dates & Deadlines
2nd Modification Request Due – Any Pre‐Approval Requests must be 
submitted with mod: EHP, EOC, or Sole Source 5/8/2015


• Final date to submit Fiscal Year End Reimbursements
• Milestone Deadline to spend 50% of your jurisdictions allocation
• Final date to submit Pre‐Approval Requests (EHP, EOC, or Sole 


Source) for previously approved workbook items.


6/5/2015


3rd & Final Modification Request Due – Any new line items that require 
Pre‐Approvals will be DENIED 9/4/2015


Final Date to Expend Funds 11/30/2015
Final Reimbursement Requests Due to OES 12/31/2015








FY 14 SHSP STATUS REPORT
AS OF 4/16/15


JURISDICTION


Carlsbad 41,753             -                   -              -                       41,753        -                     -             -              -               41,753        -                 -             -            41,753         -               -                    -             -               -              83,506           -             83,506         100%
Chula Vista 153,239          -                   -              -                       153,239      -                     -             -              -               26,000        -                 -             -            26,000         -               -                    -             -               -              179,239        -             179,239       100%
Coronado 24,763             -                   -              -                       24,763        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              24,763           -             24,763         100%
Del Mar 7,374               -                   -              -                       7,374           -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              7,374             -             7,374           100%
El Cajon 81,036             -                   -              -                       81,036        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              81,036           -             81,036         100%
Encinitas 39,312             -                   -              -                       39,312        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              39,312           -             39,312         100%
Escondido 72,197             -                   -              -                       72,197        -                     -             -              -               46,853        -                 -             -            46,853         -               -                    -             -               -              119,050        -             119,050       100%
Imperial Beach 19,954             -                   -              -                       19,954        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              19,954           -             19,954         100%
La Mesa 48,687             -                   -              37,537                 11,150        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              48,687           37,537       11,150         23%
Lemon Grove 19,535             -                   -              -                       19,535        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              19,535           -             19,535         100%
National City 51,831             -                   -              -                       51,831        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              51,831           -             51,831         100%
Oceanside 31,593             -                   31,515        31,515                 78                -                     -             -              -               100,967      -                 34,591       34,591      66,376         -               -                    -             -               -              132,560        66,106       66,454         50%
San Diego 285,912          -                   -              -                       285,912      -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              285,912        -             285,912       100%
San Marcos 63,673             -                   -              -                       63,673        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              63,673           -             63,673         100%
Santee 38,877             -                   -              -                       38,877        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              38,877           -             38,877         100%
Solana Beach 12,343             -                   -              -                       12,343        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              12,343           -             12,343         100%
Vista 23,444             -                   -              -                       23,444        24,050               -             -              24,050         10,000        -                 -             -            10,000         13,194         -                    -             -               13,194        70,688           -             70,688         100%


TOTAL CITIES 1,015,523       -                   69,052        69,052                 946,471      24,050               -             -              24,050         225,573      -                 34,591       34,591      190,982       13,194         -                    -             -               13,194        1,278,340     103,643     1,174,697    92%


FIRE DISTRICTS & OTHER
Allocation Total Paid & 


Reimbursed In Process  Total Expended Balance Allocation Total Paid & 
Reimbursed In Process  Total 


Expended Balance Allocation Total Paid & 
Reimbursed In Process  Total 


Expended Balance Allocation Total Paid & 
Reimbursed In Process  Total 


Expended Balance  Total 
Allocation 


 Total 
Expended 


 Total 
Remaining 


Balance 


 % 
Unexpended 


Alpine Fire 13,548             -                   -              -                       13,548        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              13,548           -             13,548         100%
Borrego Springs Fire 7,068               -                   -              -                       7,068           -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              7,068             -             7,068           100%
Deer Springs 11,789             -                   -              -                       11,789        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              11,789           -             11,789         100%
Julian Cuyamaca 7,002               -                   -              -                       7,002           -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              7,002             -             7,002           100%
North County Fire 21,729             -                   -              -                       21,729        -                     -             -              -               -              -                 -             -            -               11,640         -                    -             -               11,640        33,369           -             33,369         100%
Port of San Diego - HPD 18,956             -                   -              -                       18,956        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              18,956           -             18,956         100%
Rancho Santa Fe Fire 22,610             -                   -              -                       22,610        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              22,610           -             22,610         100%
San Miguel Fire 73,798             -                   -              -                       73,798        -                     -             -              -               -              -                 -             -            -               -               -                    -             -               -              73,798           -             73,798         100%
Valley Center 14,411             -                   -              -                       14,411        -                     -             -              -               -              -                 -            -               -               -                    -             -               -              14,411           -             14,411         100%


TOTAL FIRE DISTRICTS & OTHER 190,911          -                   -              -                       190,911      -                     -             -              -               -              -                 -             -            -               11,640         -                    -             -               11,640        202,551        -             202,551       100%
HHSA - EMS 80,000             -              -                       80,000        -                     -             -              -               -              -             -            -               -               -             -               -              80,000           -             80,000         100%


Notes: 


Planning and Organization allocations have been combined into one category.


 % 
Unexpended In Process  Total 


Expended Balance  Total 
Allocation 


 Total 
Expended 


 Total 
Remaining 


Balance 


Total Paid & 
ReimbursedAllocation Total Paid & 


Reimbursed In Process  Total 
Expended Balance Allocation Total Paid & 


Reimbursed In Process  Total 
Expended Balance AllocationCITIES Allocation Total Paid & 


Reimbursed In Process  Total Expended Balance


 TOTAL EQUIPMENT EXERCISE PLANNING/ORGANIZATION TRAINING


FY 14 SHSP Grant Status - Current.xlsx 1 of 1 UDC Detail








Milestone 
Deadline


End of Fiscal Year 
Reimbursement 


Deadline


Final 
Reimbursement 
Request Due to 


OES


Milestone Extension 
Date Approved by 


Cal OES


Final 
Reimbursement 
Request Due to 


Cal OES


A 177,525           88,763               06/08/15 06/08/15 12/31/15 06/10/16


B 59,437             29,719               06/08/15 06/08/15 12/31/15 06/10/16


C 569,983           284,992             06/08/15 06/08/15 12/31/15 06/10/16


D 184,309           92,155               06/08/15 06/08/15 12/31/15 06/10/16


E 1,554,191        777,096             06/08/15 06/08/15 12/31/15 06/10/16


F 55,316             27,658               06/08/15 06/08/15 12/31/15 06/10/16


G 166,101           83,051               06/08/15 06/08/15 12/31/15 06/10/16


H 373,084           186,542             06/08/15 06/08/15 12/31/15 06/10/16


I 165,260           82,630               06/08/15 06/08/15 12/31/15 06/10/16


TOTAL 3,305,206        1,652,606          


FY 14 SHSPG
(Performance Period:
September 1, 2014 -


May 31, 2016)


Jurisdiction Performance 
Period:


 October 28, 2014 - 
December 31, 2015


COUNTY OF SAN DIEGO
OFFICE OF EMERGENCY SERVICES


GRANT DEADLINES
AS OF: 4/16/15


GRANT NAME PROJECT NUMBER ALLOCATED MILESTONE 
AMOUNT


JURISDICTION OFFICE OF EMERGENCY SERVICES
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  SAN DIEGO UNIFIED DISASTER COUNCIL 
MEETING MINUTES 
February 19, 2015 


 
1. CALL TO ORDER 
 


Holly Crawford called the meeting to order at 9:00am and roll call was taken. 
 
 
2. ROLL CALL       MEMBER 
 
 CARLSBAD        
 CHULA VISTA       Jim Geering   
 CORONADO       Mike Blood 
 DEL MAR/ENCINITAS      Mike Stein 
 EL CAJON       Rick Sitta  


LEMON GROVE      Daryn Drum 
 ESCONDIDO       Michael Lowry 


LA MESA       Ed Aceves 
IMPERIAL BEACH      Tom Clark 
NATIONAL CITY      Walter Amedee 
OCEANSIDE       Bill Kogerman 
POWAY       Dane Cawthon 
SAN DIEGO       John Valencia 
SAN MARCOS       Brett Van Wey 
SANTEE       Richard Mattick 
SOLANA BEACH       
VISTA        Richard Minnick 
OES        Holly Crawford 
         


3. CALL FOR PUBLIC INPUT 
 


There was none. 
 
4. APPROVAL OF MINUTES 
 


The minutes of December 11, 2014 were unanimously approved.   
 
5. METROPOLITAN MEDICAL RESPONSE SYSTEM (MMST) UPDATE – Les Gardina, EMS 
 


 The goal of the Metropolitan Medical Response System (MMST) is to prepare for and protect 
the residents of San Diego County in a terrorist event. 


 A brief history and list of participants, status report, and objectives of the MMST was given. 
 A meeting was held last August which identified gaps and recommendations. 
 As a follow up, 21 stakeholders were invited to a meeting and recommendations were given. 


Recommendations are: 
o Restructure the MMST from a strike team to a unified response strategy 
o Release the RCS MMST talk groups for reassignment 
o Establish Transitional Plan that EMS to coordinate training and equipment 


coordination 
o Remain committed to maintaining multi-disciplinary response and mitigation 


capabilities for terrorism and CBRNE events 
o Coming up with a business plan complete with a logistical detail of equipment 
o Abandon the named personnel on team – use agency name 
o Use equipment and resources in full scale exercise 
o Conduct regular training on mass decon using equipment 


A motion was made to approve the recommendations.  The motion carried. 
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6. SAN DIEGO-TIJUANA EARTHQUAKE PLANNING – Jorge Meneses & Alvaro Celestino, EERI 
 
The Earthquake Engineering Research Institute (EERI) is a national, nonprofit, technical society 
of engineers, geoscientists, architects, planners, public officials, and social scientists.  EERI’s role 
is a leader in earthquake investigations and in the dissemination of earthquake risk reduction 
information both in the US and globally in cooperation with its international partners.   
 
An earthquake planning scenario was proposed to engage stakeholders to believe in the plan, 
take ownership of the plan, and take responsibility for change.  The next steps are to define a 
schedule and timeline, secure funding, and form binational workgroups.  EERI requested 
participation and support.  The website:  http://sandiego.eeri.org/ 


 
7.  ENERGY RESILIENCE AND POWER SURVEY – Marlon King, OES and Anne Hutton US ACE 


 
OES is working to update and finalize the Energy Resilience Plan that was developed in part in 
2012.  The plan is designed to assess the Operational Areas energy capabilities and outline a 
strategy for responding to an energy emergency.  In addition to the strategic planning, the tactical 
portion of the plan identifies necessary response actions.  An energy survey was distributed to 
gather information pertaining to energy resources and capabilities.   
 
Some examples of survey inquiries: 
 understanding the location of generators within the OA,  
 who/which facilities needs generators and the type of generator they’ll need 
 Which facilities are already equipped to receive a generator, and  
 who needs fueling support are all lessons learned from the county-wide power outage in 


2011 
The Army Corps of Engineers can be a resource for us during an energy emergency, and by 
already having our resource needs in their system, their support efforts will be more efficient.   
Anne Hutton, US Army Corps of Engineers, shared about how the 249th Engineer Battalion 
(Prime Power), is regularly called to action throughout the United States to supply its expertise in 
quickly providing emergency power to critical public facilities.  The Emergency Power Facility 
Assessment Tool (EPFAT) is a web-based tool accessed via the internet that can be used by 
critical public facility owners to input, store, update and/or view temporary emergency power 
assessment data.  The EPFAT is supported by the US Army Corps of Engineers. 


 
8.    CYBER DISRUPTION PLAN UPDATE – Robert Barreras, OES 
 


 The Cyber Disruption Response Planning Annex provides a framework for managing a large 
scale cyber disruption.  A cyber team is developing to provide expertise and multidisciplinary 
resources   


 The annex was reviewed January 2015 
 Two key lessons learned are Information Technology departments can improve their 


response capability by incorporating Emergency Management staff, and Emergency 
Management staff and departments are not always aware of their heavy reliance on 
Information Technology 


 The Cyber Disruption Response Team brings together IT and Emergency Management to 
create an interdisciplinary response, aimed at improving preparation for, response to, and 
recovery from significant cyber-disruption events 


 The Cyber Plan consists of 10 sections 
 The next steps are to finalize the Cyber Disruption Planning Annex, formalize the Cyber 


Team and engage private sector partners, coordinate with partners to focus on County 
response and recovery efforts.  The Cyber Team will exercise the Cyber Plan at the 
Capstone, 2015 -  May 20, full scale exercise 
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9. UASI TRAINING COMMITTEE REPORT – John Valencia, OHS 
 


Twelve trainings have been offered since December 16, 2014.  Total personnel trained for the 
period (December 16, 2014 to February 19, 2015) are 448.   
 
The class descriptions on training website will now be noted if it is UASI funded.  If UASI funded, 
training will be at no cost to UASI recipients.  If there is space available in UASI trainings, any 
non-UASI recipient can pay for trainings at their cost.   


 
10.    URBAN AREA SECURITY INITIATIVE UPDATE  – John Valencia, OHS   
 
 FY-13:  Spending is complete.  Currently the grant is in administrative closeout. 
 


FY-14:  Projects underway and spending as planned.  We are not forecasting any reallocation.  At 
the FY-15 vetting working group, the FY-14 reallocation will be looked at as we have done in the 
past.   


 
11. STATE HOMELAND SECURITY PROGRAM GRANT UPDATE – Christina Davis, OES 


For FY14 SHSGP: 


 The FY14 grant is currently open.  For FY14, the total grant award is $3.3M. 
 The competitive request process will be utilized.  An email was sent out earlier with the 


request form and scoring guide to all the SHSPG grant managers.  Deadline to submit 
reallocation requests is July 1, 2015.  Projects will be ranked by the UDC sub-committee 
in August.  By late December, we will announce the funded reallocated projects.   


 The FY14 total grant award allocation is similar in dollar amount to that of FY13, therefore 
it is anticipated that $20-$30k will be returned in unspent allocations. 


 January’s modification request is currently being reviewed by CalOES.  The next 
modification request deadline is May 8. 


 Items with holds should not be purchased until further approval from CalOES is received. 
 


12.       EXECUTIVE REPORT – Holly Crawford, OES 
 


A. Disaster Curriculum – A student manual was distributed to the UDC.  The curriculum is 
currently being taught in San Diego City Schools.  Teachers can order the curriculum online.  
Kim McDermott is the lead on this project.  Resources can be found on:  
ReadySanDiego.org/ under the schools tab.  Then under “Schools Resources” tab, select “Be 
Aware!  Be Prepared!   Curriculum copies for both teachers and students can be ordered or 
downloaded. 


B. Recovery Plan – The UAWG approved funding for aligning the OA Recovery Plan with 
FEMA’s Recovery Support Functions. Bennett will be contacting jurisdictions for input into the 
plan update.   


C. Biological Incident Awareness:  Ebola – a flyer was distributed inviting members to participate 
in the March 12, 2015 training.   


D. HIRT Contract – The current contract expires on June 30, 2015.  In the next UDC meeting, 
we will vote on the HIRT Contract.  


E. FirstWatch Project – Currently San Diego County Health and Human Services utilizes this 
program to monitor incidents that happen in all of the County facilities.  We were asked to 
notify the County Chief Administrative Officer of significant events at county facilities that we 
are alerted to via FirstWatch. 


F. EOC Business Liaison – Multiple personnel have been identified for the EOC Business 
Liaison position and will staff during the California Capstone Exercise. 


G. Public Private Partnership/Mentor Program Pilot – In an effort to counter the challenges that 
our small business partners face in terms of emergency preparedness, Business Continuity 
and Site Evacuation, the ReadySanDiego Business Alliance is piloting a Business Alliance 
Mentor-Mentee program.  The goal is to have five pilot Mentors and five pilot Mentees.  Four 
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companies have volunteered to serve as Mentors.   One small business has volunteered to 
serve as a Mentee.   


H. Tsunami Playbook – We conducted a Tsunami Playbook Tabletop Exercise.  Jurisdictions 
are refining their plans.  A notification drill is planned for summer.   


I. Red Guide to Recovery – New Red Guide to Recovery books are available.  Updated phone 
numbers and internet links are current.  Boxes of the Guides are available for all members to 
take to their jurisdictions. 


J. Other – The Council thanked Chief Ed Aceves for his many years of service to the UDC and 
wished him a great retirement. 
The Council thanked Stasia Place Richardson for her years of service to the Office of 
Emergency Services as she embarks on a new career. 


 
 
NEXT SCHEDULED MEETING – April 16, 2015, 0900-1100 
SD County OES 5580 Overland Avenue, Suite 100 
 
MEETING ADJOURNED- 11:07 AM 








EXPENDITURES FY14-15 Budget


CPI Average 


Change from 


2012 to 2014*


 FY15-16 


Budget


Amount Change 


from 


FY14-15 to 


FY15-16


Percent Change 


from 


FY14-15 to 


FY15-16


SDFD 933,741$           2.05% 952,883$           19,142$             2.05%


DEH 759,814$           2.05% 775,390$           15,576$             2.05%


OES 90,059$             0.00% 90,059$             -$                   0.00%


TOTAL EXPENDITURES 1,783,614$        1,818,332$        34,718$             1.95%


REVENUES


Member Shares 1,726,050$        1,765,768$        39,718$             2.30%


MCAS Miramar 27,564$             27,564$             -$                   0.00%


Indian Tribes (3) 20,000$             15,000$             (5,000)$              -25.00%


Interest 5,000$               5,000$               -$                   0.00%


Cost Recovery 5,000$               5,000$               -$                   0.00%


TOTAL REVENUES 1,783,614$        1,818,332$        34,718$             1.95%


UDC Approval Date


HIRT Contract Language:


http://www.bls.gov/regions/west/cpi-summary/2014/home.htm


HIRT FY15-16


Budget 


Renewal prices will be negotiated, but the increase in price from one two-year period to the next shall not 


exceed the two-year percentage change in the Consumer Price index for the region, as established by the 


“Consumer Price Index for Pacific Cities and the U.S. City Average, All Urban Consumers” unless the 


increase is caused by new requirements placed on the provider by Federal or State law or by the Unified, or 


other considerations, and agreed upon by both parties.


*Consumer Price Index (CPI) for Pacific Cities and the U.S. City Average, All Urban Consumers (June to 


June 2012-2013, 2013-2014 Average): 


HIRT FY15-16 Budget Final.xls



http://www.bls.gov/regions/west/cpi-summary/2014/home.htm






Funding Source


REVENUE


City Share 102,357


SHSPG Share 102,357


County Share 102,357


TOTAL REVENUE 307,071


UDC City Share Expenditures


Regional Projects & Planning (EMPP) 60,357


Equipment & Supplies for vehicles/Specialized Regional resources 12,000


Maintenance of Regional Vehicles 15,000


Regional Training (Mass Notification System, WebEOC, EOC Positions) 15,000


TOTAL UDC EXPENDITURES 102,357 City Dues


OES Expenditures


Regional Projects & Planning (EMPP) 106,214 SHSPG/GPR


AlertSanDiego 98,500 SHSPG


TOTAL OES EXPENDITURES 204,714


NET COST -                                


  COUNTY OF SAN DIEGO OFFICE OF EMERGENCY SERVICES


UDC BUDGET FOR FISCAL YEAR 2015-2016


UDC MEETING


Thursday, April 16, 2015


S:\Common\Analyst_Files\UDC\UDC Budget\FY15-16\FY15-16 Budget UDC April 2015 FINAL.xlsx








CITIES ASSESSED VALUE %    POPULATION ASSESS. POPUL. TOTAL TOTAL


SECURED & GRAND 2014 % OF VALUE SHARE SHARE %


UNSECURED TOTAL TOTAL SHARE


Carlsbad $24,045,581,032 7.14% 110,169 4.09% 3,653$          2,092$          5,744.89$        5.61%


Chula Vista $21,646,268,909 6.43% 256,139 9.50% 3,289$          4,863$          8,151.81$        7.96%


Coronado $6,927,300,017 2.06% 23,419 0.87% 1,052$          445$             1,497.08$        1.46%


Del Mar $2,873,455,956 0.85% 4,234 0.16% 437$             80$               516.95$           0.51%


El Cajon $7,243,713,155 2.15% 101,256 3.76% 1,101$          1,922$          3,023.00$        2.95%


Encinitas $12,149,166,465 3.61% 61,204 2.27% 1,846$          1,162$          3,007.83$        2.94%


Escondido $12,306,747,917 3.65% 147,102 5.46% 1,870$          2,793$          4,662.66$        4.56%


Imperial Beach $1,477,376,315 0.44% 26,675 0.99% 224$             506$             730.91$           0.71%


La Mesa $5,288,396,671 1.57% 58,769 2.18% 803$             1,116$          1,919.26$        1.88%


Lemon Grove $1,648,189,412 0.49% 25,928 0.96% 250$             492$             742.68$           0.73%


National City $3,259,350,929 0.97% 59,381 2.20% 495$             1,127$          1,622.61$        1.59%


Oceanside $17,715,223,125 5.26% 171,183 6.35% 2,691$          3,250$          5,941.56$        5.80%


Poway $8,575,806,518 2.55% 48,979 1.82% 1,303$          930$             2,232.83$        2.18%


San Diego $185,285,798,987 55.00% 1,345,895 49.93% 28,150$        25,554$        53,703.62$      52.47%


San Marcos $9,269,165,871 2.75% 90,179 3.35% 1,408$          1,712$          3,120.41$        3.05%


Santee $4,611,553,515 1.37% 55,806 2.07% 701$             1,060$          1,760.17$        1.72%


Solana Beach $3,761,931,714 1.12% 13,099 0.49% 572$             249$             820.24$           0.80%


Vista $8,777,093,456 2.61% 96,122 3.57% 1,333$          1,825$          3,158.49$        3.09%


TOTAL $336,862,119,964 100.00% 2,695,539 100.00% 51,178.50$   51,178.50$   102,357.00$    100.00%


County of San Diego - - - - - - 102,357.00$    


TOTAL 204,714.00$    


Notes: 


1. Assessed Value Information from County of San Diego Tax Rates, Useful Information


    For Taxpayers for the Fiscal Year 2013-14 (P. 25) - http://www.sdcounty.ca.gov/auditor/trb1314/docs/trbcomplete.pdf


2. Population from State of California Department of Finance Demographics Research Unit Report E-1. 


City/County Population Estimates January 1, 2013 and 2014: Used 2014 Data


http://www.dof.ca.gov/research/demographic/reports/estimates/e-1/view.php


County of San Diego Office of Emergency Services


UDC Member Shares for FY2015-2016


UDC Meeting: Thursday, April 16, 2015



http://www.dof.ca.gov/research/demographic/reports/estimates/e-1/view.php






April 16, 2015


TO: UNIFIED DISASTER COUNCIL


FROM: REGIONAL TECHNOLOGY PARTNERSHIP
MICHAEL SCOTT, PROGRAM MANAGER


SUBJECT: SITUATIONAL AWARENESS MAP ASSESSMENT REPORT


RECOMMENDATION:


That the Unified Disaster Council;


1. Review and discuss the recommendations in the Situational Awareness Map
Assessment Report.


2. Adopt the recommendations in the report as the San Diego Urban Areas’
approved regional approach to situational awareness mapping.


BACKGROUND:


In 2013, the San Diego Regional Strategic Technology Plan identified the need to
evaluate technology solutions that support a regional common operating picture or
situational awareness mapping solution.  This report was generated to inform the San
Diego Urban Area on where agencies should focus their efforts to achieve the highest
possible level of effectiveness and interoperability when it comes to a geographic
information systems (GIS) solution to support a regional common operating picture.
The report focused on evaluating the software applications currently deployed in the
region that support the concept of regional situational awareness mapping.  The intent
of this approach is to seek opportunities to leverage existing capabilities in technology
solutions already in use in the San Diego Urban Area.


The report recommendations are:


1. Continue to develop the ArcGIS Online solution for creating a shared library of
common operational data.


The foundation for an accurate, reliable situational awareness map is a good data
source.  The San Diego region has developed a group in the ArcGIS Online application
called SanMAPS.







The ArcGIS Online SanMaps Group is a cloud-based mapping platform.  From
anywhere on any device, Web browser, or desktop application, users get access to
dynamic, authoritative content to create, collaborate, catalog, and share maps, data and
applications with members of their organization, other organizations or the general
public.  Organizations can subscribe to this secure platform and use it to manage,
create, store and access hosted services, maps and applications.


This solution offers a very high level of interoperable GIS data sharing and leverages
the existing licensing and capability available in the region.


2. Continue to utilize the NICS application for tactical situational awareness.


The NICS is a Web-based command and control environment for small to large to
extreme scale incidents that facilitates collaboration across federal, tribal, military, state,
county and local/municipal levels of preparedness, planning, response, and recovery for
all-risk/all-hazard events.  The NICS facilitates situational awareness for widely
dispersed responders.


The NICS has been utilized multiple times in the San Diego region to support first
responders and emergency operations centers during wildland incidents and special
events.  The NICS application has a well-developed set of data sources and several
tools that support field operations and can provide emergency operations centers with
important information for decision making.


This solution is an established solution in the region and offers an easy to use tool for
tactical situational awareness.


3. Develop an ArcGIS based regional situational awareness map solution to
support emergency operations centers and public information sharing.


ArcGIS has a suite of solutions that offer the highest level of interoperability,
redundancy, portability, scalability and reliability.  The suite of software solutions
support the Web-based ArcGIS Online solution that can be accessed anywhere,
anytime, on any device where an Internet connection is available.  The ArcGIS Online
solution is designed for use by the GIS aware and non-GIS aware users.


ArcGIS is an established software application utilized by most local government
agencies and other interested parties in the San Diego region.  Developing this solution
leverages existing software licensing and does not require significant new financial
investment.  The ArcGIS solution currently plays an important role in support of incident
management teams and emergency operations centers.







An ArcGIS based solution may include the use of a partner application like Geocortex.
An application like Geocortex provides additional functionality to the ArcGIS application
for creating user friendly applications that are designed for mobile applications, custom
workflows and non-GIS users.


This solution offers the highest level of capability for GIS services.  This increased
capability provides critical support for and a high level of interoperability for emergency
operations centers.


4. Support a high level of collaboration between the all appropriate solutions to
make sure all parties have access to common operational data.


Many agencies have adopted solutions that serve their discipline or agency needs.  The
San Diego region should continue to support a high level of collaboration with these
other solutions.  The primary vehicle for that collaboration is the use of open geospatial
standards and the use of the SanMAPS group to share common operational data.  This
commitment to collaboration will support other efforts deployed such as CalCOP,
TouchShare, WebEOC , Google and other specialized map applications.


SUBMITTED BY:


MKE SCOTT


REGIONAL TECHNOLOGY PARTNERSHIP, PROGRAM MANAGER
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 Evaluate GIS technology solutions that
support a common operating picture


 Inform San Diego region on where agencies
should focus effort


 Provide recommendations that support a
multi-jurisdictional, multi-discipline regional
approach


 Leverage existing resources


 ESRI-ArcGIS
 Next Generation Incident Command System
 Latitude – Geocortex
 Intermedix- WebEOC
 Google Maps
 TouchShare
 Haystax-CalCOP Watchboard
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 Desirable functional capabilities
 Current functional capabilities of each


application
 Desirable essential elements of information
 Current capabilities of applications to display


essential elements of information


Continue to develop the ArcGIS Online solution
for creating a shared library of common


operating data (SanMAPS).
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 Source for dynamic, authoritative content,
collaboration, catalog and share maps


 Available anywhere, anytime with internet
 Access can be restricted to members only
 Leverages existing licensing capability for


most local government
 High level of interoperability
 SanMAP group hosted by County of San Diego


 County Emergency Map-
Public Information


 Target Hazard Plans
 Wildland Plans
 Cameras
 Traffic
 Schools
 Hospitals
 Critical Infrastructure
 Natural Hazard Risks
 Jurisdictional Boundaries
 Census data
 Local NIMS Resources
 Oil by Rail
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Continue to utilize the NICS application for
tactical situational awareness.


 Web-based command
and control map


 Currently used by
several agencies in
San Diego region


 User friendly design,
easy to learn and use


 Well developed set of
useful data, features


 No cost currently
 Future governance


and sustainment
concern
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Develop an ArcGIS based regional situational
awareness map solution to support emergency


operations centers and public information
sharing.


• Highest level of interoperability, redundancy,
portability and scalability


• Available anywhere, anytime with internet
• Additional functionality – not available in NICS
• Leverage existing licensing in use by local


government -small cost for additional user licensing
• Consider partner application like Geocortex for


additional functionality
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Support a high level of collaboration and
interoperability between all appropriate


solutions to make sure all parties have access
to common operating data.
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 Serve existing or
specialized
applications with
minimal interface
effort


 Open Geospatial
Consortium
standard


 Access supported
by SanMAPS


 Reinforced
through
procurement
processes


 Review and discuss recommendations
 Adopt the recommendations as the San


Diego Urban Areas’ approved regional
solution
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EXECUTIVE SUMMARY


The most recent version of the San Diego Regional Strategic Technology Plan identified the need to evaluate
technology solutions that support a common operating picture. This report was generated to inform the San Diego
region on where agencies should focus their efforts to achieve the highest possible level of effectiveness when it
comes to a geographic information systems (GIS) solution to support a regional common operating picture. This
report focuses on evaluating the software applications currently deployed in the region that support the concept of
regional situational awareness mapping. The intent of this approach is to seek opportunities to leverage existing
capabilities in technology solutions already in use in the San Diego region. The applications described in this
assessment included;
 ESRI - ArcGIS
 Next Generation Incident Command System (NICS)
 Latitude – Geocortex
 Intermedix – WebEOC
 Google Maps
 TouchShare
 Haystax-CalCop Watchboard


The process to perform this assessment included a combination of identifying the desirable functional capabilities in a
map application, assessing the current functional capabilities, identifying essential elements of information and
determining the current capabilities of the applications to display information. The process included a briefing for
local stakeholders on the project, one-on-one interviews with local stakeholders and product demonstrations from
vendors.


All of the applications assessed in the process have strengths and weaknesses. It is unlikely that a single tool can
serve all disciplines and stakeholder needs in one solution. However, the assessment process does identify
recommendations that would likely yield the best return on investment in attempting to create a regional solution that
can best serve a multi-discipline, multi-jurisdictional regional approach. The recommendations are intended to help
agencies in the San Diego to region determine where to focus staff and financial efforts on a regional solution.


For the purpose of creating a regional library of common operating data, the ArcGIS Online – San Diego Multiple
Agency Public Safety Services (SanMAPS) Group provides an effective tool for sharing among all jurisdictions and
disciplines. This tool already has been established and the process for sharing has been started. This approach
leverages the existing software licensing of most local agencies and the capacity can be increased at a minimal cost
for additional users.


For the purpose of a field tactical map solution, the Next Generation Incident Command System (NICS) has
developed a significant user base in the San Diego region. The map application has a well-developed set of
essential elements of information and is a user friendly tool requiring minimal training to utilize. While primarily
designed to support field operations, NICS also serves as a valuable resource of information for emergency
operations centers. Currently, there are no financial costs associated with the use of NICS. The one area of concern
is the lack of a clear long-term solution for governance or sustainment.
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For the purpose of supporting emergency operations centers, the ArcGIS software provides the highest level of
interoperability, scalability, redundancy, portability and functionality. The San Diego region should develop a
situational awareness map application utilizing ArcGIS to support emergency operations centers and public
information sharing. This approach provides a backup to the NICS application and provides additional functionality.
Again, this approach leverages existing software licensing already in use by most public agencies in the San Diego
region. The effort to develop this capability would primarily be staff time. As an additional capability, the region
should consider the use of an application like Geocortex to provide additional functionality and workflows for mobile
devices.


Lastly, the San Diego region should encourage the sharing of data with any other appropriate map viewers in use by
agencies. This begins by insuring that GIS data is developed based on open geospatial standards such as what is
available in the ArcGIS Online – SanMAPS library. The capability for interoperability should be further supported as
a requirement for any procurement process involving geospatial capable software. This approach will allow for the
continued use and collaboration with other applications, improve interoperability and ensure stakeholders are using
the same information to support decision making.


The recommendations in this report are not intended to supersede any required procurement process.


The balance of this page is intentionally left blank.
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1. BACKGROUND
The National Incident Management System describes a common operating picture as:


“The process of gathering, collating, synthesizing, and disseminating incident information to all appropriate
parties. Achieving a common operating picture allows on-scene and off-scene personnel—such as those at
the Incident Command Post, Emergency Operations Center (EOC), or within a Multiagency Coordination
Group—to have the same information about the incident, including the availability and location of resources
and the status of assistance requests. Additionally, a common operating picture offers an incident overview
that enables the Incident Commander, Unified Command (UC) and supporting agencies and organizations
to make effective, consistent, and timely decisions. In order to maintain situational awareness,
communications and incident information must be updated continually. Having a common operating picture
during an incident helps to ensure consistency for all emergency management/response personnel engaged
in an incident”. (FEMA, 2008)


One of the strongest tools available to support situational awareness for a common operating picture is the
technology available in GIS. Significant advancements have been made over the last decade to identify ways that
information can be captured geospatially and visually on a map to improve a decision maker’s situational awareness.


The question frequently asked is – Is there a single common GIS solution for situational awareness?


The answer to that question is not a simple yes or no. Many mapping software solutions are specially designed for a
specific discipline and some data is not intended to be shared region wide. While the idea of a single solution may
be difficult, there is much we can do to improve the interoperability, scalability, resiliency, portability and reliability in
our information sharing environment.


While some difference may occur on the selected technology solution, there is much common ground on what
functional capabilities a map application should have and what essential elements of information all parties share a
need for. At the foundation of any map solution is good, reliable and current data. An environment that supports a
common operating data source is critical to make sure all parties are seeing the same information for decision
making.


The balance of this page is intentionally left blank.
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2. SCOPE OF PROJECT
The intent of the scope of work is to inform the region on the current capabilities and to recommend a path forward
for focusing effort on a regional, multi-disciplinary, multi-jurisdictional map viewer solution.


The scope of this assessment and report includes:
 Identify key functional capabilities – identification of the key functions that are desired in a situational


awareness map application.
 Functional capability assessment – an assessment of the current capabilities of the identified software


applications.
 Essential Elements of Information Priorities – identification of the high priority elements for use in a map


application.
 Essential Elements of Information Current Capabilities – an assessment of the applications current


capabilities for the essential elements.


The targeted level of user for this assessment report is the incident or emergency manager. The targeted disciplines
include emergency management, fire service, law enforcement, emergency medical service, policy managers and
non-governmental organizations who currently utilize some form of geospatial tool for situational awareness.


The intended use for these stakeholders is typically during the response and recovery phase; however, the data for
situational awareness substantially supports planning activities as well. This use would typically occur in emergency
operations centers, department operations centers or incident command posts.


This assessment is limited to map applications currently deployed at some level in the San Diego region. Narrowing
the scope of applications for review helps to make the process more manageable and reinforces the opportunity to
leverage existing resources, thus potentially reducing the need for new funding needs.


The balance of this page is intentionally left blank.
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3. METHODOLOGY
In order to accomplish this scope of work, a combination of assessments and interviews were conducted to collect
the necessary information.


The assessment process consisted of several portions:
 Identify key functional capabilities – identification of the key functions that are desired in a situational


awareness map application.
 Functional capability assessment – an assessment of the current capabilities of each identified software


application.
 Essential Elements Priorities – identification of the high priority elements for use in a map application.
 Essential Elements Current Capabilities – an assessment of the applications current capabilities for the


essential elements.


The interview process included stakeholders from a variety of disciplines, jurisdictions and skill level. Representation
included law enforcement, fire services, emergency managers, GIS program managers and software application
vendors. Several jurisdictions were represented, including the City of San Diego, County of San Diego and the City
of Carlsbad. Skill levels included GIS aware type users to GIS professionals. The intent of this approach is to
provide a variety of perspectives from field operators to emergency operations support.


The interview process included:
 Kick-off meeting with key stakeholders


 Brief on the objective of the report
 Review the functional capabilities assessment tool
 Review the essential elements of information matrix sample


 Individual meetings with stakeholders
 Individual meetings with application vendors
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4. FUNCTIONAL CAPABILITY COMPONENTS
The requirements for functional capability vary depending on the environment and type of user. The functional needs
for a first responder managing an incident in the field will be different than that of an emergency manager in an
emergency operations center.


The functional capability components described below attempts to combine the needs of the different types of
environments and users. The priority of these capabilities may be different based on a person’s role. These
categories were used to define appropriate support and are ranked components within the Assessment Summary
Table in Section 5.1 of this report.


4.1 Software Hosting Solutions (Scalability and Redundancy)
Software applications can be hosted in a variety of ways. This includes running the application on a local server, a
local device like a desktop or laptop and Web or cloud hosted services. A software application hosted on a local
server an application without requiring Internet connectivity. A local device like a laptop or desktop also allows the
application to be used without Internet connectivity but typically is used by only one user at a time. The biggest
advantage of Web hosted solutions is the ability for multiple users to access the application anywhere, anytime an
Internet connection is available. This advantage can also be its biggest disadvantage during large scale disasters
that may have degraded internet connectivity. Additional benefits for Web hosted solutions include providing the
application as software for service. This solution typically has lower up front monetary cost and uses a subscription
type of fee with the software company maintaining the hardware and software updates.


An ideal application hosting solution would include locally hosted software that can also be replicated in a cloud
service for redundancy. This approach provides for the best of both worlds, a local instance for resiliency and a
cloud version for diverse access.


4.2 Interoperability
The ability of a software application to utilize open standards for geospatial data is critical to interoperability. The
Open Geospatial Consortium has established standards for geospatial data. They include Web mapping services,
Web feature services, data layer formats and key markup language. There are two primary methods for
interoperability to occur. They include file types that can be shared physically—as in sharing a disk or emailing a file.
The other method is through universal resource locator addressing (URL) that provides a service or feed of
information over the internet. Applications were evaluated for both their ability to import and export files or services.
Applications that utilize the open standards and can import and export easily have a high degree of interoperability
and have minimal cost to integrate with other similar applications or sources of data.


4.3 Types of Users
The types of users for applications can range from a user who just wants to see or view information in a geospatial
format to a GIS professional that can create complex maps or analysis. Understanding the targeted audience is
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important in determining what capability is needed. If the user needs only basic information in a map viewer, the
application can be fairly simple. If complex maps or analysis are needed, a more sophisticated application is
necessary.


4.4 Publishing and Sharing Maps (Portability)
The ability to publish maps or share in a variety of methods can be very useful. Examples of sharing capability
include the ability to print and share maps in a pdf format, printing large scale maps for display, ability to embed
maps in a public Website, sharing URL links to maps, providing links through quick response codes and the ability to
publish to other applications like Microsoft products.


4.5 User interface features
Depending on the intended end user, a variety of user interface features have been identified that support decision
making.


Symbology sets – A set of standard symbols is important for communicating information on a map. There are
several sets of standard symbology available through various disciplines. The ability of an application to utilize an
approved set of standard symbols improves interoperability.


Instant messaging or chat – The ability to instant message or chat within the application can provide another method
of communicating between users.


Private maps or rooms – The ability to create a working or draft map in a private room can be useful in developing
plans prior to sharing with the all users.


Drawing or mark-up – The ability to draw or mark-up on a map can be very useful in communicating information.
Examples include drawing a shape to display incident perimeters, evacuation areas, inserting text, measuring
distances, drawing line types.


Layer control – The aggregation of multiple sources of data in a situational awareness map can overload a map. The
ability to turn layers on and off allow for the end user to focus on the information they are interested in.


Display of metadata or links – A point or symbol on a map can provide geospatial context or location of a piece of
information. Behind those points on map, an application can show additional information (metadata) through the use
of pop-up boxes. These pop-up boxes can provide important information such as name of the item, phone numbers,
addressing or links to other sources of data like weather sites or pdf files.


Social media tools – An application can integrate feeds from social media sites such as Twitter, Facebook and
Instagram. The location of this crowd sourcing type of information can be useful intelligence information in context of
the location of an incident or event.
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Dynamic Positions – The ability of an application to view the location of resources such as vehicles, people or assets
in real time can be very useful to incident managers or decision makers.
Real-time sharing of map – There are a variety of methods for ensuring end users have the latest information on a
map. Some maps are updated in real time as information is added. Others utilize a process that receives updates
when a map is manually saved by the contributor of the information.


Geofencing – The ability to filter data to a geographically defined area can be helpful when filtering large amounts of
data. For example, a user may only want to see certain data within a certain radius of a location. Another example
could include a notification of when an event occurs within a geographical area.


Base maps – The ability to choose what type of base map can be very useful. Different base maps offer different
information, for example a street map looks very different than a topographical map.


4.6 Analytics
Examples of analytics include evacuation modeling, census tract analysis for access and functional needs,
populations or households affected.


4.7 Mobile applications
The explosion of mobile tablet devices with wireless connectivity has opened up a whole new set of solutions for
viewing or collecting information in a mobile environment. The ability to provide field operators with information in a
mobile environment improves their decision making ability. Likewise, the ability for field operators to collect field
information in real time can greatly enhance the ability of decision makers in emergency operations centers.


4.8 Security and access control (Reliability)
The ability to make sure unauthorized users do not have access to critical information is important. Depending on
the classification of the information displayed in a situational awareness map viewer, the level of security could be
everything from a basic level to a sophisticated system.


Security can include the network hosting the software solution, the identity management system utilized for users and
the ability to control user access levels for viewing and editing information.


4.9 Configuration control
The ability for a user to configure a map application can be very useful. The level of control can vary from complete
control to very limited control where only the software developer can make changes. In general, most end users
desire the ability to make changes that are not dependent on a vendor or developer to make.
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4.10 Continuity of Operations (Resiliency)
In the environment of potentially large scale disasters or events, continuity of operations requires significant
consideration. If a software application is dependent on outside resources such as Internet connectivity to function,
its operation and use may be significantly degraded. One approach to strengthening a continuity of operations is to
utilize an application that has local versions not dependent on Internet connectivity.


4.11 Training Requirements
All applications will require some level of training for staff to use. This can vary from a few minutes to understand
how a basic map viewer works to many hours to understand how to create map products or data.


The balance of this page is intentionally left blank.
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5. MAP APPLICATION ASSESSMENTS
Each application was evaluated using the functional capability assessment tool. It should be noted that the
assessment is a snap shot in time. Many of the vendors for the applications provided information about future
enhancements that will improve functionality.


5.1 Assessment Summary Table
The following is a comparison chart of the level of capability for the applications. The level of capability is the opinion
and assessment of the author of this report and is supported by the detailed information in Section 10 of this report.


The application has a low level of capability X
The application has a medium level of capability XX
The application has a high level of capability XXX


Table 1—Assessment Summary Table


Function ArcGIS NICS Geocortex WebEOC Google Touchshare CalCOP
Software hosting solutions


Local network XXX X XXX XX XXX
Desktop/laptop XXX X XX XX


Web/cloud services XXX XXX XX XXX XXX XXX XXX
Interoperability


Import files XXX XXX XXX X XX XXX XX
Export files XX XX XX X X X


Import services XXX XXX XXX X X XXX XX
Export services XX X XX X X X


Variety of skill level of users
Ability to be used by a variety


of user skill levels XXX XX XX X XX XX X


Publishing capability
Map printing XX X XXX X X X X


Publish to public Websites XXX XX XXX


Publish in variety of file types XXX X X X X X X


User Interface Features
Configuration of symbology XXX XX XXX X X XX X
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Function ArcGIS NICS Geocortex WebEOC Google Touchshare CalCOP
Instant messaging or chat XXX


Private maps or rooms XXX XX XX
Drawing mark-up XXX XXX XX X X XX X


Control of data layers XXX XX XXX X XX XXX XX
Display metadata or links XXX XXX XXX X XX XXX X


Social Media tools X XX XXX
Real-time sharing X XXX XX XX XX XX XX


Position location tracking
services XX XXX XX X X


Geofencing X XX XXX XX
Multiple base maps XXX XX XXX X X XX X


Analytics
Perform analytics XX XX XXX X X


Mobile applications (Tablets)


Mobile applications available XX X XX XX XX


Ease of use for field XXX XX XX XXX XX X
Variety of device types XXX XX XXX X XXX XXX X


Security
Application security XXX XX XXX XX XX XXX XX


Identity management and
credentials? XXX XX XXX XX X XXX XX


Control of data access XX X XX XX X XX XXX
Control of user features XX X XX X X XX XX


Configuration control
Ability for local user to modify


configuration XXX XXX X X X


Continuity of Operations
Redundancy capability XXX X XX X X XX X


Ability to function without
internet connection XXX X XX X X X


Training Requirements
Requires minimal training


hours to learn XX XXX XX X XXX XX XX
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Function ArcGIS NICS Geocortex WebEOC Google Touchshare CalCOP
Training resources available XXX X XX X XX X X


Software documentation
available XXX X XX X XX X X


Technical Support


24/7 Availability for live help XXX X X XX XX X X


Governance and Sustainment
Governance structure XXX X X XXX X X X


Funding source XXX X XX XXX XX X
Associated Costs $ - Low $$ - Medium $$$ - High


Cost for new regional
deployment or enhancement $ ? $ $ ? $$$ $


Annual maintenance cost $ ? $ $ ? $$$ $$


5.2 ArcGIS Online
ArcGIS Online (AGOL) is part of a suite of software applications developed by Environmental Services Research
Institute (ESRI). ESRI was founded in 1969 with early efforts focusing on organizing and analyzing information for
land use planners and to help make land resource and environmental decisions. In the mid-1970s, San Diego
County selected ESRI to develop a polygon information overlay system, which became one of the company’s first
efforts into creating a geographic information system. (Esri)


Today, ESRI has a worldwide footprint and is widely accepted as a GIS software solution for many public agencies.
In early versions, the ESRI software was seen as software that required a GIS professional to utilize at all levels.
Recent enhancements by ESRI have increased the ability for non-GIS professionals to create and share maps.


The ArcGIS suite of software applications includes ArcGIS Server, ArcGIS Desktop and ArcGIS Online. The level of
complexity and capabilities varies for each level of ArcGIS. For the purpose of this assessment, the report will focus
on the capabilities of the ArcGIS Online solution (AGOL).


The AGOL application leverages the advanced capabilities of the applications available in the ArcGIS suite. The
AGOL portion is designed to be used through cloud based services that can be accessed anywhere, anytime there is
an Internet connection available. The AGOL application has simplified the complex capabilities that the server and
desktop based application can perform. The result is a map creation and viewing process that is more compatible for
use by basic map viewers or casual map makers. The combination of AGOL capabilities and the server and desktop
applications provides a wide range of types of users.
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ArcGIS Online utilizes the Open Geospatial Standards for interoperability. The result is a highly interoperable
standard with strong portability. As a core solution, the ArcGIS data standards have become the widely used solution
for most local government in the San Diego region.


ArcGIS Online has a variety of solutions for hosting of the application. The application can be hosted on the ESRI
servers in the cloud or a local agency can host on their own servers through the ArcGIS Portal solution. Additionally,
data can be replicated in the cloud solution and through on premise servers. This gives the organization an option to
save data locally that can then be used on a local version of the software. This provides a significant level of
resiliency and redundancy that may be needed in the event of a degraded Internet service.


ArcGIS Online has an extensive set of tools for sharing. Options include sharing to the public, sharing to an
organization, sharing across different organizations through groups, ability to embed in public Websites, direct
access via URLs and a variety of printing options.


ArcGIS Online can create Web map applications that are optimized for the mobile environment. Additionally, ArcGIS
has developed an application called Mobile Collector that allows a user in the field to collect data based on a
database located on a server. This feature allows updates from the field that can then be seen by anyone viewing
the database. This application has the ability to work in a disconnected environment that will sync once a connection
is established.


ArcGIS Online has a well-developed set of online tools such as videos, step by step instructions and application
documentation to support the training needs of users. ESRI also frequently hosts online training events and holds a
large user conference each year in San Diego.


The AGOL application has limited configuration controls of the map layout. However, the supporting server and
desktop applications allow considerable control over what the AGOL map will display and its function.


The ArcGIS software is widely used by most local government agencies in the San Diego region. Their use began
primarily as a land use and planning tool but is expanding into other areas such as asset and emergency
management. Additionally, the ArcGIS software has been institutionalized in the region under the SanGIS Joint
Powers Agreement between the City of San Diego and the County of San Diego. The ArcGIS solution is the
application used by the San Diego Regional Public Safety Geodatabase under the Unified Disaster Council. This
widespread deployment by local government means that the product is already institutionalized and supported by
general fund resources and governance by the local agencies. This factor provides a strong sustainment model for
the platform.


The ArcGIS software has long been seen as software that could only be used by a GIS professional. The ArcGIS
Server and Desktop software remains complex software and requires significant training. The AGOL application is
much simpler and designed for the basic viewer and casual map maker. The development of rich data sources or
services does require the availability of GIS professional support.


The full access to AGOL features requires a user name and password. The number of available user licenses
depends on what level of software has been purchased by the local agencies. It is likely that additional user licenses
would be necessary to deploy the full capability of AGOL region wide at the manager level.
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The estimated cost to purchase an additional 100 user names is $17,000.


5.3 WebEOC
WebEOC is a Web based system designed to help manage event reporting, situational awareness, resource
management and after action reporting. The application provides “boards” for reporting events, a WebEOC Mapper
to support situational awareness in geospatial terms, a resource inventory database to manage resources and
logging systems to support after action reporting. (Intermedix - WebEOC)


Utilizing Homeland Security grant funds, the County of San Diego Office of Emergency Services in collaboration with
Unified Disaster Council implemented WebEOC for the San Diego Operational Area. The application has been
deployed for several years with significant participation from most local government agencies. WebEOC is the
recognized tool for communicating between emergency operations and department operations centers. The primary
tool used in WebEOC has been the “events board”, where text based information is shared. The WebEOC Mapper
tool has seen limited use due to the limited capabilities.


The map is accessed directly from within the WebEOC application. This allows end users to launch the map without
logging into another system. The map viewer is fairly simple and most users can learn to use the basic features
pretty quickly. Data from within the application can be displayed directly to the map.


The application does have a mechanism for long-term support through the Unified Disaster Council and County OES.
The functional capabilities of the map application are very limited. The user interface features are limited and do not
include the ability to modify symbology, has limited mark-up, no social media monitoring tools, no mobile applications
and no geofencing capabilities. Attempts to make the map more meaningful by importing data into the map have met
a low rate of success. The application does not allow much configuration and appears to have a low level of
interoperability. The application has limited printing capability and does not produce mapping that is pushed to the
public.


The WebEOC application is maintained by the County Office of Emergency Services. There is no known additional
cost associated with developing the WebEOC mapper application as a regional situational awareness map.


5.4 CalCOP – Watchboard
CalCop for Threat Awareness is a cloud based, data sharing environment available to all public safety agencies
within the eight California Urban Area Security Initiative regions. The stated vision for CalCOP is to leverage local
and regional risk management and critical infrastructure assessments, layered with real time threat information, to
create a vertically integrated, statewide threat situational awareness picture for use across the public safety sector to
effectively and efficiency understand complex emergencies as they emerge across disciplines, agencies and
jurisdictional boundaries. (CalCOP, 2015)


The CalCOP application began as risk assessment software developed by Digital Sandbox, which was later acquired
by Haystax. The San Diego region acquired the application utilizing Urban Area Security Initiative (UASI) grant funds
in 2008. The primarily goal of the application was to function as a risk assessment center for the region. This
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includes gathering information on assets, site assessments, threats and capabilities. This information has been used
to support and inform the San Diego Urban Area Security Strategy.


This application was later adopted and implemented across the State of California by all eight regions receiving UASI
grant funds from the states’ retention fund. As a part of that statewide adoption, an enhancement to the software
allowed data from the individual regions to be shared across the state. The result is a collection of risk assessment
information for much of the state in one place.


The CalCOP-Watchboard map is still in the development phase and is supported by steering and project committees.
The goal is to have the enhancements to the application available in 2015.


The primary use in the San Diego region has been to catalog critical infrastructure and key resources and to perform
capabilities assessment to inform the Security Strategy. With the enhancements of a statewide inter-connectivity
between the UASI regions, a significant portion of the state has access to a common application. This statewide
capability is attempting to leverage this opportunity to create a California Common Operating Picture for Threat
Assessment.


The CalCOP application is well-developed risk assessment software. Currently, this data repository of critical
infrastructure and key resources is its greatest strength. The Watchboard map viewer does a nice job of displaying
the location of critical infrastructure and providing a link to the database. The other strong features in the application
are the ability to add feeds from outside sources such as news sources and computer aided dispatch systems. The
application has a built in social media monitoring tool that can be easily displayed on the map. The application has a
field data collection tool that can capture data from the field and display on the map in real time. If the application is
able to achieve its goal of adding other state and local sources of data, the application will provide a good statewide
platform for situational awareness and threat assessment.


The Watchboard does have an ArcGIS Server available to support the map viewer. The ArcGIS application is a
highly interoperable solution. The Watchboard map viewer is fairly intuitive and most users can learn how to view
and perform simple filtering with limited training.


The application has developed a few mobile applications. This includes Mobile Command (mobile view of
Watchboard), Mobile Indicator (mobile field reporting), and Mobile Assessor (critical infrastructure data collection).


The software license is currently funded by the State of California, with no current ongoing cost to the UASI’s. Other
than requests for enhancements, there is currently no ongoing cost to the San Diego UASI. This licensing model
includes unlimited user accounts.


The only hosting solution for the application is a single server in the cloud accessed through an Internet browser or
mobile application. This solution provides a very limited resiliency or redundancy solution. This solution is adequate
as long as the application is not seen as a mission critical resource. Currently, the configuration is primarily in the
hands of the software developers. This significantly limits the ability for local users to add data or configure for their
local needs.
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The Watchboard is designed to function within the application and as a result, it has very limited capability to share
outside of its environment. This limits the ability to share with others and limits its export interoperability. The map
viewer has a very limited mark-up capability in the way of text labels or dropping in a unique symbol. The application
has a limited set of base maps available for use.


Currently, the application has limited set of data layers available to users. Until additional data is added, the critical
infrastructure data is the primary useful tool.


The CalCOP application is currently a cooperative effort between the UASI regions in the state and funded by the
State of California Office of Emergency Services utilizing Homeland Security funds. This approach makes funding
subject to available grant funds on a year to year basis and does not provide a formalized governance structure.


As long as State OES continues to fund the application, there is no associated cost for the San Diego region.


5.5 TouchShare
TouchShare was founded in 2006 as TouchTable, Inc. as a spin-out of Applied Minds, LLC. The company has
focused on solving complex problems related to geospatial information management in life critical situations. The
application developed collaboration tools that support the ability to manage many data streams, assemble the right
experts regardless of location, identify the relevant information, make insightful decisions quickly, and communicate
effectively. (TouchShare Overview, 2015)


In San Diego, TouchShare is currently deployed at the American Red Cross, San Diego Gas and Electric and the
City of Carlsbad. At the time of this assessment, the application was experiencing some difficultly in the
interconnectivity between the agencies. Local users have also expressed concern over the level of customer support
to fix technical problems. It should be noted that this assessment is primarily based on the newer web-based version
capabilities.


The greatest strength of TouchShare is the ability to collaborate in real time using an Internet connection. This
allows stakeholders in various locations to visualize and share map views in order to communicate information. This
is done through shared “sessions” that can be shared with many or limited to a small group. The application can be
hosted in an on premise server or in a cloud based software as a solution.


The application has a strong partnership with the ArcGIS software and has created tools that allow the data from an
ArcGIS application to be easily ingested into the map viewer. The ArcGIS application utilizes widely accepted open
geospatial standards and is highly interoperable. Data layers are easily managed and the application has a unique
feature called a “lens”. The lens feature allows the viewer to overlay or highlight data in a defined area like a
geofence that can be moved around.


In order for the high level of collaboration to occur, all participants must be in the same version of the software. If
there are multiple instances of the on premise version, maintaining the interoperability could be a challenge. If all
participants are connected through the cloud based software as a service, this is less of an issue.
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The application is primarily designed to be used within the software and has limited ability to export data directly,
depending on the ArcGIS application for that function. It does not have the ability to publish maps to the public in a
direct method. Adding custom symbology or shapes within the application directly is currently not possible. The
application does not use mobile device applications, depending solely on Internet browser viewing on mobile devices.


The on premise solution is approximately $37,500 with five concurrent licenses (not including hardware costs).
Additional concurrent licensing would be $1,000 per license. Assuming a region wide deployment, requiring an
additional concurrent 50 licenses, the estimated total costs are about $100,000, including the hardware.
The cloud based software as a service is $15,000 per year with five concurrent licenses. An additional 50 concurrent
licenses would add another $50,000 to the cost.


5.6 Google Maps
For the purpose of this assessment, the use of Google Maps was evaluated in the environment used by the San
Diego Chapter of the American Red Cross (ARC). The ARC utilizes the Google Apps for Education (Google API)
through a collaborative licensing effort with San Diego State University. Google Apps for Education is a free Web
based collaborative tool that provides a variety of cloud based tools such as email, document storage and calendars
to name a few. The ARC uses the Google Maps tool to create and share maps within their organization and for
sharing with partners. (Google Apps for Education, 2015)


Google Maps is a desktop and mobile Web mapping service application and technology provided by Google, offering
satellite imagery, street maps and Street View perspectives, as well as functions such as a route planner for traveling
by foot, car, bicycle (beta test) or with public transportation. (Google Apps for Education, 2015)


The ARC has developed a set of essential elements of information data that are important in their operation. This set
of data is accessed and utilized within the Google map viewer application. While Google Maps is not the only GIS
tool in use by the ARC, it is the map application that they have deployed as their common operating picture for wide
use by their staff.


The Google application is a widely used map viewer that provides simple, easy to use tools for the masses. It is a
cloud based solution that can be viewed on any device with an Internet browser. The simplicity of the map
application and familiarity by most users, make the application a good choice for information sharing for a variety of
types of users.


The application utilizes Key Markup Language (KML) as their standard format. The KML is a part of the Open
Geospatial Consortium standard. This includes comma separated value (CSV), Shape, KML, Excel and File
Geodatabase. When importing or exporting KML files with other applications using KML, there is a high level of file
sharing interoperability and portability. Google Maps does provide a networked KML server that functions like a
service. The benefit of this KML networked service is that users are accessing a single point of data for the most
current information


Maps created in the application can easily be shared with the public through URLs or Website embedded iframes.
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The application has a limited set of user interface features. Features include a limited symbology set, drawing and
mark-up capability, ability to turn layers on and off, pop-up windows with metadata and real-time map sharing. The
application does not support multiple base maps, geofencing, position location for resources or social media
monitoring.


Other than the ability to add data, the end user has limited ability to modify the configuration of the application. The
application has very limited printing capability for its maps. The application is highly dependent on Internet service to
function. Without internet service, the application will not function. There is no capability to create a local instance
for use during internet outages.


Google Maps can provide very useful information to support decision making and should be a part of the toolbox.
However, the application does not offer the level of capabilities that other GIS applications provide.


At the time of this report, Google products such as Google Earth Enterprise and Google Maps Engine were
scheduled for deprecation.  Google has announced a partnership with ESRI to help those users transition to ESRI
software by offering free software for one year and free training. The full effect of this partnership on the Google set
of mapping solutions is not yet clear. (Google and ESRI, 2015)


Under the current arrangement with San Diego State University, ARC utilizes the Google Apps for Education
application at no cost.


5.7 Geocortex
Latitude Geographic’s first developed Geocortex software in 1999. Geocortex leverages ESRI-ArcGIS software to
provide an off the shelf application to support GIS and Web-based mapping needs. Geocortex has evolved through
several generations of ESRI mapping and GIS technology to meet the latest technology and user needs.
(Geocortex, 2015)


Geocortex is currently in early use and development by the County of San Diego - Land Use and Environmental
Group and the San Diego Sheriff.


The primary strength of the Geocortex application is the ability to translate complex mapping functions into a Web
mapping solution that can be easily used by end users.


The Geocortex application is typically hosted on a local server network. This does allow the application to function
locally without Internet connectivity. End users can access the application through any device that has an Internet
supported browser. The application is designed to leverage ArcGIS software and infrastructure. This use of ArcGIS
allows a high level of interoperability to import and export files and services in a variety of standardized formats.


The configuration of the application is targeted to the level of a GIS professional with the idea of creating map
viewers for general consumers of the maps. The application focuses on providing a user experience that is easy to
use and is highly configurable for the intended workflow.
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The application has the ability to print and publish maps in a wide range of scale, type and resolution. This includes
strong analytic capability that can create pre-designed reports.


The application adopts many of the user features created in the underlying ArcGIS server. This includes the ability to
configure symbology, turn layers on and off, and provide pop-up tools with metadata and multiple base maps.


The application does not develop separate mobile applications but does utilize the HTML 5 capabilities for optimizing
the viewer experience on mobile devices. The application has several security configuration options for accessing
the application. This includes user name/password security within the application or credential authorization through
a network identity management system. With the addition of the Active Operating Picture extension, a level of private
sharing space is available with some limited mark-up capability.


The configuration does require a GIS professional type person to develop the Web mapping applications. This
means that the creation of new applications requires technical expertise support to deployment. The end user
experience is primarily as a viewer but can have significant functionality and workflow capability built in to the viewer
by the GIS professional. The down side to this approach is the reliance on GIS support to create applications. The
application currently has limited deployment in the San Diego region.


The Geocortex Essentials is approximately $18,500 for the server software (does not include required hardware). An
additional license could be purchased to create a replicated copy in a cloud service for about $9,500. The Active
Operating Picture extension is about $ 9,500. The estimated cost for a new deployment is about $40,000. The
annual maintenance would be approximately $9,000. This cost could be greatly reduced if there is an opportunity to
leverage current licensing owned by the County of San Diego.


5.8 Next Generation Incident Command System
The NICS was developed using grant funds from the Department of Homeland Security Science and Technology
Directorate, and is being developed by Massachusetts Institute of Technology Lincoln Laboratory.


The NICS is a Web-based command and control environment for small to large to extreme scale incidents that
facilitates collaboration across federal, tribal, military, state, county and local/municipal levels of preparedness,
planning, response and recovery for all-risk/all-hazard events. The NICS facilitates situational awareness for widely
dispersed responders. (Next Generation Incident Command System, 2014)


As of July 2012, more than 700 first responders across more than 50 organizations have been trained in the use of
NICS and are employing NICS daily (as examples, all CAL FIRE regional units, California Emergency Management
Agency, all CAL FIRE Incident Management Teams, City of Carlsbad, Riverside County Fire and Sheriff's
Departments, Riverside County Office of Emergency Services, Sycuan Fire Department and the Golden Eagle
Hotshots [Bureau of Indian Affairs], San Marcos Fire Department, San Diego Fire-Rescue Department, and the U.S.
Border Patrol, to cite a few.) (Next Generation Incident Command System, 2014)


CAL FIRE units and local departments (county and municipal) in Riverside and San Diego, as well as other California
Counties, are integrating NICS into their day-to-day operations to train personnel and respond to incidents, such as
wildland fires. During the 2011 Southern California fire season (June to November), the system was used in
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operational evaluations on a number of large wildland fires (Riverside and San Diego) that progressed beyond initial
attack. Since 2010, NICS has been used on over 200 actual incidents. It has been used in the Los Angeles, Boston,
and San Diego marathons for management of medical team response. (Next Generation Incident Command System,
2014)


A good recent example of the use of NICS can be found during the May 2014 fire activity. The Carlsbad Emergency
Operations Center and the Poinsettia Fire Incident Command Post utilized NICS to support the incident decision making.
Through NICS, fire perimeter data was available within the first two hours of the Poinsettia Fire.


NICS proved indispensable to achieving situational awareness and a common operational picture during the county-
wide firestorm. Although it is difficult to establish a precise cause and effect relationship, the fire and fire response
situational awareness created using NICs likely saved lives and property. NICS positively contributed to the rapid
Federal Emergency Management Agency Fire Management Assistance Grant (FMAG) approval, which could result
in millions of dollars in federal reimbursement for firefighting and emergency protective measures costs associated
with the Poinsettia Fire. (City of Carlsbad, 2014)


The NICS application is a Web-hosted solution that can be accessed anytime or anywhere a user can get internet
connectivity. While it is dependent on internet connectivity to function, it has been optimized to operate at a low band
width and has the ability to cache information on the local device, with updates occurring once the device reconnects.


The NICS has been built on an open source code platform and utilizes open geospatial consortium standards for
mapping and tracking functions. The use of these standards allows for a high degree of interoperability that allow for
the import of GIS data and multiple methods for providing tracking services. Additionally, the application has a strong
set of other ingestion services, allowing for a variety data sources to be displayed.


The NICS application was developed with the field operations person in mind. The foundation of the application has
been to serve the “tired, dirty and hungry”. In order to meet that need, the developers have created an application
that is fairly easy to learn and use. The features of the application have been developed with significant input from
the user group, resulting in functionality that meets their need.


The application shares the maps in real time, allowing everyone to see important updates to the map as features are
added. At the same time, the individual user can add data layers to their individual view. Another frequently used
feature in the application is the use of “rooms”. These rooms allow for private collaboration. The application has a
space to support chat between users in both the incident room and private rooms.


The application supports the ability to perform mark-up such as points, lines, shapes and text based on a fixed set of
tools. Features or points on the map support the ability to view metadata or link to other sites or files.


The application currently has a mobile application for the Android device, with plans to add Apple IOS. The mobile
application can view the map, automatic vehicle locating, supports chat, can generate field reports such as damage
surveys and is integrated into the global positioning system (GPS) tracking system.


The user interface for the application is fairly easy to learn and most users can become efficient in its use within a
couple of hours. Additional training is typically limited to new release of features information.
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The application is dependent on Internet connectivity and as a result, it has a limited back-up plan for continuity of
operations. The NICS does cache data and will update the map when connectivity is re-established. The application
can be saved to a local network or device, but it is not deployed in that way locally. The application is hosted on a
single server at the University of California, San Diego Super Computer Center and is replicated at the
Massachusetts Institute of Technology (MIT) Lincoln Lab. If the main server fails, a manual process for transferring
users to the back-up copy could be accomplished.


The user interface has limited export capability of files to KML or Shape files. The ability to share map services from
the user interface is not possible. The capability of sharing the maps mostly resides within the application and has
limited ability for an end user to share outside that environment from the user interface.


Configuration of the map is limited to the agreed upon changes by the user group. This limits the ability of an end
user to modify the user experience to any special needs or workflows. An example of this limitation is the addition of
other sources of data that may be relevant for users. The typical end user is not allowed to add data layers.


The current technical support option is somewhat limited. Support is available at least during business hours, with
possible support after hours. Because there is no existing contract agreement for a service level, support is not
guaranteed within a certain time frame.


The most significant concern for the application has been the unknown plan for long term governance or
sustainment. The user group has provided the short term governance for decision making and a variety of sources
have provided limited term funding to keep the application supported. Leadership on adopting the application as an
official long term solution with governance and sustained funding has been lacking. The result is an uncertainty on
the future status of the application.


The application has created a non-profit organization called Worldwide Incident Command System in hopes of
attracting funding sources.


The base application is available at no cost to the current users. The MIT-Lincoln Lab has been able to find short
term funding to continue some enhancements and maintenance. If future funding is not identified, there would likely
be some cost associated with ongoing support. The potential cost for the San Diego region to support the application
has not been identified.


The balance of this page is intentionally left blank.
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6. ESSENTIAL ELEMENTS OF INFORMATION
An important question in this assessment process is to understand what the essential elements of information are.
The Unified San Diego County Emergency Services Organization and the County of San Diego have adopted an
Operational Area Emergency Operations Plan (EOP). As a part of that plan, a list of essential elements of
information have been identified that are critical information for leadership to support decision making. Many of these
elements can be displayed geospatially in GIS products. In addition to the elements found in the EOP, local
responders and others have identified elements of information that are important to field operations to support
decision making. A combined list of these elements of information was developed for the purpose of this assessment
process. This combined list reflects the desire to identify elements that are important to both emergency operating
centers and field operations in the response and recovery phase.


After the list of elements was developed, the next step was to ask the question of priority. Depending on discipline
and perspective, some elements are of a high priority while others may be a low priority.


The following list represents the essential elements of information that received a high priority score for inclusion into
a map viewer:


Table 2—Essential Elements of Information


Essential Elements of Information
Boundaries of Disaster or Incident
Geographic limits or perimeter of damage (ie: fire perimeter, flooding area)
Damage assessment information
Evacuated areas
Access points to disaster/incident area
Access control points (road closure)
Jurisdictional Boundaries
Cities
State
Federal
Tribal
Community Support
Temporary Evacuation Points
Shelters locations
Hazard Specific Information
Digital Target Hazard Preplans
Wildland Urban Interface Fire Emergency Preplans
Power transmission line locations (aerial hazards)
Remote cameras (HPWREN)
Fire history
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Essential Elements of Information
Seismic or geophysical information
Location of epicenter
Location of mud flow or landslides
Location of ground liquefaction
Potential for tsunamis
Earthquake faults
Flood plains
Weather
National Weather Service
SDGE Weather Stations
RAWS Weather Stations
Demographics
Population of impacted areas
Number and type of housing units
Access and Functional Needs Population
Transportation
Status of major/primary roads
Live Traffic flow
CalTrans Live Cameras
CalTrans Message Boards
Critical Infrastructure
Location of medical facilities
Location of schools and other public buildings
Location of fire and police facilities
Energy Systems
Location and status of electrical generating
Location and status of natural gas supply
Location and status of refineries and gasoline distribution
Field Incident Management
Active Incidents
Incident Command Post
Incident Branches/Divisions
Perimeter Objectives
Specialized Resources
Hazardous Material Teams
Mobile Field Force
Urban Search and Rescue
Mobile Communications
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Essential Elements of Information
Social Media Monitoring
Twitter
Facebook
Instagram
Position Location Indication
Fire vehicle location
Law vehicle location
Personnel location
Aircraft location
Marine location
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7. CURRENT CAPABILITIES FOR ESSENTIAL ELEMENTS
OF INFORMATION


An assessment of the current capabilities for existing applications to display essential elements of information was
completed.


Table 3—Current Capabilities for Essential Elements of Information


Currently available in the application
Not currently available, but is possible technically
Unknown Capability


Essential Elements of
Information ArcGIS NICS Geocortex Google TouchShare CalCOP WebEOC


Boundaries of Disaster or Incident
Geographic limits or
perimeter of damage
(ie:Fire Perimeter)
Damage assessment
information
Evacuated areas
Access points to disaster/incident area
Access control points
(road closure)
Jurisdictional Boundaries
Cities
State
Federal
Tribal
Community Support
Temporary Evacuation
Points
Shelters
open/population
Hazard Specific Information
Digital Target Hazard
Preplans
Wildland Urban
Interface Fire
Emergency Preplans
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Currently available in the application
Not currently available, but is possible technically
Unknown Capability


Essential Elements of
Information ArcGIS NICS Geocortex Google TouchShare CalCOP WebEOC


Power transmission line
locations (aerial
hazards)
Remote cameras
(HPWREN)
Fire history
Seismic or geophysical information
Location of epicenter
Location of mud flow or
landslides
Location of ground
liquefaction
Potential for tsunamis
Earthquake faults
Flood plains
Weather
National Weather
Service
SDGE Weather
Stations
RAWS Weather
Stations
Demographics
Population of impacted
areas
Number and type of
housing units
Access and Functional
Needs Population
Transportation
Status of major/primary
roads
Live Traffic flow
CalTrans Live Cameras
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Currently available in the application
Not currently available, but is possible technically
Unknown Capability


Essential Elements of
Information ArcGIS NICS Geocortex Google TouchShare CalCOP WebEOC


CalTrans Message
Boards
Critical Infrastructure
Location of medical
facilities
Location of schools and
other public buildings
Location of fire and
police facilities
Energy Systems
Location and status of
electrical generating
Location of
transmission lines
Location and status of
natural gas supply
Location of refineries
and gasoline
distribution
Field Incident Management
Active Incidents
Incident Command Post
Incident
Branches/Divisions
Perimeter Objectives
Specialized Resources
Hazardous Material
Teams
Mobile Field Force
Urban Search and
Rescue
Mobile Communications
Social Media Monitoring
Twitter
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Currently available in the application
Not currently available, but is possible technically
Unknown Capability


Essential Elements of
Information ArcGIS NICS Geocortex Google TouchShare CalCOP WebEOC


Facebook
Instagram
Position Location Indication
Fire vehicle location
Law vehicle location
Personnel location
Aircraft location
Marine location
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8. COMMON OPERATIONAL DATA
One of the challenges for geospatial technology has been the ability make the information easily available across
various levels of users, workgroups, departments and agencies. The types of users can be described in these broad
categories:
 GIS Professionals – this group has the technical skills and knowledge on how to create and develop


simple to complex database systems and mapping products.
 Public Safety Responders – this group can include emergency managers, fire services, law enforcement


and emergency medical services. This group primarily just needs the ability to view content.
 Public Safety Support Services – this group can include communications centers and public information


officers. This group may require read and write access to create and collaborate on technical solutions.
 Executive Leadership – this group includes fire chiefs, police chiefs, sheriff, and emergency management


directors. This group primarily just needs to view content.
 Elected Officials – this group includes elected officials who need information in support of incidents, policy


and funding decisions. They will primarily just view the content.
 Public – this group for the most part are just viewers of vetted and approved products.


Some agencies have well developed GIS resources and capabilities, while others may have very limited resources.
The development of a solution to provide geospatial data and maps across a variety of public safety users will result
in better informed decision making across all phases of our homeland security goals. Another aspect of this
challenge is the ability to ensure that the geospatial data used is accurate and timely. If a common source of
information can be identified and a process developed for timely updates can be created, public safety stakeholders
can make decisions utilizing a common set of operational data or maps.


An effective solution to create, collaborate, catalog, share maps, data and applications for public safety stakeholders
should meet the following requirements:
 Share the same data across jurisdictions.
 Share the same data across disciplines.
 Provide a common source for accurate and timely data.
 Develop common, regional templates for map products.
 Serve various levels of users.
 Have the ability to share with other partners through agreements.


Over the last few years, new capabilities have been developed by ESRI that support the concept of creating,
collaborating, cataloging, sharing maps, data and applications. ESRI has developed a solution called ArcGIS Online.


ArcGIS Online is a cloud-based mapping platform for organizations. From anywhere on any device, Web browser or
desktop application, users get access to dynamic, authoritative content to create, collaborate, catalog, and share
maps, data and applications with members of their organization, other organizations or the general public.


Organizations can subscribe to this secure platform and use it to manage, create, store, and access hosted services,
maps and applications.
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For the purpose of supporting regional public safety stakeholders, the following key capabilities are provided in
ArcGIS Online.
 Provides a cloud-based storage location that is available from any Internet browser support device.
 Ability in organize map services, Web maps, Web mapping applications.
 Ability to create and control functional, invitational only groups for collaboration of non-public geospatial


data and products.
 Ability to publish map products to the public (open URL, Website embed)
 Ability to serve various types of users. Includes the range from GIS professional to public viewers.


In a collaborative effort between the County of San Diego, the City of San Diego and the UDC - Regional Public
Safety Geodatabase, the use of the group titled San Diego Multiple Agency Public Safety (SanMAPS) has been
created to provide the central, regional location for common operating data.


The balance of this page is intentionally left blank.







REPORT FOR
SITUATIONAL AWARENESS MAP ASSESSMENT


PREPARED FOR
SAN DIEGO, CALIFORNIA


February 2015 | P a g e 32


9. RECOMMENDATIONS


The following recommendations are provided:


Recommendation #1
Continue to develop the ArcGIS Online solution for creating a shared library of common operational data.


The foundation for an accurate, reliable situational awareness map is a good data source.  The San Diego region has
developed a group in the ArcGIS Online application.  The group is called SanMAPS.


The ArcGIS Online SanMaps Group is a cloud-based mapping platform.  From anywhere on any device, Web
browser, or desktop application, users get access to dynamic, authoritative content to create, collaborate, catalog,
and share maps, data and applications with members of their organization, other organizations or the general public.
Organizations can subscribe to this secure platform and use it to manage, create, store and access hosted services,
maps and applications.


This solution offers a very high level of interoperable GIS data sharing and leverages the existing licensing and
capability available in the region.


Recommendation #2
Continue to utilize the NICS application for tactical situational awareness.


The NICS is a Web-based command and control environment for small to large to extreme scale incidents that
facilitates collaboration across federal, tribal, military, state, county and local/municipal levels of preparedness,
planning, response, and recovery for all-risk/all-hazard events.  The NICS facilitates situational awareness for widely
dispersed responders.


The NICS has been utilized multiple times in the San Diego region to support first responders and emergency
operations centers during wildland incidents and special events.  The NICS application has a well-developed set of
data sources and several tools that support field operations and can provide emergency operations centers with
important information for decision making.


This solution is an established solution in the region and offers an easy to use tool for tactical situational awareness.


Recommendation #3
Develop an ArcGIS based regional situational awareness map solution to support emergency operations
centers and public information sharing.


ArcGIS has a suite of solutions that offer the highest level of interoperability, redundancy, portability, scalability and
reliability.  The suite of software solutions support the Web-based ArcGIS Online solution that can be accessed
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anywhere, anytime, on any device where an Internet connection is available.  The ArcGIS Online solution is designed
for use by the GIS aware and non-GIS aware users.


ArcGIS is an established software application utilized by most local government agencies and other interested parties
in the San Diego region.  Developing this solution leverages existing software licensing and does not require
significant new financial investment.  The ArcGIS solution currently plays an important role in support of incident
management teams and emergency operations centers.


An ArcGIS based solution may include the use of a partner application like Geocortex.  An application like Geocortex
provides additional functionality to the ArcGIS application for creating user friendly applications that are designed for
mobile applications, custom workflows and non-GIS users.


This solution offers the highest level of capability for GIS services.  This increased capability provides critical support
for and a high level of interoperability for emergency operations centers.


Recommendation #4
Support a high level of collaboration between the all appropriate solutions to make sure all parties have
access to common operational data.


Many agencies have adopted solutions that serve their discipline or agency needs.  The San Diego region should
continue to support a high level of collaboration with these other solutions.  The primary vehicle for that collaboration
is the use of open geospatial standards and the use of the SanMAPS group to share common operational data.  This
commitment to collaboration will support other efforts deployed such as CalCOP, TouchShare, WebEOC , Google
and other specialized map applications.
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10. APPENDIX
Table 4—ArcGIS Online


ArcGIS Online


Function Capability Detail


Software hosting solutions


Local network XXX ArcGIS Online can be hosted on premise through ArcGIS Portal or
application files can be utilized through ArcGIS Server or Desktop


Desktop/laptop XXX Application files can be utilized through ArcGIS Desktop suite of
applications


Web/cloud services XXX ArcGIS Online is hosted on ESRI cloud services and accessed
through internet services.


Interoperability


Import files XXX ArcGIS Online can import Shape files, comma separated value,
text delimited, GPS exchange format, GEORSS file


Export files XX
ArcGIS Online does not have an export function within the Web
based map application. The ArcGIS Server and Desktop suites
can export all file types.


Import services XXX ArcGIS Online can utilize several types of services including Web
mapping services, GEORSS feeds, KML


Export services XX
ArcGIS Online does not create services but does provide a library
of services organized through a group. The ArcGIS Server can
create WMS, WFS, KML services


Variety of skill level of users
Ability to be used by a variety
of user skill levels XXX ArcGIS Online is designed for use by basic viewers, casual GIS


map creators and GIS Professionals
Publishing capability


Map printing XX
A basic print function is available through the AGOL application for
basic printing. Additional robust printing functionality is available
using the ArcGIS Server or Desktop application


Publish to public Websites XXX The application has a share function that will produce iframe
configuration with html link


Publish in variety of file types XXX Print function within ArcGIS online for basic printing. Additional
capabilities in ArcGIS Server and Desktop suites


User Interface Features


Configuration of symbology XXX Large selection online from ESRI and can configure ArcGIS Online
Portal with custom symbols


Instant messaging or chat Not a capability in AGOL
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ArcGIS Online


Function Capability Detail
Private maps or rooms Not a capability in AGOL


Drawing mark-up XXX Very good selection of mark-up tools


Control of data layers XXX Very good control and organization of data layer viewing


Display metadata or links XXX Very good control and display capability of metadata and links for
features


Social Media tools X Basic social media tool is available in Web map application
template


Real-time sharing X Maps are only shared after a save and share process.
Position location tracking
services XX Position location services can be built in the geoevent processor


and displayed in ArcGIS Online


Geofencing X AGOL has limited geofence capability. ArcGIS Server has more
robust capability


Multiple base maps XXX Very good set of base maps with ability to add custom base maps


Analytics


Perform analytics XX AGOL has limited analytic built in tools. ArcGIS Server or Desktop
has very good analytic tools to support


Mobile applications (Tablets)


Mobile applications available XX Custom mobile applications can be created for viewing maps.
ESRI Collector application can also be built for field data collection


Ease of use for field XXX Web map applications are designed for easy viewing


Variety of device types XXX AGOL works on all internet browser capable devices and most
operating systems are supported for mobile apps


Security


Application security XXX


ArcGIS provides a variety of solutions for security, depending on
the type of product. The ArcGIS Online product is certified
compliant with TRUSTe Certified Privacy Seal and EU Safe Harbor
for privacy. The application has received Federal Information
Security Act Low Authorization and accreditation from the US
Department of Agriculture. Enterprise logins are supported by
SAML 2.0 providing federated identity management. Developers
can utilize OAuth 2 based API’s to manage their user and app
logins.


Identity management and
credentials XXX User name and password utilizing organizational accounts or


public maps-personal account
Control of data access XX Good control of access to data based on user level


Control of user features XX Good control of access to user features based on user level
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ArcGIS Online


Function Capability Detail
Configuration control
Ability for local user to modify
configuration XXX AGOL is highly configurable by the local user to meet their needs


Continuity of Operations


Redundancy capability XXX ArcGIS Online Portal can provide on premise back-up and ArcGIS
Server can operate on a local network with local data files


Ability to function without
internet connection XXX The ArcGIS Online Portal can operate locally without internet


connectivity
Training Requirements


Requires minimal training
hours to learn XX


ArcGIS Online basic Web map viewing application requires
minimal training. The Web map introduces a higher level of skill
with additional training.


Training resources available XXX ArcGIS has very good training resources available through Web
hosted training, online videos and training documents


Software documentation
available XXX Very good software documentation available


Technical Support


24/7 Availability for live help XXX Live technical support is available 24/7


Governance and Sustainment


Governance structure XXX
ArcGIS licensing is owned by most public agencies and is the core
GIS solution for SanGIS, Public Safety Geodatabase under the
UDC and County OES.


Funding source XXX ArcGIS is funding by a combination of general fund sources and
UASI grant funds


Associated Costs $ - Low $$ - Medium $$$ - High


Cost for new regional
deployment or enhancement $


Additional enhancements to coordinate a regional map viewer
application are minimal. Additional user licenses would be
purchased to expand existing user licenses owned by agencies in
the region. Additional 100 users is $17,000


Annual maintenance cost $ Minimal additional cost for regional deployment
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Table 5—CalCop – Watchboard Map Viewer


CalCop - Watchboard Map Viewer


Function Capability Detail


Software hosting solutions
Local network X Not currently deployed on premise


Desktop/laptop Not currently deployed on local devices


Web/cloud services XXX CalCOP-Watchboard is hosted on a cloud based server accessed
through an internet connection.


Interoperability


Import files XX


The ability to import files is not a capability within the application.
CalCOP application is supported with an ArcGIS Server capable of
importing typical open geospatial standard file types. This feature is
significantly limited currently because this function can only be done by
the developer


Export files X
CalCOP is supported with an ArcGIS Server capable of exporting open
geospatial standard file types. Can right click on a geofenced area and
export csv file.


Import services XX
The ability to import GIS services is not a capability within the
application. CalCOP is supported with an ArcGIS server capable of
importing automated services. This feature is significantly limited
currently because this configuration can only be done by the developer.


Export services X
The ability to export services is not a capability within the application.
CalCOP is supported with an ArcGIS server capable of exporting
automated services. This feature is significantly limited currently
because this configuration can only be done by the developer.


Variety of skill level of users
Ability to be used by a
variety of user skill levels X The CalCOP-Watchboard is currently designed primarily as an end


point viewer with limited need for a higher level of user
Publishing capability
Map printing X Basic browser supported print screen function
Publish to public
Websites Current version does not push maps to the public


Publish in variety of file
types X Types of files based on available file types in the internet browser.


User Interface Features
Configuration of
symbology X Limited capability to configure symbols within the application. The


application can display the symbols inherited by the ArcGIS server.
Instant messaging or
chat Not a current feature
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CalCop - Watchboard Map Viewer


Function Capability Detail
Private maps or rooms Not a current feature


Drawing mark-up X Limited mark-up capability


Control of data layers XX Good control of data layers and feeds. The organization of the layers
could be improved.


Display metadata or
links X Limited control and display capability of metadata and links for features


- inherited from ArcGIS
Social Media tools XXX Very good social media tool


Real-time sharing XX Good capability to share updates to the map in real time
Position location tracking
services X Not a current feature within the application. Can ingest feeds from


outside source
Geofencing XX Good geofence feature to filter data geographically


Multiple base maps X Limited set of base maps


Analytics
Perform analytics X Some good ability to perform analytics - example:feed monitor


Mobile applications (Tablets)


Mobile applications
available XX


Mobile applications include Mobile Command (version of Watchboard),
Mobile Assessor (site assessment tool), Mobile Indicator (field
reporting)


Ease of use for field X Mobile application has medium level of difficulty


Variety of device types X Mobile application currently only available in Android operating system.
Main application can be viewed on any internet browser capable device


Security
Application security XX Standard HTTPS internet security
Identity management
and credentials XX User name and password managed by administrators.


Control of data access XXX Very good control of data based on user credentials


Control of user features XX Basic control of access to user features based on user level


Configuration control
Ability for local user to
modify configuration Configuration is limited to effort by developers. No local user control


Continuity of Operations


Redundancy capability X Application is hosted on a single server . The application is not
replicated at an alternate site
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CalCop - Watchboard Map Viewer


Function Capability Detail
Ability to function without
internet connection X The application requires internet to function.


Training Requirements
Requires minimal
training hours to learn XX CalCOP Watchboard is primarily an end use viewer and requires


minimal training
Training resources
available X Training is done through a combination of onsite training, Web hosted


training and limited online information.
Software documentation
available X Basic information is online, supported by user manuals.


Technical Support
24/7 Availability for live
help X 24/7 hotline service is in place. Can access additional resources in


emergency situations
Governance and Sustainment


Governance structure X


CalCOP is currently governed by a coalition of the UASI Regions in
collaboration with State OES. This group provides guidance and
direction for the project through a project, steering and executive
committee model. A more formal governance model has not been
identified for the long-term


Funding source X CalCOP is currently funded by State OES utilizing Homeland Security
Funds. A long-term funding source has not been identified.


Associated Costs $ - Low $$ - Medium $$$ - High
Cost for new regional
deployment or
enhancement


$ State of California Master Contract with perpetual license for current
software. No limit on number of users for the application


Annual maintenance
cost $$ State of California Master Contract with annual maintenance cost of


$1,263,000/year (paid by State OES)


Table 6—Geocortex


Geocortex


Function Level Detail
Software hosting solutions


Local network XXX Geocortex runs on a local or cloud-based Windows server.


Desktop/laptop XX Geocortex can be installed on a desktop/laptop running a
supported version of Windows.


Web/cloud services XXX Geocortex runs on a local or cloud-based Windows server.
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Geocortex


Function Level Detail
Interoperability


Import files XXX
Geocortex can consume WMS, WFS services, and ArcGIS
Online Web maps; shape files and file geodatabases can be
consumed when published from ArcGIS; end users can add
shape files, CSV files, and KML.


Export files XX Geocortex Viewers can export data to CSV, file geodatabases,
and Shape files.


Import services XXX
Geocortex can consume WMS, WFS services, and ArcGIS
Online Web maps; shape files and file geodatabases can be
consumed when published from ArcGIS; end users can add
shape files, CSV files, and KML.


Export services XX
Geocortex does not natively export Web services; certain
functions in Geocortex (like Reporting) are exposed as REST
endpoints that can be called from other applications if required.


Variety of skill level of users


Ability to be used by a variety of
user skill levels XX


Geocortex Viewers are designed to be used by GIS-aware end
users, as well as non-GIS users. Geocortex Viewers can be
configured to target the knowledge-level of a particular set of end
users.


Publishing capability


Map printing XXX Geocortex includes very good print capability that can be
customized to meet specific print requirements.


Publish to public Websites XX Geocortex Viewer can be embedded in Web pages, or simply
launched from a Web page in a new window.


Publish in variety of file types X Geocortex has limited ability to publish in other file types


User Interface Features


Configuration of symbology XXX
Geocortex honors symbology defined in ArcGIS; users have
some capability to override the default symbology in the layers in
their Geocortex applications.


Instant messaging or chat X Not a current capability


Private maps for working draft XX Geocortex utilizes "Channels" to collaborate privately based on
user credentials


Drawing mark-up XX Geocortex includes a very good mark-up toolset.


Control of data layers XXX Geocortex Viewers include a layer list where users can turn
on/off layers. Layers access can be organized


Display metadata or links XXX Geocortex viewers can hyperlink users to related Web pages,
applications, or documents.
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Geocortex


Function Level Detail
Social Media tools XX Geocortex AOP has good built-in social media monitoring tools.


Real-time sharing XX Updates made to map services and features services will show
up immediately to other map users.


Position location tracking services XX
The Geocortex HTML5 Viewer has a geolocation feature that can
show a users' current position, or track their movement if they are
mobile.


Geofencing XX
Geocortex AOP is designed to work with ESRI's Geoevent
Processor, which can provide geofencing functionality inside
Geocortex.


Multiple base maps XXX Geocortex supports as many base maps as required.


Analytics


Perform analytics XX Geocortex includes a reporting engine that can provide analytics;
Geocortex AOP includes demographic analysis and charting.


Mobile applications (Tablets)


Mobile applications available XX Geocortex HTML5 Viewer is designed to run on any mobile
device with a Web browser.


Ease of use for field XX Geocortex can be configured to provide streamlined tools and
workflows suited for field use.


Variety of device types XXX Geocortex Viewers are browser-based and therefore run on
multiple device types, including Windows, iOS, and Android.


Security


Application security XXX
Applications can be secured using existing credential databases
from a client server. Active Directory, ArcGIS Online credentials).
Data layers with access credentials can be consumed securely
inside Geocortex.


Identity management and
credentials? XXX


Geocortex supports Windows Authentication, Active Directory,
LDAP, SQL Server authentication. Existing roles/credentials from
these systems can be consumed by Geocortex.


Control of data access XX Geocortex offers good user-level authentication to map services,
features services, layers, and hyperlinks to related data sources.


Control of user features XX Geocortex offers good user-level authentication to tools,
workflows, reports, print templates and more.


Configuration control


Ability for local user to modify
configuration XXX


Geocortex Administrators have the greatest control on
application set-up; end users have access to limited tools in the
viewer to change configuration.


Continuity of Operations
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Geocortex


Function Level Detail


Redundancy capability XX
Application files can be manually backed up to ensure continuity.
Some clients use a fail-over installation of Geocortex to ensure
continuity.


Ability to function without internet
connection XX


Most Geocortex clients require an Internet connection, but it can
be used on a closed local network; Geocortex can also be
configured to allow end-users to operate in a disconnected mode
on their device.


Training Requirements


Requires minimal training hours to
learn XX


Training is offered to Geocortex Administrators so they can
configure and update their own viewer applications. End-users
typically require little to no training.


Training resources available XX
Scheduled virtual training is offered throughout the year; the
Geocortex Support Center is a self-help resource with discussion
forums, documentation, and code samples.


Software documentation available XX
Geocortex ships with several Installation and Administrator
Guides. The Geocortex Support Center also assists with
discussion forums, feature videos, knowledgebase articles and
more.


Technical Support


24/7 Availability for live help X Technical Support is available Monday to Friday, 8:30AM -
5:00PM Pacific Time.


Governance and Sustainment


Governance structure X
Geocortex is currently utilized by the County of San Diego Land
Use and Environmental Group who supports the County OES.
Need to work through regional deployment model


Funding source XX General fund by county


Associated Costs $ - Low $$ - Medium $$$ - High


Cost for new regional deployment
or enhancement $


Geocortex licensing starts at $18,500 and increases depending
on the number and size of the production installations.
Additionally, clients budget for training, support, and professional
services assistance to ensure their Geocortex deployments are
successful.


Annual maintenance cost $ Geocortex uses a 20% maintenance model to provide clients
ongoing product updates.







REPORT FOR
SITUATIONAL AWARENESS MAP ASSESSMENT


PREPARED FOR
SAN DIEGO, CALIFORNIA


February 2015 | P a g e 43


Table 7—Google Maps


Google Maps


Function Capability Detail


Software hosting solutions


Local network Application not capable of being hosted on premise or local
server


Desktop/laptop Application not capable of being hosted on a desktop or
laptop


Web/cloud services XXX Google Maps runs on a cloud-based server.


Interoperability


Import files XX Application is designed to accept KML, CSV, TSV, or XLSX
file


Export files X The application can export KML files


Import services X Application can share KML networked services


Export services X Application can share KML networked services


Variety of skill level of users
Ability to be used by a variety of
user skill levels XX Application is designed mostly for the basic map viewer user


and can have advanced configuration by GIS professional
Publishing capability
Map printing X Basic internet browser print function


Publish to public Websites XXX Maps can be embedded in public Websites easily


Publish in variety of file types X Basic internet browser print function


User Interface Features
Configuration of symbology X Limited to symbology set within the application


Instant messaging or chat Not a current feature


Private maps or rooms Not a current feature


Drawing mark-up X Basic drawing and mark-up capability


Control of data layers XX Basic control of data layers


Display metadata or links XX Good display of metadata related to points or features


Social Media tools Not a current feature


Real-time sharing XX Single map is shared for all users with updated information
in real time


Position location tracking Not a current feature
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Google Maps


Function Capability Detail
services


Geofencing Not a current feature


Multiple base maps X Basic set of base maps


Analytics
Perform analytics Not a current feature


Mobile applications (Tablets)


Mobile applications available No custom mobile application. Google Maps is designed to
run on any mobile device with a Web browser.


Ease of use for field XXX Most internet browser features are not too difficult


Variety of device types XXX Google Maps is a browser-based and can run on multiple
device types, including Windows, iOS, and Android.


Security


Application security XX The American Red Cross uses their own domain security
capability


Identity management and
credentials? X The American Red Cross manages users through their own


network (domain) access identity system.


Control of data access X Google Maps has basic capability to control access to data
based on user credentials


Control of user features X Google Maps has basic capability to control access to data
based on user credentials


Configuration control
Ability for local user to modify
configuration X Google Maps have limited ability for the local user to modify


the configuration
Continuity of Operations


Redundancy capability X
Google is a cloud based application with no local
redundancy. Any redundancy is supplied by the Google
through backup servers.


Ability to function without
internet connection Google requires an internet connection to function


Training Requirements
Requires minimal training hours
to learn XXX Google Maps is an easy map viewer that requires minimal


training to use


Training resources available XX Good resources are available from Google and third party
providers.


Software documentation
available XX Basic software documentation provided
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Google Maps


Function Capability Detail
Technical Support


24/7 Availability for live help XX Basic live technical support is available 24/7


Governance and Sustainment


Governance structure X
American Red Cross currently utilizes a free version of the
Google Apps for Education in collaboration with San Diego
State University


Funding source Free Google Apps for Education


Associated Costs $ - Low $$ - Medium $$$ - High


Cost for new regional
deployment or enhancement ?


Unknown cost for a regional deployment utilizing anything
other than the free application currently used by the
American Red Cross


Annual maintenance cost ? Managed by American Red Cross in collaboration SDSU


This assessment is done in the context of how American Red Cross utilizes the Google Apps for Education.
Additional functionality is available by purchasing additional service levels or products from Google


Table 8—Next Generation Incident Command System


Next Generation Incident Command System


Function Level Detail
Software hosting solutions


Local network X NICS can be deployed on a local network but typically not deployed in
the method


Desktop/laptop X NICS can be deployed on a desktop but typically not deployed in the
method


Web/cloud services XXX NICS is hosted on a server accessed through an internet connection.


Interoperability


Import files XXX NICS can import a variety of file types including WMS, WFS, GeoRSS,
KML, and tracking files


Export files XX NICS can export a variety of file types including WMS, WFS, GeoRSS,
KML, and tracking files


Import services XXX NICS can import a variety of types of services including WMS, WFS,
GeoRSS, KML, and tracking files


Export services X NICS can export some services including WMS, WFS, KML


Variety of skill level of users
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Next Generation Incident Command System


Function Level Detail
Ability to be used by a
variety of user skill
levels


XX NICS is designed for first responders with basic viewing skills. There is
limited utility for a GIS professional to configure


Publishing capability


Map printing X Basic browser supported print screen function
Publish to public
Websites Current version does not push maps to the public


Publish in variety of file
types X Types of files based on available file types in the internet browser.


User Interface Features


Configuration of
symbology XX


The application has a good standard set of symbology within the
application. Changes or configuration of the symbology cannot be done
by the local users, must be done by developers.


Instant messaging or
chat XXX Very good chat feature within the application


Private maps or rooms XXX NICS has very good ability to create private rooms for draft mapping


Drawing mark-up XXX Very good selection of mark-up tools


Control of data layers XX Good control of data layers. The organization of the layers could be
improved.


Display metadata or
links XXX Very good control and display capability of metadata and links for


features
Social Media tools Not currently available


Real-time sharing XXX Very good capability of sharing maps in real time
Position location
tracking services XXX Very good set of position location and tracking services


Geofencing Not currently available


Multiple base maps XX Good set of base maps available


Analytics


Perform analytics XX Some good ability to perform analytics - example: Census report.


Mobile applications (Tablets)
Mobile applications
available X Mobile application currently available provides map, avl, chat, creation of


field reports and position location tracking.
Ease of use for field XX Mobile application is easy to use


Variety of device types XX Mobile application currently only available in Android operating system.
Main application can be viewed on any internet browser capable device
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Next Generation Incident Command System


Function Level Detail
Security


Application security XX
NICS is migrating to Open Identity Stack -OpenDJ. OpenDJ is an open
source Lightweight Directory Access Protocol (LDAPv3) and Directory
Service Markup Language (DSMLv2) compliant directory service written
in the Java programming language.


Identity management
and credentials? XX User name and password managed by administrators.


Control of data access X Basic control of access to data based on user level credentials


Control of user features X Basic control of access to user features based on user level credentials


Configuration control
Ability for local user to
modify configuration Configuration is limited to effort by developers. No local user control


Continuity of Operations


Redundancy capability X Application is hosted on a single server for operational use. The
application is replicated at the MIT-Lincoln lab as a back-up copy.


Ability to function
without internet
connection


X The application requires internet to function. The application does have
caching capability and uses low bandwidth for updates.


Training Requirements
Requires minimal
training hours to learn XXX NICS is designed with the first responder in mind and is fairly easy to


learn with minimal training hours
Training resources
available X Basic online resources available


Software
documentation
available


X Basic online documentation available


Technical Support
24/7 Availability for live
help X Live technical support only available during business hours


Governance and Sustainment


Governance structure X
Current governance structure consists of user group decision making. A
long term governance model under a public agency has not been
identified.


Funding source X NICS has primarily been funded by Homeland Security Grants


Associated Costs $ - Low $$ - Medium $$$ - High


Cost for new regional ? NICS was developed using Department of Homeland Security funds and
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Next Generation Incident Command System


Function Level Detail
deployment or
enhancement


is available at no cost. Future enhancements and ongoing technical
support potential cost to the San Diego region are unknown at this time.


Annual maintenance
cost ?


NICS was developed using Department of Homeland Security funds and
is available at no cost. Potential annual maintenance costs for the San
Diego region are unknown at this time.


Table 9—TouchShare


TouchShare


Function Level Detail
Software hosting solutions


Local network XXX TouchShare runs on a local or cloud-based Windows server.


Desktop/laptop XX TouchShare can be installed on a desktop/laptop running a
supported version of Windows.


Web/cloud services XXX TouchShare runs on a local or cloud-based Windows server.


Interoperability


Import files XXX
TouchShare can consume WMS, WFS services, and ArcGIS
Online Web maps; shape files and file geodatabases can be
consumed when published from ArcGIS; end users can add
shape files, CSV files, and KML.


Export files Not a current capability from within the application


Import services XXX
TouchShare can consume WMS, WFS services, and ArcGIS
Online Web maps; shape files and file geodatabases can be
consumed when published from ArcGIS; end users can add
shape files, CSV files, and KML.


Export services X TouchShare does not natively export Web services; the
supporting ArcGIS server could perform that function.


Variety of skill level of users
Ability to be used by a variety of
user skill levels XX TouchShare is designed for use by GIS-aware end users, as well


as non-GIS users.
Publishing capability
Map printing X Limited to browser supported print function within the application


Publish to public Websites Not a current capability


Publish in variety of file types X TouchShare has limited ability to publish in other file types


User Interface Features
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TouchShare


Function Level Detail


Configuration of symbology XX TouchShare uses the symbology defined in ArcGIS. No
configuration within the application


Instant messaging or chat Not a current capability


Private maps or rooms XX TouchShare creates private, invitation only “sessions”


Drawing mark-up XX TouchShare includes a good mark-up toolset.


Control of data layers XXX TouchShare includes a layer list where users can turn on/off
layers. Layers access can be organized


Display metadata or links XXX TouchShare can hyperlink users to related Web pages,
applications, or documents.


Social Media tools Not a current feature


Real-time sharing XX Very good real time map sharing and collaboration


Position location tracking services X Not a current capability within the application. Could utilize the
ArcGIS geoevent processor to support tracking


Geofencing XXX TouchShare utilizes a "lens" feature that provides a gepfence
type of capability for data filtering


Multiple base maps XX TouchShare supports multiple base maps


Analytics
Perform analytics X Limited analytic tools


Mobile applications (Tablets)


Mobile applications available XX TouchShare uses HTML5 Viewer is designed to run on any
mobile device with a Web browser.


Ease of use for field XX TouchShare features are generally easy to use.


Variety of device types XXX TouchShare is browser-based and therefore run on multiple
device types, including Windows, iOS, and Android.


Security


Application security XXX
Applications can be secured using existing credential databases
from a client server. Active Directory, ArcGIS Online credentials).
Data layers with access credentials can be consumed securely
inside Geocortex.


Identity management and
credentials? XXX


TouchShare supports Windows Authentication, Active Directory,
LDAP, SQL Server authentication. Existing roles/credentials from
these systems can be consumed by Geocortex.


Control of data access XX
TouchShare offers good user-level authentication to map
services, features services, layers, and hyperlinks to related data
sources.
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TouchShare


Function Level Detail


Control of user features XX TouchShare offers good user-level authentication to tools,
workflows, reports, print templates and more.


Configuration control
Ability for local user to modify
configuration X TouchShare has limited capability to modify the configuration of


the map viewer
Continuity of Operations


Redundancy capability XX Application files can be manually backed up to ensure continuity.
Cloud version redundancy depends on vendors backup services


Ability to function without internet
connection X TouchShare requires an internet or network connection to


function
Training Requirements
Requires minimal training hours to
learn XX End user training requirements are minimal. Administration or


system configuration requires significant training.


Training resources available X Basic online resources, Web hosted training and onsite training
available


Software documentation available X Basic software documentation available


Technical Support


24/7 Availability for live help X Technical Support is available Monday to Friday, 8:30AM -
5:00PM Pacific Time.


Governance and Sustainment


Governance structure X


TouchShare is currently deployed at the American Red Cross,
San Diego Gas and Electric and City of Carlsbad. Each of these
instances is supported by their internal governance and budget
process. There currently is no regional approach for deployment
of TouchShare


Funding source XX Individual agency general fund


Associated Costs $ - Low $$ - Medium $$$ - High


Cost for new regional deployment
or enhancement $$$


The on premise or local solution is approximately $37,500 with 5
concurrent licenses. Additional concurrent licenses are $1000
each. An on premise solution with hardware and 50 additional
licenses would be approximately $100,000. An alternative cloud
hosted solution with a software as a service is $15,000 per year
with 5 concurrent licenses. With an additional 50 licenses, the
annual subscription would be approximately $65,000 per year.


Annual maintenance cost $$$ 20% of initial cost
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Table 10—WebEOC Mapper


WebEOC Mapper


Function Level Detail


Software hosting solutions
Local network XX WebEOC can be hosted on a local, on premise server


Desktop/laptop WebEOC is typically not hosted on a desktop or laptop


Web/cloud services XXX WebEOC runs on a cloud-based Windows server.


Interoperability


Import files X WebEOC mapper has basic capability to import GIS files such as AGS
tiled, dynamic and image layers and WMS


Export files WebEOC mapper does not have export capabilities


Import services X WebEOC has basic capability to import services such as GeoRSS and
KML


Export services WebEOC mapper does not support export of map services


Variety of skill level of users
Ability to be used by a variety
of user skill levels X WebEOC mapper is designed to be used at a basic level. Does not


perform more complex functions
Publishing capability


Map printing X Basic internet browser print function


Publish to public Websites Does not support publishing to public Websites


Publish in variety of file types X Basic internet browser print function


User Interface Features


Configuration of symbology X Basic symbology capability


Instant messaging or chat X Sharing through WebEOC Boards is a core function, but not a feature
within the map


Private maps or rooms Not a current feature


Drawing mark-up X Basic drawing and mark-up capability


Control of data layers X Basic control of data layers


Display metadata or links X Basic display of metadata related to points or features


Social Media tools Not a current feature


Real-time sharing X Single map is shared for all users with updated information in real time
Position location tracking
services Not a current feature
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WebEOC Mapper


Function Level Detail
Geofencing Not a current feature


Multiple base maps XX Basic set of base maps with ability to add custom base maps


Analytics


Perform analytics Not a current feature


Mobile applications (Tablets)


Mobile applications available X No custom mobile application. WebEOC is designed to run on any
mobile device with a Web browser.


Ease of use for field X Most internet browser features are not too difficult


Variety of device types WebEOC mapper is a browser-based and can run on multiple device
types, including Windows, iOS, and Android.


Security


Application security XX WebEOC application supports standard secure security capabilities
Identity management and
credentials? XX WebEOC utilizes a user name and password to access the application


Control of data access X WebEOC has basic capability to control access to data based on user
credentials


Control of user features X WebEOC has basic capability to control access to data based on user
credentials


Configuration control
Ability for local user to modify
configuration X WebEOC has limited ability for the local user to modify the


configuration
Continuity of Operations


Redundancy capability XX
The local-on premise server provides a good redundancy solution. The
Intermedix hosted solution has redundant servers in different
geographical locations.


Ability to function without
internet connection XX The cloud hosted WebEOC requires an internet connection to function.


The local hosted solution does not require connectivity.
Training Requirements


Requires minimal training
hours to learn XX


The WebEOC application requires a moderate amount of training to
utilize all of the features of the system. Simple viewing of the map
requires minimal training


Training resources available X Limited resources beyond user manuals, training sessions and online
videos


Software documentation
available X Basic software documentation provided







REPORT FOR
SITUATIONAL AWARENESS MAP ASSESSMENT


PREPARED FOR
SAN DIEGO, CALIFORNIA


February 2015 | P a g e 53


WebEOC Mapper


Function Level Detail
Technical Support


24/7 Availability for live help XX Basic live technical support is available 24/7


Governance and Sustainment


Governance structure XXX
WebEOC is currently hosted by the County of San Diego Office of
Emergency Services and made available to the members of the Unified
Disaster Council. This solution provides a long-term governance
solution


Funding source XXX Funded by County OES


Associated Costs $ - Low $$ - Medium $$$ - High
Cost for new regional
deployment or enhancement No new cost for regional deployment


Annual maintenance cost $ Managed by County OES
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Date:  April 6, 2015 
 
To:   Unified Disaster Council  
 
From:  Jeff Ledbetter, Regional Public Safety Geodatabase Program Manager 
 
Subject: Non-disclosure Agreement with San Diego Gas & Electric 
 
 
RECOMMENDATION: 
 
That the Unified Disaster Council (UDC) authorize the chairperson to enter into a non-disclosure 
agreement with San Diego Gas & Electric (SDG&E) to facilitate the sharing of GIS data relating 
to the location of electric distribution and/or transmission facilities, operational status, and 
structures. 
 
BACKGROUND: 
 
The public safety and emergency management communities have long sought GIS data from 
SDG&E for emergency planning and response. SDG&E’s field level personnel have had a 
willingness to share the subject data but have been prevented from doing so by the absence the 
required non-disclosure agreement. 
 
One of the primary advantages of the UDC becoming the governing body for the Regional 
Public Safety Geodatabase (RPSG) is that it provides a legal entity to enter into agreements, 
such as this proposed agreement with SDG&E, on behalf of its members. The advantage to 
both the UDC members and the party it strikes an agreement with is that it only has to strike one 
agreement with the UDC, as opposed to on agreement with each member. This 
recommendation seeks to take advantage of this arrangement for the first time. 
 
Please find the proposed agreement language with SDG&E attached. The agreement has been 
reviewed by County counsel through the Office of Emergency Services. 
 
SUBMITTED BY: 
 
Jeff Ledbetter 
RPSG Program Manager 
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NONDISCLOSURE, INFORMATION USE 


AND HOLD HARMLESS AGREEMENT 


 


San Diego County Unified Disaster Council (“REQUESTOR”) desires information from San 


Diego Gas & Electric Company (“Company”) relating to the location of Company’s electric 


distribution and/or transmission facilities, operational status, and structures, in order to develop 


emergency response plans (collectively, the “Purpose”). In connection with such Purpose, 


REQUESTOR has requested certain map and geographic information system data pertaining to 


such facilities (the “GIS Data”) and other technical and other Confidential Information (as 


defined below). As a condition to such disclosure by Company to each of REQUESTOR’s 


officers, employees, directors, shareholders, partners, affiliates, agents, representatives or 


advisors (collectively “Representatives”), Company and REQUESTOR hereby agree to this 


Nondisclosure, Information Use and Hold Harmless Agreement (“Agreement”), as of February 


18, 2015, as follows: 


  


1. DEFINITION 


 


“Confidential Information” shall mean any proprietary information concerning the business, 


operations and assets of Company and/or its present and future direct or indirect parent 


company(ies), affiliates or subsidiaries, including, without limitation, any documentation, 


technical engineering applications, documents or data, the GIS Data, spatial data and maps in 


GIS format, including shapefiles for structures, single line diagrams, single line meter and relay 


diagrams, other diagrams representing electric transmission or distribution facilities, information 


relating to Company substation design (including, without limitation, design documents and 


drawings, security systems design and operation and similar information constituting critical 


energy infrastructure information as defined by 18 C.F.R. §388.113(c)(1)) (collectively, “CEII”), 


and other information of a similar nature, whether or not reduced to writing or other tangible 


form, and any trade secrets, whether or not defined as “trade secrets” under the Uniform Trade 


Secrets Act of California; provided, however, that “Confidential Information” shall exclude 


information (1) known to REQUESTOR or a Representative prior to obtaining the same from 


Company; (2) in the public domain at the time of disclosure to REQUESTOR; (3) obtained by 


REQUESTOR or a Representative from a third party who did not receive the same, directly or 


indirectly, from Company; or (4) approved for release by written authorization of an authorized 


officer of Company. The party claiming that any of the foregoing four (4) exceptions apply shall 


have the burden of proof to establish such applicability. 


 


2. LIMITED USE; NONDISCLOSURE  


 


REQUESTOR hereby agrees that it shall use the Confidential Information solely for its own 


internal purposes to perform the Purpose. Neither REQUESTOR nor its Representatives shall 


use the Confidential Information for other than the limited purposes set forth herein. Neither 


REQUESTOR nor its Representatives shall disclose the Confidential Information to third parties. 


REQUESTOR agrees to use the higher of the same degree of care it uses with respect to its own 


proprietary or confidential information or a reasonable standard of care to prevent unauthorized 


use or disclosure of the Confidential Information. Without limiting the generality of the 


foregoing, Requestor shall not disclose the Confidential Information to any individual or entity 
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other than a Representative. REQUESTOR shall cause each of its Representatives to abide by 


the terms of this Agreement and shall be responsible for any breach of this Agreement thereof. 


 


 


3. NO WARRANTY 


 


Company makes no representations or warranties, whether expressed or implied, as to the 


accuracy, correctness, defensibility, completeness or any other standard or measure of quality or 


adequacy or as to its use or intended use for any particular purpose regarding any of the 


Confidential Information provided to REQUESTOR under this Agreement. The Confidential 


Information, especially the GIS Data, is not precise and, as the systems generating the 


Confidential Information are complex and may contain some nonconformities and defects, 


including omissions, typographical or other errors, Company does not guarantee the reliability, 


accuracy, quality, timeliness, usefulness, adequacy, completeness or suitability of the 


Confidential Information, or the desired results to be obtained. Company assumes no obligation 


to update the Confidential Information. Neither Company nor any of Company’s representatives, 


agents, officers, directors, employees, stockholders, owners, affiliate, successors or assigns will 


have any liability to REQUESTOR or any other person resulting from the use of the Confidential 


Information, including, but not limited to the GIS Data. 


 


4. HOLD HARMLESS 


 


REQUESTOR is solely responsible for the selection and use of the Confidential Information and 


any consequences resulting from REQUESTOR’s use, adaption or modification of the 


Confidential Information, including, but not limited to the GIS Data. 


 


As consideration for Company providing the Confidential Information (including the GIS Data) 


to REQUESTOR pursuant to this Agreement, REQUESTOR shall be solely responsible for and 


REQUESTOR agrees to fully and forever hold harmless, indemnify against, defend, release, 


waive, discharge, and covenant not to sue Company, and its current and future parent 


company(ies), subsidiaries, affiliates and its and their respective directors, officers, shareholders, 


employees, agents, representatives, successors and assigns, from any and all claims, actions, 


suits, proceedings, losses, liabilities, penalties, fines, damages, costs or expenses including 


without limitation, attorneys’ fees (including fees and disbursements of in-house and/or outside 


counsel) of any kind whatsoever resulting from: (a) injuries to or death of any and all 


individuals, including, without limitation, members of the general public, or any employee, 


agent, independent contractor or consultant or affiliate of either party, arising out of or connected 


in any manner from the REQUESTOR’s use of the Confidential Information; (b) damage to, 


loss, and/or destruction of property, including, without limitation, property of REQUESTOR or 


others arising out of or connected in any manner from the REQUESTOR’s use of the 


Confidential Information; or (c) third party claims of any kind, whether based upon negligence, 


strict liability or otherwise, arising out of or connected in any manner to REQUESTOR’s acts or 


omissions in breach of this Agreement or arising out of or connected in any manner from the 


REQUESTOR’s use of the Confidential Information. This indemnification obligation shall not 


apply to the extent that injuries, death, loss, damage or destruction is caused by the sole 


negligence or willful misconduct of Company. 
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5. COURT OR ADMINISTRATIVE ORDER 


 


Notwithstanding the provisions of Article 2 above, REQUESTOR and its Representatives may 


disclose any of the Confidential Information in the event, but only to the extent, that, based upon 


advice of counsel, it is required to do so by the disclosure requirements of any law, rule, or 


regulation or any order, decree, subpoena or ruling or other similar process of any court, 


securities exchange, governmental agency or governmental or regulatory authority. Prior to 


making or permitting any of its Representatives to make such disclosure, REQUESTOR shall 


provide Company with prompt written notice of any such requirement so that Company may 


seek a protective order or other appropriate remedy. 


 


6. PUBLICITY 


 


Neither party or its Representatives shall, without the prior written consent of the other party, 


disclose to any person (1) the fact that the Confidential Information has been made available to 


REQUESTOR or its Representatives or (2) any information regarding any ongoing discussions 


between the parties, including the fact that such discussions are occurring; provided, however, 


that either party may disclose the information described in clauses (1) and (2) above if such 


disclosure is required under any of the circumstances described in Article 5 above, in which case 


the procedures specified therein with respect to such disclosure shall apply. 


 


7. DOCUMENT RETENTION 


 


At any time upon the request of Company, REQUESTOR shall promptly deliver to Company or 


destroy all portions of documents (and all copies thereof, however stored) furnished to or 


prepared by REQUESTOR and its Representatives that contain Confidential Information. 


 


8. NO WAIVER 


 


It is understood and agreed that no failure or delay by either party in exercising any right, power 


or privilege available hereunder or under applicable law shall operate as a waiver thereof, nor 


shall any single or partial exercise thereof preclude any other or further exercise thereof the 


exercise of any other such right, power or privilege. 


 


9. SURVIVAL 


 


Notwithstanding the return or destruction of all or any part of the Confidential Information, the 


terms of this Agreement shall nevertheless remain in full force and effect with respect to specific 


Confidential Information until the date that is five (5) years after the date of disclosure of such 


Confidential Information. Notwithstanding the foregoing, the confidentiality provisions set forth 


in this Agreement shall nevertheless remain in full force and effect in perpetuity with respect to 


any GIS Data or CEII provided by Company to REQUESTOR.  


 


10. ASSIGNMENT 
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Neither party may assign (by operation of law or otherwise) any of its rights or obligations 


hereunder without the prior written consent of the other party. 


 


11. REMEDIES 


 


The parties acknowledge that the Confidential Information is valuable and unique, and that 


damages would be an inadequate remedy for breach of this Agreement and the obligations of 


Company and the Representatives are specifically enforceable. Accordingly, the parties agree 


that in the event of a breach or threatened breach of this Agreement by REQUESTOR or its 


Representatives, Company shall be entitled to seek an injunction preventing such breach, without 


the necessity of proving damages or posting any bond. Any such relief shall be in addition to, 


and not in lieu of, money damages or any other legal or equitable remedy available to Company. 


 


12. OTHER BUSINESS OPPORTUNITIES 


 


Neither the holding of discussions among the parties hereto nor the disclosure of Confidential 


Information will be construed as an obligation on the part of either party to refrain from engaging 


at any time in the same business or any business similar or dissimilar to the business in which the 


other is now engaged. Further, except as otherwise agreed in writing, information received 


concerning a party’s future plans is tentative and does not represent firm decisions or 


commitments by either party. Each party may meet with third persons and may receive 


information similar to the Confidential Information which the party received under this 


Agreement. 


 


13. NO IMPLIED LICENSES 


 


Nothing in this Agreement will be construed as granting any rights to REQUESTOR, by license 


or otherwise, to any of Company’s Confidential Information, except as specifically stated in this 


Agreement. 


 


14. ENTIRE AGREEMENT; AMENDMENT 


 


This Agreement contains the entire agreement between the parties with respect to the subject 


matter hereof, and may be amended only in writing signed by both parties. This Agreement 


supersedes any previous confidentiality or nondisclosure agreement or contractual provisions 


between the parties to the extent they relate to the subject matter hereof. 


 


15. GOVERNING LAW 


 


The formation, interpretation and performance of this Agreement shall be governed by the 


internal laws of the State of California. 


 


16. ATTORNEYS’ FEES 


 


If any action at law or in equity is brought to enforce or interpret the provisions of this 


Agreement, the prevailing party shall be entitled to recover from the unsuccessful party all costs, 
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expenses (including expert testimony) and reasonable attorneys’ fees, including allocated costs 


and fees of in-house counsel, incurred therein by the prevailing party. 


 


17. VENUE AND JURISDICTION 


 


In the event of any litigation to enforce or interpret any terms of this Agreement, the parties 


agree that such action will be brought in the Superior Court of the County of San Diego, 


California (or, if the federal courts have exclusive jurisdiction over the subject matter of the 


dispute, in the U.S. District Court for the Southern District of California), and the parties hereby 


submit to the exclusive jurisdiction of such courts. 


 


18. NOTICES 


 


All notices to be given under this Agreement shall be in writing and either sent by a nationally 


recognized overnight courier service, in which case notice shall be deemed delivered as of the 


date shown on the courier’s delivery receipt; or sent by telecopy during business hours of the 


recipient, with a copy of the notice also deposited in the United States mail (postage prepaid) the 


same business day, in which case notice shall be deemed delivered on transmittal by telecopier 


provided that a transmission report is generated reflecting the accurate transmission of the 


notices, or sent by United States mail, postage prepaid, in which case notice shall be deemed 


delivered as of two business days after deposit in the mail, addressed as follows: 


 


 


San Diego Gas & Electric Company 


Attn: Commercial Counsel  


101 Ash Street 


San Diego, CA 92101 


Phone: 619-696-4395 


Fax: 619-699-5150 


 


San Diego County Unified Disaster Council 


Attn: Holly Crawford, President 


5580 Overland Ave 


San Diego, Ca 92123 


Phone: 858-565-3490 


Fax:  858-565-3499 


 


These addresses may be changed by written notice to the other Party provided that no notice of a 


change of address shall be effective until actual receipt of the notice. Copies of notices are for 


informational purposes only, and a failure to give or receive copies of any notice shall not be 


deemed a failure to give notice. 


 


19. SAVINGS CLAUSE 


 


If any provision of this Agreement or the application thereof to any person, place, or 


circumstance, shall be held by a court of competent jurisdiction to be invalid, unenforceable, or 
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void, the remainder of the Agreement and such provisions as applied to other persons, places, 


and circumstances shall remain in full force and effect. 


 


20. COUNTERPARTS 


 


This Agreement may be executed in one or more counterparts, each of which will be deemed to 


be an original of this Agreement and all of which, when taken together, will be deemed to 


constitute one and the same agreement.  The exchange of copies of this Agreement, including 


signature pages, by electronic means shall constitute effective execution and delivery of this 


Agreement as to the parties and may be used in lieu of the original Agreement for all purposes.   


 


21. TERMINATION 


 


Termination of the Agreement may be effected as to any party as follows: either party shall give 


notice of the termination of participation in this Agreement.  The Agreement shall be terminated 


twenty days after filing of such notice. 


 


(Signatures appear on the following page.) 
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IN WITNESS WHEREOF, the parties have executed this Agreement as of the last date written 


below. 


 


REQUESTOR:    COMPANY:  


 


 


San Diego County 


Unified Disaster Council    SAN DIEGO GAS & ELECTRIC COMPANY 


 


 


By:   By:   


 (Signature)   (Signature) 


 


Name:    Name:    


 (Print Name)   (Print Name) 


 


Title:    Title:    


 


Date:    Date:    


 


 


 


Approved as to legal form: 
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