3

V.

For the best experience, open this PDF portfolio in
Acrobat X or Adobe Reader X, or later.

Get Adobe Reader Now!



http://www.adobe.com/go/reader


SAN DIEGO UNIFIED DISASTER COUNCIL
MEETING MINUTES
August 18, 2016

1. CALL TO ORDER

Holly Crawford called the meeting to order at 9:00 am and roll call was taken.

2. ROLL CALL MEMBER
CARLSBAD David Harrison
CHULA VISTA Jim Geering
CORONADO Mike Blood
DEL MAR/ENCINITAS/SOLANA BEACH  Mike Stein
EL CAJON Daryn Drum
LEMON GROVE Daryn Drum
ESCONDIDO Russ Knowles
LA MESA Daryn Drum
IMPERIAL BEACH John French
NATIONAL CITY Walter Amedee
OCEANSIDE
POWAY Susy Turnbull
SAN DIEGO Jeff Pack
SAN MARCOS Brett Van Wey
SANTEE Richard Smith
VISTA Jeff Hahn
OES Holly Crawford

3. CALL FOR PUBLIC INPUT

There was none.

4. APPROVAL OF MINUTES

The minutes of July 21, 2016 were unanimously approved.

5. NATIONAL PREPAREDNESS MONTH- Candace Hadley, OES

A proposed Unified Disaster Council Proclamation designating September 2016 as National
Preparedness Month was reviewed for consideration.

A motion was made to accept the proposal. The motion carried.

6. ZIKA OUTLOOK — Dr. Brian Murphy, County Epidemiology and Nikos Gurfield, County Veterinarian

The Zika virus background, transmission, outbreak prevention was presented. A strategic response
from San Diego County was implemented including:

Educate

Monitor and test mosquitoes

Assess risk

Decrease adult mosquito numbers

Reduce mosquito breeding

o Physical

o Biological

0 Chemical





Clinical iliness is usually mild with symptoms lasting several days to a week. Severe disease
requiring hospitalization is uncommon. Fatalities are rare.

United States reported and confirmed cases were given.

Fight the bite: prevent mosquito breeding, protect from mosquito bites, report mosquito breeding
sites.

7. BORDER FIRE RESPONSE — Holly Crawford, OES

The Border Fire After Action report has been completed and is posted on Readysandiego.org. Here
are a few things actions or recommendations:

e There was a decrease in information provided to the public during the initial turnover to the
Type 1 IMT

¢ Public confusion between the definitions of Evacuation Order (Mandatory) and Evacuation
Warning (Voluntary)

e Fewer landline telephones means fewer residents are reachable during evacuations through
the region’s mass notification system, AlertSanDiego

e The desired evacuation and repopulation map based AlertSanDiego campaigns were
extremely complex

¢ Communications between emergency response agencies suffered due to destroyed
commercial communication towers and burnt through fiber-optic cabling

o Ensure the American Red Cross inclusion in identifying shelters

e Establish information sharing updates for shelter residents immediately upon opening
shelters

e Enhance Animal Services’ emergency planning and alternate communications plans

o Desire to enhance coordination and collaboration between organizations utilizing SCOUT and
SanMAPS

e OA EOC overnight staffing exceeded the need. As conditions warrant, OES should modify
overnight staffing

8. BORDER FIRE MAPPING- Jeff Ledbetter, RPSG

The Operational Intelligence GIS Web Services are GIS web services that are hosted on the RPSG
server to support situational awareness. When an incident such as the Border Fire is reported to San
Diego County Office of Emergency Services, an incident specific web map for viewers will be created.
This new mapping procedure can contain a feature to display maps to the public through OES’ SD
Emergency mobile app once the intelligence has been vetted and verified.

9. BORDER FIRE RECOVERY - Bennett Cummings, OES

The Border Fire started on Sunday, June 19, 2016 and burned 7609 acres. Six homes and 12
outbuildings were destroyed. A damage assessment team was formed that conducted inspections
Tuesday and Wednesday June 21-22. Several voluntary organizations were active: American Red
Cross, Salvation Army, Tzu Chi, 2-2-1 San Diego, Feeding America San Diego, as well as the
Humane Society. A proclamation was considered but a Fire Management Assistance Grant (FMAG)
had already been awarded to assist with Public Assistance Cost Recovery, and the private property
losses were nowhere near the thresholds and guidelines established by the Small Business
Administration and FEMA for Individual Assistance. Restoration of utilities began as soon as it was
safe to enter. Debris removal began. A hazardous waste contractor picked up hazardous materials.
A bin program was implemented for residents for disposal of other materials. Some of the items for
rebuilding and recovery included: free gravel and bags at Potero Fire Station, waiving of permitting
fees for licensed structures, front of line service, property tax reassessment, and rebuilding packages.
A FMAG Applicants Briefing was held on July 20, 2016.





10.

11.

12.

13.

14.

15.

SHELTER TEAM TRAINING/FEEDING PROGRAM UPDATE — Julie Jeakle, OES

Currently there is an ongoing effort to ensure that County employees are prepared to perform the
duties and responsibilities of the sheltering function during an emergency. The Office of Emergency
Services developed a shelter training program. Two upcoming trainings are offered: a Shelter
Worker Training on Wednesday, August 24, 8:30 am to 3:00 pm and Shelter Manager Training on
Wednesday, August 31, 8:00 am to 5:00 pm. These trainings can also be provided to cities. Please
contact Julie Jeakle to request training.

The Feeding Taskforce purpose is to develop and maintain the framework for establishing a
coordinated, timely and efficient feeding response to San Diego County during a disaster. The
membership is a diverse group of public, private and non-profit agencies with food related expertise.
(20 different agencies that meet monthly) An Operational Area Multi-Agency Feeding Plan and SOP
are currently under review.

EMERGENCY WATER DISTRIBUTION DRY WELL PROGRAM — Kim McDermott, OES

An update was given about the emergency water distribution program. The program was established
to provide residents with dry water wells due to the drought, potable water tanks and water delivery.
The Office of Emergency Services is working with the Department of Environmental Health and a
private non-profit partner. Currently the Memorandum of Agreement is being finalized and seeking
approval from the County Board of Supervisors. A targeted media campaign will be implemented.
Drought and program information can be accessed on Readysandiego.org.

Cal OES REPORT — Joanne Phillips, Cal OES

e Activations — Southern REOC at Level Il in support of San Bernardino County and Blue Cut Fire;
State Operations Center in support of Southern and Coastal Regions (fires)

e Working on annual update of Regional strategic goals — Number 1 priority is service to our
customers

¢ In meetings for design of new Southern Region Office and REOC, to be built at Los Alamitos

e Seven FMAGs declared in Southern Region this year

UASI TRAINING COMMITTEE REPORT — Megan Beall, OHS

Thirteen trainings have been performed since June 10, 2016. Total personnel trained for the period
(June 15-August 17, 2016) is 639.

URBAN AREA SECURITY INITIATIVE — Megan Beall, OHS

e FY-15: Just finished projections and currently looking to see any reallocated funds

e FY-16: Process of developing workbook and application for state is due the end of September

e FY-17: The state has advised that there will release state guidance in October and workbooks are
due back to the state in December. This is a much quicker turnaround.

STATE HOMELAND SECURITY PROGRAM GRANT - Christina Davis, OES

e FY-15: The next modification opportunity is September 16. Final date the spend FY15 is June
30, 2017 and the final reimbursement request is due July 31, 2017

e FY-16: The application documents are due to OES on Friday, August 19. OES will submit the
application to Cal OES on September 2. The performance period will tentatively begin in mid-
December, 2016.

e FY-17: Similar to UASI, the FY17 SHSP application will need to be completed earlier than prior
grant years. More information from the Cal OES Homeland Security Grant workshop will be
provided.





16. EXECUTIVE REPORT, Holly Crawford, OES

A. The last year's remodel consisted of new carpet and painting and some new technology
upgrades. The current remodel upgrade consists of: digital video systems, ergonomic sit-
stand desks, updated EOC video wall, a switch to optical fiber data connections, voice over
internet phone system, and updated audio

B. We will be hosting an open house to showcase our newly remodeled facility. The date of the
OES Open House is September 22, from 10:00 am to 12:00 pm. All are invited.

NEXT SCHEDULED MEETING — October 20, 2016 0900-1100 am

SD County OES 5580 Overland Avenue, Suite 100, San Diego, CA 92123

MEETING ADJOURNED —10:53 AM







October 20, 2016

TO: UNIFIED DISASTER COUNCIL

FROM: REGIONAL TECHNOLOGY PARTNERSHIP
SUBJECT: REGIONAL TECHNOLOGY STRATEGIC PLAN

Recommendation:

That the Unified Disaster Council approves and adopts the Regional Technology Strategic Plan as
presented by the Regional Technology Partnership.

Background:

In early 2016, the Regional Technology Partnership (RTP) initiated an update of the Regional Technology
Strategic Plan (RTSP). The previous version of the plan was approved in 2013.The process for updating
the plan has included individual meetings and a stakeholder’s workshop. In addition, the Police and Sheriff
Management Committee and San Diego County Fire Chiefs Association have been briefed on the content
of the plan.

The RTSP provides the San Diego Urban area with a road map for implementing an effective approach to
everyday prevention, protection, mitigation, response and recovery through regional interoperability
technology solutions. The plan provides a comprehensive technology review of current San Diego Urban
Area (SDUA) accomplishments, capability gaps, recommended initiatives, challenges and details on
regional investments.

The previous strategic plan has supported efforts by the SDUA to make advances in the area of planning
and implementing regional technology solutions. Some key examples are the San Diego/Imperial County
Regional Communications System (RCS), the Automated Regional Justice Information System (ARJIS),
San Diego Regional Public Safety Geodatabase, Regional Computer Aided Dispatch (CAD)
Interoperability, Regional Mass Notification System, Situational Awareness Mapping tools and SanMAPS to
name a few. Many more key examples are described at length in the plan.

The success of technology initiatives, shared systems and collaborative agreements has been possible due
to the cooperative efforts of the organizations and agencies within the SDUA. These agencies are
responsible for Public Safety personnel and resources and a commitment to the betterment of the region
both inside and outside the SDUA. Each agency has made a strong commitment to share resources and
approach solutions from a regional perspective whenever possible.

The members of the RTP have reviewed and approved the final version of the plan.
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VISION

Effective approach to everyday prevention, protection, mitigation, response and recovery
through regional interoperable technology solutions.

Goal1 Goal 2 Goal 3 Goal 4
Interoperable Interoperable Interoperable S amare
Voice Data Solutions eospatial Solution
Communications
INTIATIVES INITIATIVES INITIATIVES
1.1 Migration of radio systems | |2.1 - Regional CAD Interoperability 3.1 - Digital TargetHazard | 4.1 - GIS Program
to Project 25 standards. | _ _ Plans. : Sustalnment.
2.2 — Mobile Data Devices
1.2 VHF radio infrastructure, - 3.2 — Data Synchronization 4.2 — RCIP Program
_ _ |2.3 - ARJIS Dashboard. | between SanGIS and Regional | | Sustainment.
1.3, Cloud hosted videolweb Public Safety Geadatabase.
conference solution. 2.4 - ARJIS Data Enhancements. - '  ||43-RTP Project
13.3 - sit | Ao : M: vices.
1.4 - Regional Tactical 2.5 - Prehospital EMS Informa Mapping.
Interoperability System. : E 4.4 — New Technology
Communications Plan. 3.4 - SanMAPS. Palicies and Procedures.
26— CMS@H.HU

3.5 - ARJIS GIS Services.

2.7 - Risk Analysis Center
3.6~ Next Generation 911 GIS
2.8 - Mobile Device and Data Security. | System Requirements.

9 - Wireless Data Services |3.7 InSiDer Plans
2.10 ~ Resource and People Location

|2.11 - Palantir Application

Voice Interoperability

Migration to P25

10/11/2016





10/11/2016

Data Interoperability

e Regional CAD
Interoperabili

8N4 | 31 13004 |






10/11/2016

Data Interoperability

))) * Resource/Pec

Location

Geospatial Interoperability






10/11/2016

Geospatial Interoperability

< ARIISGIS
~ Services

AUTOMATED

‘.‘ ARJ’S REGIONAL JUSTICE

INFORMATION SYSTEM

Governance

S Program Sustainment
Program Sustainment
| Technology Partnership Sup

logy Policy and Proc






Challenges

own future for grant funding
rojects have not yet identified

Recommendation

he Unified Disaster C

10/11/2016






SAN DIEGO URBAN AREA

REGIONAL TECHNOLOGY STRATEGIC
PLAN

A FRAMEWORK FOR REGIONAL TECHNOLOGY COORDINATION

August 2016

n D'eg






REGIONAL TECHNOLOGY STRATEGIC PLAN
Prepared for

SAN DIEGO URBAN AREA

Contents
DOCUMENT CONTROL ...cuuveiiiiiuneiiiiuneiiisieniiisseeisisstesissstesessssesssssnesessssessssssseesessaseesssssssssssssessesssnessessnnesssssnasssnns Vi
DOCUMENT INFORMATION ...utteuteitentresteentesieesttesseeteesteenseessesesesbe et et seeesbe e st ese e eaeeebeenseeae e e bt emnesanenbeenseenesanesseensnennnenneens VI
DOCUMENT HISTORY «..tttetteuteeuteette st e bt e st e ste e bt euteebeesbeeme e eat e ettt eatesaeesheeabeeaeeeheeshe e bt e ebe e b e embeeaeesheenbeenbeentesbeenbeeneenbeanbeans VI
DOCUMENT APPROVALS ....c.tteutteuteettesteeteeateseteeateeueeeue e bt aateeaseeb e et eesaeesaeanseeabeeaeeebeemeeeabeeabeemteeabesbeenbeentesaeesaeenabesbeanbeenteas Vi
EXECUTIVE SUMIMARY ....ouutiiiiiinniiiiineeiiiineiissseeeiisssesiosisseesessssessssssesssssssesssssssesssssssessssssessssssnesssssssesssssssesssssnesssnss 1
L. PURPOSE...... ottt trr et s st s e s saas s ss s s s s e s saas s st s s e s s asssssstassaeassssssssstesssssssssssseennsassssssssssesnnssssssssnnns 3
700 Y ] 0 N 3
3. GOVERNANCE .......cuiiiiiiiiiiiiiiiiienrieeissstereaassss st s e s saassssssssstassassssssssteessssssssssssssssssssssssssssssssssssssssssssssnnssssssssanns 4
4. TECHNOLOGY PLANNING AND IMPLEMENTATION CYCLE ......uettiiinueiiiiinneeiiisneiiineesiisneeesssssnesssssssessssssessssssnenes 6
5. GOAL 1—INTEROPERABLE VOICE COMMUNICATIONS .......ciiiiitiieiiiiiiiiinnnenisiiiinssssssssiessssssssssssssssssssssssssssnns 6
ACCOMPLISHMENTS AND CURRENT ACTIVITIES. ...t tetteuteeueteueesueeteeautenseetesssesseesseansesnsessbeenseasseaseanbeenseanseensenseeensesaeesaeensesnses 7
CAPABILITY GAPS ...ttt stteste et st sttt ettt et e bt et e et s be e s b e et e e sb e e sa e e et e st e eh e e bt e st e ae e e b e ea s e s e s e sbeenbe e bt eanesaeens st eseeebe et e enreeenentnens 8
INITIATIVES - vtentteuteeute et et et eee et e e st s bt e s bt et st shee e et e eh e e b e et e e ee e e b s e b e e b e e e et ne e e bt e et e e e e e bt et e eas e ebe e et e e st e sbnenbeenbeennesanennee e 9
Initiative 1.1 - Migration of land mobile radio systems to P25 standards ............cccceccueeeevcveeeeciieeeiiieaesiiseennnns 9
Initiative 1.2 — VHF rQi0 INFIOSTIUCTUIC. .............uveeeeeeeeeeeeeee et e ettt e e e e e e ettt a e e e e s et aaeeeessessassenaaaeaas 9
Initiative 1.3 - Cloud hosted video/web conferencing SOIUTION .............ccueeeueeeeeeceeeeieeeeeeeiieeeeeeteeeeeeeiireeeeeeens 9
Initiative 1.4 Regional Tactical Interoperability Communications Plan Update.............cccceeeeeeveveeeeieeeeeciiveeaann, 9
CHALLENGES ..euteeuteeetesteeste et et et ess e eat e bt et et eeseebe e s e eas e sheese e e st e ae e sae e sa e e e et ebe e s e e aE e e eneeb s e eb e et e e aneenbeenneenteeseenbeenreenneennens 9
6. GOAL 2—INTEROPERABLE DATA SYSTEIVIS.......uuiiiiiiiiiiiiiiniiinneiieeissiiinssassisssssssssassssssssssssssssssssssssssssssssssssssnes 10
ACCOMPLISHMENTS AND CURRENT ACTIVITIES. ... tteutteutesttesueeteanseesteeteaseesueesseenseessesaeessseansesseesseensesssesseesbeensessseessesnseseenne 10
CAPABILITY GAPS ...ttt ettt ettt sttt ettt s bt e s bbb e e e e e ab et e st e e e s eab e e e e e a b et e s s abb et e s abe e e e e bt e e e et e e e sbb bt e e e sabe e e s breeenane s 12
IINITIATIVES . tteutteuteetteett et et e ettt eateeaee s bt e saeeaeesaeesheesbe e ehe e b e ea b e eatesh e e bt e aeeea e e eh bt eae e eh e e bt emb e em b e eh e e b e enbe e sheenaeenbeeateeneenbeanbeennean 14

FOR OFFICIAL USE ONLY (FOUO)
All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page ii





REGIONAL TECHNOLOGY STRATEGIC PLAN
Prepared for

SAN DIEGO URBAN AREA

2.1 Regional CAD INEIOPEIADIIILY. .....ccc.vvveeeeeeeeeee et e et e e e e et e e e et e e e sstaaesattaa e e stsaaeessaasessseaaan 14
2.2 MODII@ DOLA DOVICES ...ttt ettt ettt 14
2.3 ARJIS DASHDOAITA/CAD INEEITOUCES ... ete sttt et ttee et e et eeae e ettt e essaeastseass s eesaaessenaseen 15
2.4 ARJIS DAEA ENANGNCEOMENTS. ...ttt ettt ettt nae e 15
2.5 Prehospital Emergency Medical Services INformation SYSteM .............coeccueeeeeieeeciesiiieeeeeeeeeciieeee e eeeevsvenns 15
2.6 CYBDCI SECUIIY. ..ttt e e et e e e e e ettt a e e e e et e e e e e eastss s e e saaeeeaaasssaaaeeeaatassanaaeaeeeessssrnnes 15
2.7 Risk Analysis Center INfrastrucCture ASSEt DAL ...........cc.uuueeeeeeeiiieeeeeeeeeeeeeeteee e e e e e ttee e e e e e e e e streaa e e e e esasenaaas 15
2.8 Mobile Device and Data Security ENNGNCEIMENTS. .......c.c..eeeccueeeeesiiseeiieeesiieeesaaeestaaesttaaaeesisaaesssssassssseeeas 16
2.9 Wirel@Ss DATA SEIVICES ......eeueeeeeeeeeieeeieeeeeet ettt ettt ettt nae e 16
2.10 Resource and People LOCALION SEIVICES. .........ueeecuueeeeeieeesieieeeeteeeea e sa e e e staa e e etaaeessaaaesssaaessssaesssaneeas 16
2.0 POIONTIE .ttt ettt ettt ettt et ettt san et aneenee s 16
CHALLENGES ..ttt sitttee sttt ettt sttt et e s et e e sttt e e e s abe e e e e s b e e e s asb b e e s bbb e e e s b e e e s abe e e e sabe e e e e bbb e e e abb e b e e sabb b e e e anbeeesnbneesnnees 16
7. GOAL 3—INTEROPERABLE GEOGRAPHICAL INFORMATION SYSTEMES .....cccocurtiiinnreiissnneiisneeissseessssssnesssssneens 17
ACCOMPLISHMENTS AND CURRENT ACTIVITIES. ...c.vteutteuteaueenteeseesstesteenesssesieesseessesssesseessstessesseesseesnesenesseesseensessseenseensesnnenne 17
CAPABILITY GAPS ...ttt ettt ettt ettt st e bttt e s sttt s bt e e e e ab et e st e e e s e b e e e e e s b et e s s aba et e s aba e e e e bbb e e et e e e s bbbb e e e sabe e e s enbre e e nanees 18
INITIATIVES .ottt sttt sttt ettt s et e ettt st e e s bbb e e e e b e e e s s e e e e s e b et e e e bbb e e e aab e b e e s bbb e e e nbe e e s nbaeesanneees 20
3.1 Digital Target Hazard PIANS (Fir€ PrepPlaNs). ........c..oouecueeeeeeeeeeeeee e et eeee et eetea e e e e eeasaaeeaaeaenn 20
3.2 Synchronization of data between Regional Public Safety Geodatabase and SanGIS............cccceeevvveecnenn... 20
3.3 Situational AWareness MaAPPING TOOIS. ........c..eeeeeceeeeeeieeeeee et eee e et e e ettt e e et e e ettt e e e estaaessassaasenansnens 20
BeB SONMAPS ...ttt ettt ettt 20
3.5 ARJIS GIS SOIVICES ...ttt ettt st e e et 20
3.6 Next Generation 911 GIS REQUITEIMENTS. ........eeeeeeeeeeeeeeeeeeeieeeeeeeeeeteteeteeteaeteteaeaaaaaesatesatetetesesssasssssssssssssnsssnsnns 21
3.7 INSIDER PIONS......oceeieeeee ettt ettt ettt ettt ettt et e n e es 21

FOR OFFICIAL USE ONLY (FOUO)
All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page iii





REGIONAL TECHNOLOGY STRATEGIC PLAN
Prepared for

SAN DIEGO URBAN AREA

CHALLENGES ..ttuteeutesteentee it et st et e et e st et et s e e b et e ea e sa e e et e ee e e bt e st eas e e ae e be e ems e s aeenb e e bt ems e s et e sbe e bt e nbe e b e esnesanenbnenbeenneeanes 21

8. GOAL 4 — GOVERNANCE .......ccctttuuuiiiiiiiiinueiiiiiiiireiasssstiressassssssessersassssssssttesssssssssssteemssssssssssssssssssssssssssessnnnns 21
ACCOMPLISHMENTS AND CURRENT ACTIVITIES. ... tteutteuteeutesueeteeneeesueesesseesueesseessesnsesaeessseanseeseesseensesssesseesbeensessseenseansesneenne 22
CAPABILITY GAPS ...ttt ettt ettt sttt e bttt s bt e e st e e e e s b et e s b e e e s e b e e e e e a b et e s s abb et e s aba e e e e bbb e e e nbe e e snbbb e e e sabe e e s nbr e e e nane s 22
INITIATIVES ettt ettt s et e ettt st e e e s kbt e e e ea b e e e e s b e e e sab e e e e e bbb e e e abb e b e e sbb b e e s ab et e s nbaeesaanneess 23
4.1 GIS Program SUSTQINMENT ........ceeeeeeeeeeeeiiiieeeeeesiieeeeeeeeeeeeeee et eeee et et eeeaeatsesesetesesaaasesessassaaasssesesenesesessssssesssennees 23

4.2 RCIP Program SUSTQINMENT ......c.eeeeveeeieeeieiieieeeieseeeeeeeeeeeeeeeteteeeeete e et ee ettt eseteae e eaaesesaaaaaaasassaesesesesesessssssessnenes 23

4.3 Regional Technology Partnership (RTP) SEIVICES .......cccuueeecuieeeeeieeeeeeeesiteeeettaeesaaaestae e e esisaaesssaaessssneeas 23

4.4 New Technology PoliCies QNG PIOCEUUIES ............oeeeeeeeeeeeee ettt e ettt a e e e e et a e e e e e ssassesnees 23
CHALLENGES .teuttttesutttee ettt e ettt sttt e st e s et e e st e e e sttt e e e bbbt e s e e e s asb e e e e s b e e e s abe e e e s e be e e e e bbb e e e ambe s e e sabbbeeeasbeeesanbneesnnees 23

9. IMPLEMENTATION STRATEGY ...ccciiiiutiiiinnneiiisnneiisseeiiisseeiisssseeiisssseessssesssssssesssssssesssssasessssssessssssnesssssnnesssssnns 24
10. SAN DIEGO URBAN AREA TECHNOLOGY INVESTIMIENTS ......ccoiiiiiiiiiiiiiiiinneeiiiisiinnnsessssnesssssssssssssssssnsssssnes 26
CiTY OF SAN DIEGO AND REGIONAL COMMUNICATIONS SYSTEM MIGRATION TO P25 STANDARD ......eeeiiiiriiiiiiieeiiiieeeeneee e 26
VHF RADIO INFRASTRUCTURE ....vvuteuteitenteeteestesestensteseeeseeeseeseessesusesteesanesseesbee st emeesbeesseensees e e beeanesenesbnesbeenseennennneenneans 28
REGIONAL VIDEO/WEB CONFERENCING ....tuvtututenteatesetesestsessensenseseeasessesseeseeseessesteebesueeseesseneessesenten b essensensensensensensennens 29
REGIONAL TACTICAL INTEROPERABILITY COMMUNICATIONS PLAN ...cuttiuiiiitinitinieenieeie ettt ettt et nre e 30
REGIONAL COMMUNITY EMERGENCY NOTIFICATION SYSTEMS ..euvteutteuteeutesutesteeteesueesueenseenseeueesseenseensessbeesesssesseesseessesnsesnnes 30
REGIONAL COMPUTER AIDED DISPATCH INTEROPERABILITY PROJECT ....cuveeuteruteriietieteetessteeteenseeteesteebesnsesseessseesesaeesseenseenees 33
REGIONAL LICENSE PLATE READER (LPR) PROJECT ..utitietieutieite ettt sttt ettt ettt eae et st st sbe et st saeesaeesbeenbeenaeas 35
CALCOP-HAYSTAX RISK MANAGEMENT SOFTWARE .....veuvettenteentesieesieenstesteesseesressnesssesseesneesseenseesstessesseenseesnesssesseennnessnenses 36
INETRIMIS INTERFACES -..c.tteuteeuteeitesteesteeteesieesse et eueeebeeteesn e eseenbe e saeeseeesae e st e me e e bt e bt eme e e s b e e bt e enesbee s b e e bt eanesaeenn bt ennenbeenneennens 38
ARJIS DASHBOARD ....ceuvenveenteeutieetesteeteesieesieesbt et e et e ss e e bt e st e s e et e e as e sae e s bt e et e et s aeesbe e eb st e b e et e e an e s e ne s b e e b e enne e nbe et e e et eneenneenne 39
ARJIS IMIOBILE ..ttt ettt ettt ettt st s b et b e b et s e e s be e bt e et e ae e s st e st e e b et b e et e e et e s e e e e b e et et sheenb e et e enneeneenne e 40

FOR OFFICIAL USE ONLY (FOUO)
All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page iv





REGIONAL TECHNOLOGY STRATEGIC PLAN

Prepared for

SAN DIEGO URBAN AREA

ARJIS NETWORK AND DATA CENTER ...vteuteuteutentetetesseeseessensesstasessessessesseesseseesbesseebesseeseessessessesensenseensensensensensensensensenses 41
PALANTIR .ttt ettt ettt bbb bt bt eb e bt e bt s b e b b e e b e b e eheeh s e st e st e e st eb £ e bt eh e ea s e a s ea b e b et et ee s e a s en e et et e b et e nb e b naeeneens 42
ARJIS CAD INTERFACES ... .tettteeeee ettt tee e e e s e e ettt e e e s e ee e e e e e e s s s e et e e e e e s asn e et e e e e e s assen b ee et eeeseaansreneeeeeeannnenneeeeeeesannnnnee 43
ARJIS INET PORTAL .ttt ettt ettt et e e et e e e e e e st e e e e e e e b et e e e e e saaann e et et e e e e nne e e e eeeesannnnben et eeeeenannrenees 43
LAW ENFORCEMENT COORDINATION CENTER (LECC) CYBER SECURITY w...uveuteutereetestesieeseeneesteseessessessesseeneeseeneeneesuessesnesseennens 44
SAN DIEGO REGIONAL PUBLIC SAFETY GEODATABASE ......uvvteiiirieeiiteessttteeesiitetesasssessssreeesasnete s sibsaessabeeesabneesssbaeessneseesannns 48
SITUATIONAL AWARENESS IMAPPING ....uvtieiiuitieeitieessttte e e ettt sttt e s sttt e e st e st e e et et s s e e s bb e e e e abe bt e sabs e e s sabeeesenbaeesaanns 50
INSIDER . .ttt ettt e e et e e e e e e e r e e e e e e e et e e e e e e r e e et e e e e e e r e n e e e et e e ae e rer et e e e aennnneeeeeeaeaeaas 53
REGIONAL PUBLIC SAFETY GEODATABASE (RPSG) GOVERNANCE ......euvertiteterttetiesteueesteetesieeseest e estessestenbesisesensenseneesnennennens 54
REGIONAL CAD INTEROPERABILITY PROJECT (RCIP) GOVERNANCE....c..ettteterttettesteutenseetesseeseestensenteseestesbeseeensensensensesnessennens 55
3C’S PUBLIC SAFETY DATA NETWORK TRANSITION ...utteeutterureeauteenuteesiteeeseeeseesateesseesuseesaseesssseesssesabeessseesaseesaneesnseeesneesnens 56
ARJIS ACCEPTABLE USE POLICIES. .. .uttieiuttieiitiie sttt e sttt ettt st ettt e sttt e e s it et e st a e e s bbb e e e e s ba e e s e abb e e e sabaeessbaeesennnns 56
PRIVACY IMPACT ASSESSIMENTS .....tuteutesteeetessesseesesssessesseasesseeseaseaneaseensansesse et eeseaseanseneansensansanseaseensansensensansessessessesseansans 57
11. REFERENCE TO SAN DIEGO URBAN AREA SECURITY STRATEGY ...cccuuiiiiiimmmmnniiiiiiiinnnieesiiisiinnssnsssssssnnssssssssenes 58

FOR OFFICIAL USE ONLY (FOUO)
All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page v





REGIONAL TECHNOLOGY STRATEGIC PLAN

Prepared for

SAN DIEGO URBAN AREA

DOCUMENT CONTROL

Document Information

Document ID

[RPT130208]

Document Owner

Mike Scott

Issue Date

[February 15, 2013]

Last Saved Date

[August 19, 2016]

File Name

[San Diego Regional Strategic Technology Plan 2016]

Document History

1.0 2/7/13

2.0 7/1/16

Updated entire plan

FOR OFFICIAL USE ONLY (FOUO)

All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page vi





REGIONAL TECHNOLOGY STRATEGIC PLAN

Prepared for
SAN DIEGO URBAN AREA

Document Approvals
Regional Technology

Partnership Members

Security

City of San Diego Homeland

John Valencia,

m

County of San Diego Office
of Emergency Services

Holly Crawford,

City of San Diego Fire
Rescue

Brian Fenessy

City of San Diego Police

Al Guaderamma

Association

Department
County Fire Chiefs
o Don Butz
Association
San Diego Sheriff
Todd Frank
Department
District Fire Chiefs
Brett Van Wey

Police and Sheriff
Association

Walt Vasquez

This plan has been reviewed and approved by the Regional Technology Partnership members.

FOR OFFICIAL USE ONLY (FOUO)

All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security

preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page vii





REGIONAL TECHNOLOGY STRATEGIC PLAN
PREPARED FOR
SAN DIEGO URBAN AREA

Executive Summary

“A Framework for Regional Technology Coordination”

The Regional Strategic Technology Plan (RSTP) provides the San Diego Urban area with a road map for
implementing an effective approach to everyday prevention, protection, mitigation, response and recovery
through regional interoperability technology solutions. The plan provides a comprehensive technology
review of current San Diego Urban Area (SDUA) accomplishments, capability gaps, recommended
initiatives, challenges and details on regional investments.

The SDUA has made significant advances in the area of planning and implementing regional technology
solutions. Some key examples are the San Diego/Imperial County Regional Communications System
(RCS), the Automated Regional Justice Information System (ARJIS), San Diego Regional Public Safety
Geodatabase, Regional Computer Aided Dispatch (CAD) Interoperability, Regional Mass Notification
System, Situational Awareness Mapping tools and SanMAPS to name a few. Many more key examples are
described at length in this plan.

The success of technology initiatives, shared systems and collaborative agreements has been possible due
to the cooperative efforts of the organizations and agencies within the SDUA. These agencies are
responsible for Public Safety personnel and resources and a commitment to the betterment of the region
both inside and outside the SDUA. Each agency has made a strong commitment to share resources and
approach solutions from a regional perspective whenever possible.

This plan serves as a guiding document for implementation of regional technology projects over the next 36
months.

The remainder of this page is intentionally left blank.
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Goal 1
Interoperable
Voice
Communications

VISION

Effective approach to everyday prevention, protection, mitigation, response and recovery
through regional interoperable technology solutions.

Goal 2
Interoperable
Data Solutions

Goal 3
Interoperable
eospatial Solutions

Goal 4

Governance

INITIATIVES

1.1 Migration of radio systems
to Project 25 standards.

1.2 VHF radio infrastructure.

1.3. Cloud hosted video/web
conference solution.

1.4 — Regional Tactical
Interoperability
Communications Plan.

INITIATIVES
2.1 — Regional CAD Interoperability
2.2 — Mobile Data Devices
2.3 — ARJIS Dashboard.
2.4 - ARJIS Data Enhancements.

2.5 — Prehospital EMS Information
System.

2.6 — Cyber Security.

2.7 — Risk Analysis Center

2.8 - Mobile Device and Data Security.
2.9 - Wireless Data Services

2.10 - Resource and People Location
Services

2.11 — Palantir Application

INITIATIVES

3.1 — Digital Target Hazard
Plans.

3.2 — Data Synchronization
between SanGIS and Regional
Public Safety Geodatabase.

3.3 — Situational Awareness
Mapping.

3.4 — SanMAPS.
3.5 - ARJIS GIS Services.

3.6 — Next Generation 911 GIS
System Requirements.

3.7 InSIDer Plans

INITIATIVES

4.1 - GIS Program
Sustainment.

4.2 — RCIP Program
Sustainment.

4.3 - RTP Project
Management Services.

4.4 — New Technology
Policies and Procedures.

Figure 1 — Regional Technology Strategic Plan Vision, Goals, Initiatives

These initiatives are not prioritized in any particular order and only serve as a list of regional technology
solutions that the region should continue to work on or begin engagement. In conjunction with the San
Diego Urban Area Security Strategy, the RSTP should be used as a tool to support funding decisions for
the regions policy and funding authorities.

The RSTP can be utilized to implement regional technology solutions regardless of the funding source.
While the primary focus in recent years has been the Homeland Security grant funds, there will continue to
be opportunities to leverage multiple funding sources to implement this plan.
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This plan has been developed utilizing a variety of sources. These sources include the 2012 San Diego
Homeland Security Strategy, the 2013 Regional Strategic Technology Plan and interviews and input from
the various stakeholders who manage the technology initiatives listed in this plan.

1. PURPOSE

The overall purpose of the RSTP is to document accomplishments and current activities, identify capability
gaps, recommend initiatives, identify challenges and provide background information on regional
technology investments. This document provides a roadmap portraying the managed, phased growth of
technology solutions and systems to position the SDUA with the ability to uniformly:

> Respond to emergencies and multi-agency mutual aid situations.

> React to expanding needs in basic service requirements.

» Respond to growing voice, data and information sharing traffic loads.

» Provide the ability to leverage enhanced technologies.

The plan also serves to help inform stakeholders on projects to focus efforts and funding.

2. VISION

The vision of the RSTP is to enable the region to have an effective approach to everyday prevention,
protection, mitigation, response and recovery through regional interoperable technology solutions. The
RSTP is available to the SDUA as a guideline document to assure operability, interoperability and economy
of scale in the future application of technologies across the region. The RSTP is complimentary to the
requirements of previously approved documents that meet the goals and objectives for technology
initiatives in the SDUA. The RSTP works in conjunction with the San Diego Urban Area Security Strategy
which serves to identify capability strengths and gaps in the SDUA, and establishes a process to help fill
those gaps.

The RSTP is in alignment with the Department of Homeland Securities Interoperability Continuum vision.
This document focuses on the Technology, Governance and Usage sections of the continuum.
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3. GOVERNANCE

Governance is an organized structure of individuals or agencies that are authorized to make decisions
about and oversee the implementation of strategic initiatives. It provides management oversight and serves
as the policy and decision maker for an organization or effort. The governance structure for the SDUA
consists of existing boards, committees, or councils that have already been authorized or created
specifically to oversee technology initiatives.

Based on lessons learned during the San Diego region’s wildfires in October 2003 and an ARJIS hosted
Interoperability Communications Workshop, the SDUA sought a method for improving technology
interoperability opportunities. To meet this need, the Unified Disaster Council (UDC) established the
Regional Technology Partnership (RTP), a group comprised of senior Public Safety representatives
involved in emergency and disaster response. In 2005, the RTP was tasked with establishing a regional
technology support structure for the SDUA. The RTP in turn, with support of the UDC, approved the
creation of the Regional Technology Center (RTC) to be the operational arm and independent technology
clearinghouse for SDUA agencies. The San Diego State University Research Foundation provided the RTC
services under contract with the City of San Diego. In 2006, after a series of workshops, a strategy for
voice/data communications and interoperability, as well as a framework for improving regional cooperation
was approved by the San Diego Association of Governments (SANDAG) Public Safety Committee (PSC)
and UDC. To implement this strategy, the SANDAG Executive Board, the PSC and the UDC approved
support for the RTC to become the technical support arm for these bodies.
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In 2011, the Urban Area Working Group in collaboration with the RTP and City of San Diego Homeland
Security modified the technology support structure to focus on project management services through a
base contract with options to add additional services. The focus of the effort shifted from research and
strategic objectives to implementation of plans and projects. These services have been provided by L.R.
Kimball by contract with the City of San Diego.

POLICY AND FUNDING

The policy and funding bodies are responsible for directing regional interoperability and communications
policy and funding decisions, as well as providing lobbying and legislative support. The UDC and PSC are
responsible for addressing policy and funding issues within their areas of expertise. Additionally, they
collaborate with SDUA agencies to drive the region’s interoperability and communications efforts, while
making the best use of existing resources and mandates. This structure allows the region to involve key
stakeholders from all jurisdictions and disciplines in these efforts. The UDC continues its focus on
emergency preparedness, response and disaster planning. The PSC's focus is on issues related to
information sharing, data and privacy standards and crime analysis and prevention.

Under the authority of the UDC, an Urban Area Working Group (UAWG) Charter has been adopted to
make funding decisions for the use of Urban Area Security Initiative grant funds. The UAWG consists of the
18 cities in San Diego County and the County of San Diego as voting members. Additionally, advisory roles
are provided for by the Citizen Corps and tribal representation.

ADVISORY ROLE

The advisory level provides recommendations to the policy and funding bodies on the direction of the
regional strategy, the definition of scope and priorities for the implementation of strategic initiatives. One of
the most important roles of the RTP is the process of scoring and vetting of investment proposals seeking
Urban Area Security Initiative Grant funding. The RTP provides the UAWG with a recommendation on
allocation of funding based on grant requirements and certain criteria.

The RTP membership includes the following representatives:

City of San Diego Chief of Police

San Diego County Sheriff's Office

San Diego County Police Chiefs and Sheriffs Association

City of San Diego Fire Chief

San Diego County Fire Chiefs Association

San Diego Fire District Chiefs Representative

City of San Diego Office of Homeland Security Program Director
San Diego County Office of Emergency Services Director

VVVVVVYVYY
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REGIONAL TECHNOLOGY PARTNERSHIP SUPPORT SERVICES

In 2011, the RTP in conjunction with San Diego Office of Homeland Security modified the method for
technical support. Instead of a Regional Technology Center designed to test and evaluate technologies,
the focus was shifted to project management support and consulting services. In addition, the contract
allowed for issuing specific task orders to complete specific projects or develop plans, needs assessments
or studies on an as needed basis. The current contractor for this support is L.R. Kimball. The base contract
provides a program director for the RTP and a Geographic Information System GIS project manager.
Additional services have been added to support the Regional Computer Aided Dispatch Interoperability
(RCIP) project management, GIS System Administrator services, Regional Interoperability Communications
Plan (RICP) and Regional Emergency Communications Center (RECC) Study and VHF Gap Analysis.

4. TECHNOLOGY PLANNING AND IMPLEMENTATION CYCLE

The SDUA utilizes an ongoing planning and implementation

process to coordinate the region’s technology improvements.

This can be described as a Homeland Security Strategy
Cycle. The first step in this process is to perform a gap
analysis, identify capabilities and complete a risk
assessment. The next step in the process is to develop a set
of goals and objectives in the Security Strategy. Based on
those goals and objectives, input from the regional subject
matter experts, fire service leadership, law enforcement
leadership and emergency manager leadership, the
Regional Strategic Technology Plan is developed. This
combination of the Security Strategy and the Strategic
Technology Plan is then utilized to assist in development of
investment proposals, designed to address any regional

gaps that would improve our capabilities and reduce our risk.

Gap Anefyﬁis Xrl Diego Urban Area

Risk Assessment . Security Strategy
Capabilities Gouls and Objectives
) j Planning ..
’. fi._ and | IL._
Implementation Ia /
\ Cycle
Implementation
through o 8 5
Investments / " Regional Strategic

Technolegy Plan

5. GOAL 1—INTEROPERABLE VOICE COMMUNICATIONSs

Interoperable voice communications systems and capabilities are critical in the ability to effectively respond
to emergency incidents. The importance of having seamless communications and interoperability in the
SDUA cannot be overstated. Interoperable communications is consistently discussed as one of the most
critical issues on the priority list for public safety agencies and first responders.
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Accomplishments and Current Activities

City of San Diego migration to Project 25 digital radio system

The City of San Diego’s Public Safety users including the Police Department and Fire-Rescue Department
use the City’s radio system as their primary voice system. This network provides service to more than
16,000 users in over 25 City departments and covers an area of approximately 400 square miles. The City
operates a Motorola SmartZone Type 4.1 mixed-mode, analog/digital 800 MHz radio system. The City is in
the process of installing an Association of Public-Safety Communications Officials (APCO) P25-compliant
system.

Regional Communications System (RCS) migration to Project 25 digital radio system

In 2010, the County of San Diego, utilizing Urban Area Security Initiative (UASI) funding, contracted with
Federal Engineering, Inc. to develop a plan for procurement and migration to a P25 digital radio

system. Based on that plan, the County worked with regional partners to develop a new regional
partnership agreement, identify funding mechanisms, and to develop the requirements for competitive
solicitations for the procurement and migration. The first steps in this migration have focused on upgrading
the microwave backhaul network to an IP based standards system. This phase utilized an estimated eight
million dollars in UASI grant funding to implement the new technology. In June 2016, as a result of a
competitive procurement, the County awarded a contract to Motorola Solutions, Inc. to design and
implement the new Regional Communications System Project 25 digital public safety radio system. This
project has an estimated cost of $70 million for the infrastructure replacement and migration. Additionally,
the dispatch console systems at 24 public safety dispatch centers will need to be upgraded to be
compatible with the new P25 technology (at an estimated cost of eight million dollars).

VHF radio infrastructure gap analysis

In 2012, the County of San Diego Wireless Services Division contracted with Federal Engineering to
develop alternatives and identify the associated costs of additional VHF fire mutual aid resources. While a
large scale infrastructure improvement plan was not initiated, small incremental improvements have
improved VHF capability in some areas. In 2016, L.R. Kimball was contracted to complete an update on the
gaps in VHF capabilities. This report will identify opportunities to improve capacity and coverage and
recommend a plan for implementation.

Regional Video/Web Conferencing

Through the RTP support services, an analysis of options for regional video/web conferencing solutions
was completed. The resulting report identified a cloud hosted video/web conferencing solution as the most
cost efficient system to meet the desired objective. The County Office of Emergency Services has been
allocated UASI funding to implement a cloud hosted video/web conferencing solution. This project will
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provide a cloud hosted service to provide connectivity and interoperability between local and interagency
organizations.

Regional Interoperability Communications Plan

In 2014, L.R. Kimball was contracted to develop a Regional Interoperability Communication Plan. This plan
is a combination of a Tactical Interoperability Communications Plan and system failure plans, standard
operating procedures and strategic planning.

Regional Community Emergency Notifications Systems Enhancements

The County of San Diego Office of Emergency Services has taken the lead in hosting a variety of
capabilities for community emergency notifications systems. This includes Alert San Diego, SDEmergency
Mobile Application, communications with hearing impaired and language translation services. This
approach has allowed all agencies in the SDUA to utilize one platform for community emergency
notifications and helps reduce confusion for the public on where to look for information.

Capability Gaps

Migration to P25 standard for Land Mobile Radio System

The City of San Diego is approximately 80% complete with their migration to P25. The Regional
Communications System has developed a migration plan and has selected a vendor to begin the
replacement of the infrastructure.

VHF Radio Infrastructure
The current VHF radio infrastructure has some gaps in capacity and coverage to meet operational needs.
This includes opportunities to coordinate use of existing local government radio licensing.

Video Teleconference System
The legacy equipment is at end of life cycle and the 3C’s videoconference system will not be provided with
regional technical support.

Regional Interoperability Communications Plan

The Regional Interoperability Communications Plan was last updated in 2014. Since then, some of the fleet
maps have been modified or reorganized to meet operational needs. In addition, a common naming
convention has been developed for the VHF frequencies. Replacement of the infrastructure for the P25
standard may also have an impact on the communications plan. These changes need to be reflected in the
plan and the impacts on backup communications plan during system failure needs to be understood.
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Initiatives

Initiative 1.1 - Migration of land mobile radio systems to P25 standards
Complete the migration of the City of San Diego and Regional Communications System to the P25
standard.

Recommended Milestone
Complete the transition to a P25 digital radio system within 36 months.

Initiative 1.2 - VHF radio infrastructure.

Expand the VHF radio infrastructure to provide improved coverage and capacity for the region. This
includes coordination of available local government radio licensing. These improvements will support
mutual aid interoperability plans and provide a backup radio system during high use periods or potential
trunked radio system failure.

Recommended milestone
Complete the Expansion of VHF Radio Infrastructure Within 24 Months.

Initiative 1.3 - Cloud hosted video/web conferencing solution

The acquiring of a cloud hosted video/web conferencing solution will provide video teleconferencing
capability to support region wide communications of information. The system would leverage existing
technology infrastructure to allow multiple participants to participate from a variety of devices and platforms.

The County of San Diego is in the process of procuring a solution. Once procured, the solution will need to
be implemented in coordination with the participants.

Recommended milestone
Complete the implementation within six months.

Initiative 1.4 Regional Tactical Interoperability Communications Plan Update

Update the Regional Interoperability Communications Plan to capture changes in fleet maps, infrastructure
changes, VHF capabilities and the resulting impact on backup plans.

Recommended milestone
Complete the implementation within 12-24 months.

Challenges
» Radio infrastructure replacement requires significant amounts of funding.
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» Deployment of the cloud hosted video/web conference system will likely require technical support
to implement.

> Unknown sustainment plan for VHF radio infrastructure.

» Update to the Interoperability Communications Plan will occur during a transition phase of the
infrastructure.

6. GOAL 2—INTEROPERABLE DATA SYSTEMS

The SDUA should continue to provide and improve the regions interoperable data systems and capabilities.
This includes the ability to have access to mission critical wireless data networks for field applications,
shared database information and interoperable data sharing for coordination of emergency response.

The ability for all agencies across the region to have access to and share data is critical to the SDUA's
effectiveness. Emergency incidents and criminal activity do not stop at jurisdictional boundaries. When a
region collaborates and shares data, the regions fire and law enforcement is much more effective.

Accomplishments and Current Activities

Regional Computer Aided Dispatch Interoperability

The Fire Communications Centers implemented a CAD interoperability system to share and dispatch
resources across disparate CAD systems. This capability provides the technical capability to share
emergency response resources automatically. This allows the deployment of resources in a faster and
more effective way.

Regional License Plate Reader Project

ARJIS has provided the infrastructure for a single repository of license plate reader data that can be
accessed by all member agencies. A total of 12 agencies contribute license plate data to the single
database. In addition, the SANDAG PSC has approved an acceptable use policy for all members who
participate in the program

Risk Analysis Center Software

The SDUA and the Law Enforcement Coordination Center have deployed the Haystax -CalCOP solution to
catalog the regions infrastructure, perform core capabilities assessments and provide analysis of the
region’s risks. These tools support the development of the San Diego Urban Area Security Strategy and
Threat Hazards Identification Risk Assessment.

NetRMS Interfaces
Several law enforcement agencies have adopted Motorola’'s NetRMS records management system. ARJIS
has worked with those agencies that are using NetRMS to build interfaces to the ARJIS data network
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system. This has allowed near real time sharing and viewing of crime reporting information. A total of seven
interfaces have been completed.

ARJIS Law Enforcement Dashboard

ARJIS has built a platform for law enforcement regional situational awareness using the Omega software.
Law enforcement users can visualize data in a dashboard and geospatial format to improve their situational
awareness in near real-time. Information includes recent calls for service, crime reporting, critical
infrastructure plans, license plate reader data and the ability to perform crime analysis.

Mobile Data Devices

There have been several efforts by law enforcement, fire and EMS providers to deploy mobile data devices
in the field. Some of these efforts are multi-jurisdictional shared efforts and some are unique to the
individual agency.

ARJIS Mobile

With support from ARJIS, several law enforcement agencies have deployed 456 mobile devices across 35
agencies. The ARJIS Mobile program provides access to Mobile Field Interview, SRFERS tactical query,
facial recognition and COPLINK. This project has focused on the Android operating system.

Sheriff Mobile

In 2015 Sheriff's Department began large scale deployment of the mobile devices (phones and tablets).
To date the Sheriff's Department has deployed over 1800 mobile devices. These devices provide our
users with secure and seamless access to a variety of resources. Access is based on the user’s role
within the Department.

Fire and EMS

The Fire and EMS communities have deployed hundreds of devices across the SDUA. This includes a
variety of types of devices and operating systems. The primary function of these devices has been patient
care reporting, fire inspection reporting, situational awareness mapping, special event management,
incident location routing, field collection of facility information and access to structure and wildland
preplans.

ARJIS Network and Data Center

ARJIS has transitioned their previous data center to the National Law Enforcement Telecommunications
System with failover capability at SANDAG. This transition has also moved the ARJIS network servers to a
virtualized server environment.
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Palantir

The San Diego Law Enforcement Coordination Center has implemented the Palantir Software solution.
Palantir brings together data from multiple sources, displays and models data from disparate other IT
systems, enables real time updates of information, manages access to the data for security and privacy,
visualizes the relationships of data and assists the discovery of connections, trends and patterns in support
of law enforcement investigations.

ARJIS CAD Interfaces

ARJIS has completed three Computer Aided Dispatch interfaces that send data to the ARJIS Dashboard
(Omega) to display near real time display of current or recent calls for service. The El Cajon, La Mesa and
San Diego Police Departments are currently connected.

ARJIS Net Portal

ARJIS has developed a web based portal system that provides law enforcement personnel with a single
sign on location to access a variety of resources in one location. This substantially reduces the number of
login processes for law enforcement personnel.

Law Enforcement Coordination Center Cyber Security
The LECC has assumed a lead role in supporting the SDUA on issues of cyber security. This has included
providing intelligence, awareness, training, incident response and information sharing.

Capability Gaps

Regional CAD Interoperability

The capability of the CAD Interoperability has become mission critical for the SDUA fire communications
centers. This capability greatly improves the emergency response system. It is unknown at this time what
the long term technology solution will look like to maintain this capability.

Mobile Data Devices

The increasing use of mobile devices to access information creates additional opportunities to expand use
to more public safety personnel. Currently, mobile devices are not available to all public safety personnel.
An important capability of for these mobile data devices will be the use of shared applications that can work
on a variety of operating systems. These applications should focus on the sharing of information across
jurisdictions and disciplines.

ARJIS Dashboard

While several agencies are utilizing the ARJIS Dashboard for calls for service, license plate reader data,

crime reporting and crime analysis, not all law enforcement agencies are using the capability to its full

capacity. This includes the need for additional interfaces and training of personnel on the capabilities.
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Law Enforcement Data Enhancements

Additional data sources or enhancements have been identified for including in the ARJIS environment. This
includes the addition of data from the Probation Department, Parole Date and Firearms information. This
also includes required changes to the Uniform Crime Reports and National Incident Based Reporting
Systems to include use of force and bias based policing.

Risk Analysis Center (CalCOP)

Some infrastructure asset data is 7 years old and some sectors have limited information. The capability
assessment is 3 years old and should be updated as a part of the update of the San Diego Urban Area
Security Strategy process.

Mobile Device Data and Security

The expanding use of mobile devices for public safety personnel creates new data and device security
challenges. Significant progress has been made by ARJIS to solve data and security issues for law
enforcement use of mobile devices. The fast paced evolution of the mobile environment will require
additional, ongoing effort to stay current with the technology and operating system updates.

Prehospital Emergency Medical Services Information System

The current County of San Diego Emergency Medical Services patient care reporting system has limited
capability to provide near real time collection of patient care and tracking. The County of San Diego is in the
process of procuring a new emergency medical services information system that will provide near real time
patient care reporting, tracking and analytics. It is anticipated that the new system will be operational early
2017. Agencies utilizing a third party patient care reporting system will be required to implement a near real
time interface between their system and the County of San Diego. Full integration between all prehospital
EMS providers is anticipated in late 2017.

Cyber Security

The growing threat of cyber-attacks on public and private infrastructure and networks has left many public
and private entities trying to catch up with implementing effective protective and response measures. The
San Diego Law Enforcement Coordination Center (SD-LECC) is in an ideal position to support the SDUA
by providing information on current threats and available resources to prevent and mitigate cyber-attacks.
The amount of resources available to the SDUA to deal with this emerging and growing threat is limited.

Wireless Data Services

First responders and emergency managers are increasingly reliant on internet, web browser based tools to
communicate or gather intelligence from the field. Many of these incidents are in remote locations where
wireless data coverage is limited. The reliability of wireless data services can also be impacted by
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competition for commercial resources with the public during high events that cause a high demand on the
system. The reliability of wireless data services can also be degraded when infrastructure is damaged.

Resource and People Location Services
The SDUA has limited regional capability to provide near real-time location data and asset visualization.

Most law enforcement, fire service and EMS agencies utilize resource tracking capabilities through
automatic vehicle locating technologies to support emergency response decision systems such as
computer aided dispatch.

Many of the current vehicle location systems are dependent on commercial cellular service connectivity to
transmit position location. The reliability of this method can be impacted by poor coverage or competition to
connect during events with high demand for service.

The SDUA does not have a regional capability to locate individual personnel, equipment and assets in near
real time. Another gap in this area is the ability to locate people such as when needed for family
reunification or witnesses.

The ability to track vehicles, individual personnel, equipment, assets and locate people in near real time
would increase situational awareness and provide valuable information for decision makers.

Palantir

The LECC has acquired and implemented the use of the Palantir application to assist with law enforcement
intelligence coordination. Not all law enforcement agencies in the SDUA have received the necessary
training and access to utilize the Palantir application.

Initiatives

2.1 Regional CAD Interoperability.
Evaluate future technology options for maintaining the RCIP capability.

Recommended milestone
Complete the evaluation within 12-24 months.

2.2 Mobile Data Devices

Expand the use of mobile data devices and common applications for information sharing across
jurisdictions and disciplines.
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Recommended milestone
Ensure that a majority of first responders have access to mobile data devices and shared applications
within 36 months.

2.3 ARJIS Dashboard/CAD Interfaces

Expand the number of agencies contributing data and utilizing the dashboard for situational awareness and
crime analysis.

Recommended milestone
Ensure that the majority of law enforcement agencies have access to the Dashboard capability 24 months.

2.4 ARJIS Data Enhancements.

Integrate additional sources of data into the ARJIS data sharing environment. This includes probation data,
parole data, firearms data and required changes to the Uniform Crime Reports and National Incident Based
Reporting Systems to include use of force and bias based policing.

Recommended milestone
Complete the enhancements within 12-24 months.

2.5 Prehospital Emergency Medical Services Information System

Complete the implementation of the new County of San Diego Prehospital Emergency Medical Services
Information System and integration with all prehospital care providers to provide near real time patient care
information, patient tracking and analytics.

Recommended milestone
Complete the implementation within 12-24 months.

2.6 Cyber Security.
Ensure the SD-LECC has adequate resources to support the SDUA’s emerging cyber security threat
through intelligence, awareness, training, incident response and information sharing.

Recommended milestone
Evaluate the resource requirements and ensure adequate capability within 12-24 months.

2.7 Risk Analysis Center Infrastructure Asset Data

Update the infrastructure asset data to address data gaps and provide a more complete picture of assets
and risk. Complete an update of the SDUA capabilities to support an updated Security Strategy.

Recommended milestone
Identify necessary resources and complete an update to the data within 12-24 months.
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2.8 Mobile Device and Data Security Enhancements.
Continue to develop best practices for managing mobile devices and ensuring data security.

Recommended milestone
Ongoing, evolving effort over the next 36 months.

2.9 Wireless Data Services

The SDUA should develop additional capabilities to strengthen wireless data services for incidents in areas
that have limited commercial coverage, provide a contingency for damaged infrastructure and for events
that create a high demand for access.

Recommended milestone
Identify and implement solutions to strengthen wireless data services within 12-24 months.

2.10 Resource and People Location Services

The SDUA should evaluate opportunities to strengthen the reliability of automatic vehicle locations services
and develop regional capabilities to track the location of individual personnel, equipment and assets in near
real time that can be displayed in a visual tool. This should include tools that would support family
reunification and witness location services.

Recommended milestone
Identify and implement a Resource and People Location system within 24-36 months.

2.11 Palantir

Provide all interested law enforcement agencies in the SDUA with the necessary training and access for
use of the Palantir application.

Recommended milestone
Provide the necessary training and access to interested law enforcement agencies within 12-24 months.

Challenges

Identifying best long term technical path forward on CAD interoperability.
FirstNet implementation is likely to take several years to implement.
Development of data standards.

Constantly evolving mobile operating system changes.

Meeting requirements for both I0s and Android.

Funding sources for initiatives.

Implementation and training impacts on new technology capabilities.
Developing the right expertise for cyber security issues.

VVVVVYVYYVYY
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7. GOAL 3—INTEROPERABLE GEOGRAPHICAL INFORMATION SYSTEMS

The SDUA should continue to provide and improve the regions interoperable geographical information
systems and capabilities. Most data has a geospatial connection and can be referenced to a real-life
location on the ground. Data maintained in this manner is more valuable because it provides the user with
the ability to analyze the relationship to that of other data or features on the ground. Geographic
information systems provide the capability not only to look at feature locations, but also to analyze their
spatial relationships.

A comprehensive regional emergency geospatial information network increases the capacity for risks to be
assessed and prepared for; assets to be positioned and managed; people to be warned; personnel to be
deployed; damage to be assessed; rescue efforts to be targeted; and restoration activities to be tracked.
Geospatial technology allows for multiple sets of information to be analyzed, modeled and correlated in
order to find patterns that can lead to improved strategies for prevention, response and mitigation.
Perhaps the most important role of geospatial information and geospatial technologies is that of an
information integrator, providing both a canvas on which to post information from a wide variety of sources,
and the tools to combine, visualize and make sense of the data. In this way, geospatial capabilities are a
key component to decreasing or mitigating risk by providing the common operating picture needed by
Public Safety personnel to see the whole situation simultaneously and develop an appropriate, coordinated
response. In addition, geospatial technology allows aspects of that common operating picture to be
shared with the media in order to prepare the public, keep them informed and seek their assistance.

Accomplishments and Current Activities

Regional Public Safety Geodatabase Program (RPSG)

The RPSG program has provided a regional approach to development of public safety GIS needs. This
includes many aspects:

> Created single repository for the public safety geodatabase (Chula Vista server and Amazon
Web Services)

» Aregional data schema for public safety geospatial data has been developed and implemented.

This includes data such as streets, addressing, routing, preplan templates and map books.

Completion of 2,500 Digital Target Hazard Preplans (Fire Preplans) in a common, regional

template format.

Completion of 70 high priority Wildland Urban Interface Fire Emergency Response Plans.

Geodatabase Synchronization Phase 1 (analysis) of data with SanGIS.

Common Operating Data Services Developed ready to use GIS services that are interoperable

and can be easily shared as a single source of information.

» SanMAPS Group Implemented ArcGIS Online tool to create a GIS data sharing group.
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> Acquired high resolution aerial imagery for the SDUA.

Situational Awareness Mapping Applications

An assessment of options for situational awareness mapping options for the SDUA was completed in 2015.
Recommendations were provided and adopted by the Unified Disaster Council. The recommendations
included focusing on the use Next Generation Incident Command System (now SCOUT) and development
of the SanMAPS Emergency Operations Center (EOC) Incident Template. The SCOUT solution is in the
process of deployment and the EOC Incident Map has been developed and is ready for use.

InSIDeR

InSIDeR, operational as of March 2015, is a geographical viewer application accessible through the secure
SDLaw portal. InSIDeR is a repository of infrastructure information that can assist first responders during
tactical response, crisis management, search and rescue efforts, and emergency planning. The viewer
displays a digital map with facilities in San Diego County that can be selected to retrieve information that
may be imperative during emergency response

InSIDeR includes the following types of products:
Fire Preplans/Floor Plans — digitized fire preplans, digitized facility floor plans, or other types of
digitized facility plans
Virtual Walkthroughs - digital product that first responders can use to view the interior and exterior
spaces of a facility using 360 degree panoramic photos and existing floor plans or fire
preplans. The virtual walkthroughs are a “snapshot in time” and not a real-time product.
SWAT Tactical Surveys — produced by law enforcement and provide information that may be
needed during tactical response. Information included in the survey can include utility shutoffs,
building composition, door construction, obstacles/hazards on-site, etc.
First 30-Minute Guides — Provides information about a facility that may be needed by first
responders during the initial response phase. Information includes facility contact information,
gate codes or Knox box locations, max persons on-site, law enforcement initial perimeter posts,
hazmat on-site, critical nodes such as utility shutoffs and electrical control rooms, and aerial maps
of the facility.

Capability Gaps

Remaining high priority Digital Target Hazard Plans

The SDUA has approximately 1,000 high priority infrastructure sites that do not have a site plan completed
in the regional database format.

Geodatabase synchronization between RPSG and SanGIS

FOR OFFICIAL USE ONLY (FOUO)
All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page 18





REGIONAL TECHNOLOGY STRATEGIC PLAN
PREPARED FOR
SAN DIEGO URBAN AREA

Due to the differences in mission objectives, the GIS data layers in SanGIS and the Regional Public Safety
Geodatabase or Computer Aided Dispatch Systems have developed differences on available data and how
the data is stored and identified. Where possible, these two databases should be as close to the same as
possible. In order to accomplish this synchronization of data, an effort to fix or accept the differences is
necessary.

Operationalize Situational Awareness Mapping Tools

In 2015, the SDUA decided to focus situational awareness mapping efforts around two applications. They
are the ArcGIS suite of software and the Situational Awareness Collaboration Tool (SCOUT) hosted by
California Office of Emergency Services.

While these tools have been developed, the process of operationalizing the tools into the work flow is still a
work in progress. Progress can be made through training efforts, exercising the tools and inserting the tools
into workflows.

San Diego Multiple Agency Public Safety Services (SanMAPS)

In 2015, the SDUA began using the ArcGIS Online Group called SanMAPS to share common data services
that are found in GIS format. A user guide and initial training has been developed. Additional training on
use of SanMAPS is necessary to make further progress in developing this sharing method across the
SDUA.

ARJIS GIS Support Services

The increased use of geospatial tools has created a need for additional technical support to implement the
capabilities. Many local law enforcement agencies do not have the necessary GIS expertise to develop GIS
tools to support their mission. It is critical to ensure the regions data is validated properly using SanGIS and
a standard geo-coding service to ensure consistency among the various law enforcement agencies.
Without the necessary technical support, many of the geospatial capabilities are under-utilized. ARJIS is
positioned to provide GIS support services to its members with the addition of GIS analyst.

Next Generation 911 GIS Data

The Next Generation 911 system will be greatly dependent on a statewide aggregated GIS data service for
geospatial routing of 911 calls. The SDUA must develop a plan for how the region will create and maintain
a regional GIS system necessary to support the Next Generation 911 system requirements.

The SDUA has not made a decision on how to best meet the future requirements of an aggregated
geodatabase for the Next Generation 911 system.
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InSIDeR Plans
In order to complete the InSIDeR plans for the high priority sites in the SDUA, there is a need for the

continuation of collection and production of fire preplans, SWAT Tactical Surveys, First 30-Minute Guides,
and Virtual Walkthroughs to be included in InSIDeR for first responder awareness and preparedness. Gaps
include agreed upon priority assets, which is ultimately determined by individual agencies, and the inclusion
of that information in InSIDeR. Currently, Virtual Walkthroughs are not able to be viewed on a mobile
device. The ability to view Virtual Walkthroughs on a mobile device would be beneficial for first responders.

Initiatives

3.1 Digital Target Hazard Plans (Fire Preplans).
Complete the remaining high priority site plans.

Recommended milestone
Complete the remaining high priority plans within 36 months.

3.2 Synchronization of data between Regional Public Safety Geodatabase and SanGIS.
Complete the process of analyzing the differences in databases and develop an ongoing business process
of synchronizing.

Recommended milestone
Complete the synchronization of the databases within 12-24 months.

3.3 Situational Awareness Mapping Tools.
Provide additional training and tools to operationalize situational awareness mapping tools.

Recommended milestone
Provide the additional training and tools within 12-24 months.

3.4 SanMAPS

Provide additional training, exercises and development operational policies and procedures for all
stakeholders in the SDUA.

Recommended milestone
Provide the additional training, exercises and policies and procedures within 12-24 months.

3.5 ARJIS GIS Services

ARJIS is positioned to develop GIS tools including mobile applications that can be used to support local law
enforcement agencies perform their mission. These tools can be developed on the existing regional
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platforms utilizing ARJIS GIS support staff. This will significantly increase the region’s geospatial
capabilities.

Recommended milestone
Provide GIS support to law enforcement agencies over the next 36 months.

3.6 Next Generation 911 GIS Requirements.
Develop a plan for how the San Diego Operational Area will meet the GIS requirements of the Next
Generation 911 system.

Recommended milestone
Develop the plan and make policy decisions on implementation within 12-24 months.

3.7 InSIDeR Plans

The law enforcement community should complete an InSIDeR plan for the remaining high priority sites in
the SDUA. This includes the collection and production of information for inclusion on a day-to-day basis,
coordinating with participating agencies throughout San Diego County to identify assets that individual
agencies determine to be priority for their area of responsibility for inclusion into InSIDeR and manage
allocation of resources to collect and produce products for InSIDeR. This also includes the development of
technology to view Virtual Walkthroughs on a mobile device.

Recommended milestone
Complete the high priority sites and develop additional mobile capabilities within 36 months.

Challenges
> Creation of Fire Preplans must be supported with resources from the individual agencies to get
them completed,
> Significant effort is required to get through the initial RPSG/SANGIS synchronization process.
» Common operating data services require ongoing maintenance to ensure functionality and
accuracy.
» Operationalizing of situational awareness mapping tools will require significant training efforts.

8. GOAL 4 - GOVERNANCE

The SDUA will need to identify long term solutions for maintenance and sustainment of those projects that
will be ready to transition to a program. Many of the current technology projects that were created through
the use Homeland Security funding do not have clear plans for where they will be supported in the future.
In the interim, many of these projects have developed operational, technical or executive steering
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committees with regional representation. As these projects transition to programs and the possibility of
reduced grant funding, the region must identify a solution that is capable of supporting the required
maintenance and sustainment funding.

Accomplishments and Current Activities

Regional Public Safety Geodatabase (RPSG) Governance
The Unified Disaster Council accepted the governance role for RPSG project.

Regional CAD Interoperability Governance
The RCIP Memorandum of Understanding expired and a transition of governance to the Unified Disaster
Council was approved.

3C’s Public Safety Data Network Transition

The internet protocol based microwave backhaul equipment has been transferred and repurposed where
possible by the City of San Diego SafetyNet and the Regional Communications System. This transition has
allowed for the dissolution of the 3C’s Memorandum of Understanding.

ARJIS Acceptable Use Policies
ARJIS has developed and approved regional acceptable use policies for the License Plate Reader and
Facial Recognition capabilities.

Privacy impact assessments

Completion of privacy impact assessments for technologies such as license plate readers, facial
recognition and live video sharing of Metropolitan Transit Systems cameras with local law enforcement
agencies,

Capability Gaps

Regional Public Safety Geodatabase Sustainment
The long term solution for providing services and sustainment needs to be determined.

RCIP Sustainment
A governance document for sustainment and funding needs to be completed by the fire communications
centers.

Regional Technology Partnership (RTP) Support Services
The type of services and method for maintaining RTP support services needs to be determined and
procured.
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New Technology Policies and Procedures

New technologies will continue to require development of policies and procedures. This includes issues
such as records retention, privacy impact assessments, data sharing agreements and best practices for
new technologies.

Initiatives

4.1 GIS Program Sustainment
Identify the long term solution for providing services and sustainable funding.

Recommended milestone
Identify the long term solution for providing services and sustainable funding within 12-24 months.

4.2 RCIP Program Sustainment
Develop and adopt a governance document that supports sustainment and funding between the fire
communications centers.

Recommended milestone
Develop and adopt a governance document within 12 months.

4.3 Regional Technology Partnership (RTP) Services
Identify the types of services, complete procurement and determine future funding needs or sources.

Recommended milestone
Complete the implementation within 12-24 months.

4.4 New Technology Policies and Procedures

Develop new policies and procedures as new technologies are created. The can include privacy impact
assessments, acceptable use policies, records management, data sharing agreements and best practices.

Recommended milestone
Ongoing development of policies and procedures over the next 36 months.

Challenges

> The process for procuring services or establishing a recruitment process for program support can
be a lengthy and difficult process.

> The SDUA will need to identify alternative funding sources beyond grant funding to sustain new
capabilities.
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9. IMPLEMENTATION STRATEGY

The implementation strategy utilizes the eight goals from the San Diego Homeland Security Strategy to
organize the region into investment groups. The key stakeholders from each goal have been identified and
are represented in the following organizational chart;

Goal Stakeholders

SAN DIEGO URBAN AREA
ORGANIZATION CHART
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Figure 1—Organizational Chart

Each of these goals has objectives that have been identified through the Security Strategy based upon the
identified gaps, risk and capabilities assessment. These stakeholders utilize that information to support
investment proposals that can be submitted for consideration. If the Urban Area Security Initiative grant is
the funding source, the City of San Diego Office of Homeland Security collects those proposals for the
region. For UASI funding, the RTP has been designated as the first level review for prioritizing and ranking
projects for funding consideration. The RTP provides recommendations to the Urban Area Working Group

on how projects are scored for meeting the needs of the Security Strategy and regional benefit.
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Figure 2—UASI Investment Proposal Process

This process currently only applies to the UASI funding. Consideration should be given to utilizing this
process for any additional future regional funding sources.
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10. SAN DIEGO URBAN AREA TECHNOLOGY INVESTMENTS

For many years, San Diego has engaged in many regional technology projects to improve their everyday
prevention, protection, mitigation, response and recovery through regional interoperability technology
solutions. This section provides an overview, status and vision for the End State for several of these
projects.

City of San Diego and Regional Communications System Migration to P25
Standard

OVERVIEW

Project 25 (P25) or APCO Project-25 refers to a suite of standards for digital radio communications for use
by federal, state/province and local public safety agencies to enable them to communicate with other
agencies and mutual aid response teams in emergencies. Agencies in the SDUA share the vision of a
standards-based Regional Public Safety Communications System. The migration of the RCS from the
current Motorola SmartZone 3.0 architecture, combined with the migration of the City of San Diego from the
Motorola SmartZone 4.1 architecture to a P25 system in the SDUA will allow for the highest degree of
equipment interoperability, compatibility and economy of scale for all agencies in the region, while
leveraging, to the greatest extent possible, the existing infrastructure in both systems.

Project 25 is an open-system technical standard that has been nationally developed for more than 15
years. The P25 Steering Committee sought to establish open system standards so multiple vendors could
make competing products that are compatible. Many of the P25 technologies are still privately owned or
proprietary. However, the P25 Steering Committee only selected proprietary technologies as a
recommended standard when the owners agreed to freely share the technology with other competing
vendors. Every aspect of P25 is designed to benefit Public Safety agencies with a new level of
performance, efficiency, capability, and quality in two-way radio communications. The four key objectives
of the P25 Steering Committee include:

» Enhanced functionality with equipment and capabilities focused on public safety needs.
> Improved spectrum efficiency.

» Assured competition among multiple vendors through Open Systems Architecture.

» Effective, efficient, and reliable intra- and inter-agency communications.

By adhering to these objectives, P25 makes it easier for agencies to make informed decisions when
planning to convert from an existing system to a P25 digital system. Agencies are able to compare the
direct features and benefits of different vendor systems and equipment. The purpose is to make the
procurement process more competitive and fair.
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The P25 standard continues to be developed as the technology evolves and additional parts of the complex
standard are addressed. A basic P25 requirement for new digital radio equipment is backward
compatibility. This supports a phased migration into mixed analog and digital systems, allowing agencies to
gradually trade out radios and infrastructure equipment.

Even though P25 networks will be backward compatible, the current RCS product life is nearing the end of
life; therefore, supporting the current infrastructure will become increasingly difficult. The end of the RCS
product life cycle increases the importance of planning for the phased upgrade and replacement of the
current radio system infrastructure and identifying the funding necessary to transition to a P25 network.

STATUS

Local first responders in SDUA currently operate on two shared 800 MHz radio systems; the RCS and the
City of San Diego Radio System (CSDRS) for primary public safety voice communications. Both systems
are in the early phases of upgrading to P25.

City of San Diego Radio System

The City has implemented a metro San Diego Motorola Digital 700 MHz P25 trunked radio system which
seamlessly links into the existing 800 MHz Analog Motorola SmartZone 4.1 system. The metro San Diego
P25 radio system is operational on 20 channels at six radio hi-site locations and two ASR (Intelli-repeater)
site locations with approximately 900 subscriber units. Both San Diego PD dispatch and SD Unified
Schools PD dispatch are cut-over to P25 7500 consoles and SD Fire Rescue will be cut-over by late 2016.
The City completed construction of a Nokia IP/Ethernet MPLS backhaul 1Gig fiber and 200 Mbit microwave
system in December 2015. Overall, the metro CSDRS P25 system is currently about 80 percent complete
and will be 100 percent complete by December 2017 with an additional hi-site at Otay Mtn.

Regional Communications System

The County has developed a multi-year plan to upgrade RCS to a fully P25 compliant system. In 2013, the
County is completed a project to replace the RCS trunked radio proprietary core equipment with a P25 core
and interoperable gateways to link the core to the existing Motorola SmartZone 3.0 radio infrastructure. The
County then addressed the replacement of the RCS microwave backhaul network with an IP-standards
based system (which is required to support a fully P25 compliant system). This project was completed in
2016. The County is currently planning the replacement of the RCS trunked radio system over the next
three years.

Another component of this migration is the replacement of portable and mobile radios. Approximately 25%
of the current 24,000 devices will need to be replaced by the individual agencies.
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CONVENTIONAL VOICE:

The SDUA has developed a number of sites to provide multi-band gateways between users of these
shared systems and other government users who are not equipped to operate on one of these two
networks. These systems support both interoperability and mutual aid response to threats in the region and
provide backup communications capability. The County is in the process of replacing all of the legacy
conventional radios utilized in these mutual aid/gateway systems with P25 capable radios in order to
facilitate a future transition to full P25 operations.

VISION OF END STATE

After transitioning to P25 systems, SDUA will be able to link the two systems to provide significantly
increased interoperability and potentially increasing network capacity for operating decades into the
future. Many of the subscriber radios currently being used on RCS and the City are capable of using both
700 and 800 MHz frequencies. The RCS and the City of San Diego have been allotted sufficient 700 MHz
channels for future use in public safety radio communications systems.

Implementation of a Regional network of P25 Radio Systems will provide full digital operation within various
spectrums (VHF, 700 MHz and 800 MHz), a higher degree of privacy through improved encryption
standards and significantly enhanced user and resource capacity.

The long-range plan for achieving communications interoperability across the SDUA’s multi- jurisdictional
and multi-agency boundaries includes the long-term convergence of all radio systems to digital, open-
standards technology and implementation of the most current version of the P25 standard available at the
time of purchase. Project 25 system technologies will allow seamless communication between SDUA
Public Safety agencies operating on 700 MHz and 800 MHz spectrum and other P25 Public Safety
agencies operating on different spectrum. Federal and State Public system users in the 150 MHz band will
have the capability to communicate with SDUA users, since all agencies’ users have reciprocal coverage
with their radio systems. Through the implementation of the P25 standard, SDUA can achieve seamless
interoperable radio communications

VHF Radio Infrastructure

OVERVIEW

As the SDUA transitioned to a trunked radio system, many local government agencies had limited need to
maintain their legacy VHF radio infrastructure. As a result, some of the infrastructure sat unused or was
allowed to reach its end of life cycle without replacement.

With significant wildland events in 2003, 2007 and 2014, the fire service community has recognized the
need to keep a robust VHF radio capability. These events depend heavily on VHF radio systems to support
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interoperability of mutual aid resources and to meet requirements for communications with aerial firefighting
resources.

The county wide power outage and subsequent radio system degradation of the trunked radio system also
identified the need to consider backup communications systems, such as VHF.

The availability of VHF radio capability can also assist with system capacity issues on the trunked radio
system that can occur during times of high usage. The VHF radio capability allows the opportunity to shift
some users off of the trunked radio system, providing additional capacity.

STATUS

In 2012, the County of San Diego Wireless Services Division contracted with Federal Engineering to
develop the alternatives and identify the associated costs of additional VHF fire mutual aid resources. While
a large scale infrastructure improvement plan was not initiated, small incremental improvements have
improved VHF capability in some areas. In 2016, L.R. Kimball was contracted to complete an update on the
gaps in VHF capabilities. This report will identify opportunities to improve capacity and coverage and
recommend a plan for implementation. The report is scheduled for completion by early fall of 2016.

VISION OF END STATE

The VHF Gap Analysis will provide a road map to developing a robust VHF radio system that can support
interoperability during incidents requiring mutual aid resources, provides a backup communications system
to the trunked radio system and can provide additional voice communication capacity during times of high
use.

Regional Video/Web Conferencing

OVERVIEW

Video and web conferencing solutions have proven to be a useful communications tool when multiple
stakeholders are in different locations. In 2006, the SDUA allocated funds to support a video teleconference
system to be hosted on the 3C’s Public Safety Data Network video teleconference room systems and the
necessary infrastructure was deployed to approximately 70 locations in the SDUA.

STATUS

Much of the original equipment provided for as part of the 3C’s program is reaching its end of life cycle. In
2015, the RTP Program Manager was tasked with identifying solutions for replacing the existing system.
The report recommended transitioning to a cloud hosted solution that could possibly leverage the remaining
life on the existing room systems and could be used across a variety of platforms such as desktop
computers, laptops, tablets and phones.
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The County Office of Emergency Services has been allocated UASI funding to implement a cloud hosted
video/web conferencing solution. This project will provide a cloud hosted service to provide connectivity and
interoperability between local and interagency organizations.

VISION OF END STATE
Provide the members of the Unified Disaster Council with a common platform for video and web
conferencing.

Regional Tactical Interoperability Communications Plan

OVERVIEW

The Tactical Interoperable Communications Plan (TICP) is designed to allow urban areas, counties,
regions, states, territories, tribes, or federal departments and agencies to document interoperable
communications governance structures, technology assets, and usage policies and procedures. The TICP
is used to clearly define the breadth and scope of interoperable assets available in the area; how those
assets are shared and how their use is prioritized; and the steps individual agencies should follow to
request, activate, use, and deactivate each asset. Completed TICPs were required for all 2005 Urban Area
Security Initiative (UASI) sites and are encouraged for newly designated UASI (and non-UASI) cities,
counties, multi-county regions, tribes, and states/territories.

STATUS

In 2014, L.R. Kimball was contracted to update the Regional Tactical Interoperability Communication Plan.
This plan is a combination of a Tactical Interoperability Communications Plan and system failure plans,
SOP’s and strategic planning.

VISION OF END STATE
As radio systems are enhanced or modified, the TICP will require occasional update to reflect the changes.

Regional Community Emergency Notification Systems

OVERVIEW

The SDUA has developed a variety of methods for keeping the public informed before, during and after an
emergency. While many of the SDUA communities utilize a variety of methods for communicating with their
residents at a local level, the County of San Diego Office of Emergency Services has taken the lead on
providing regional emergency notification systems. The County of San Diego Office of Emergency Services
utilizes a variety of methods to communicate emergency public information with the region.
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AlertSanDiego
The County of San Diego, in partnership with Blackboard Incorporated., has instituted a regional notification

system that is able to send voice, text message, and email alerts and notifications to residents and
businesses within San Diego County impacted by, or in danger of being impacted by, an emergency or
disaster. This system, called AlertSanDiego, is used by emergency response personnel to notify those
homes and businesses at risk with information describing the event and actions (such as evacuation) they
are asking them to take. The system utilizes the region’s 9-1-1 database, provided by AT&T, and therefore
is able to contact landline telephones whether listed or unlisted. It is Teletype/Telecommunication Device
for the Deaf (TTY/TDD) capable.

Because the system uses the 9-1-1 database, only landline numbers are in the system. If the resident has
a VolIP or cellular telephone and would like to be notified over that device, or if they want to receive a text or
email notification, they must register those telephone numbers and/or email addresses for use by the
system.

Accessible AlertSanDiego

This service provides accessible emergency public information to residents of San Diego County who are
deaf, blind, hard of hearing and deaf/blind. Accessible AlertSanDiego sends accessible alerts and
information to Internet and video capable devices, such as computers, cell phones, smart phones, tablet
computers and wireless Braille readers. These alerts are offered in American Sign Language (ASL) with
English voice and text.

SDEmergency Website

The “go to” source for information online during a disaster is www.SDCountyEmergency.com. This website
will be promoted to the media/public as the official disaster information website. The site will include: maps
depicting impacted areas; evacuation zones; shelter locations; disaster perimeters; Local Assistance
Centers; feeding sites; social media feeds of the primary responding organizations; press releases and
resources produced by the County; and other pertinent disaster related information.

The ReadySanDiego site features preparedness local hazard information and educates and empowers
residents to make a Family Disaster Plan, build an emergency supplies kit, stay informed with
AlertSanDiego, and get involved with emergency response programs such as Community Emergency
Response Team (CERT). The SDCountyRecovery site provides specific recovery tools and resources to
maximize disaster assistance to eligible public and private entities and residents through various local,
state, and federal disaster assistance programs.

Mobile Applications
The SD Emergency App contains disaster preparedness information, interactive checklists for residents to
create their emergency plan, build an emergency supplies kit, and when disaster strikes; the SD
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Emergency App will keep them informed with emergency updates, social media feeds, interactive
emergency maps and shelter locations and statuses. The SD Emergency app leverages push notification
technology to quickly notify app users of new emergency updates.

The County of San Diego Office of Emergency Services (OES) created the SD Emergency App to better
prepare and inform San Diego County residents and visitors about disasters. With SD Emergency, the tools
they need to plan, prepare and respond in an emergency are right at their fingertips.

Wireless Emergency Alerts (WEA)

OES has partnered with this FEMA administered system that provides alerts and notifications to cell
telephones in specific geographical areas. The local integration of WEA included a regional field test in San
Diego County to test the system. WEA is accessed through the Integrated Public Alert and Warning System
(IPAWS).

Emergency Alert System (EAS)

The EAS system is used to provide emergency information to the public utilizing area radio, television,
satellite and digital media. It is a federally designated system that is mandated by the Federal
Communications System, all area broadcasters are encouraged to participate. The EAS warning is
received by the entire region and not just those in the affected area, therefore an accurate description of
the area affected is a required part of the message. The primary EAS station for San Diego County is
KOGO AM 600. The secondary station is KLSD AM 1360.

Social Media

Numerous County departments engage residents through social media. During a disaster the OES and
County Twitter (@readysandiego, @sandiegocounty), Facebook (ReadySanDiego, sandiegocounty) and
YouTube (ReadySanDiego) accounts will be publicized as the “go to” source for information in the social
media realm during a disaster. County Communications and/or OES will utilize Tweetdeck, a program
which allows us to send one message to multiple Twitter and Facebook accounts. In this way, we will send
the same disaster related message out to County, OES, Public Works, HHSA and any other appropriate
departmental social media accounts.

211 San Diego - 2-1-1 provides a 24/7 hotline connected to a highly trained team providing the up-to-date
information in an emergency. Vital information about conditions and services such as road closures,
evacuation routes, shelters and more.

STATUS

The SDUA has supported a regional approach to emergency notification systems. This approach is

especially effective when an emergency is multi-jurisdictional and impacts many agencies. At the same

time, through an MOU, local agencies are given training and limited access to utilize the alerting systems at
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a local level. This allows a more effective approach and eliminates duplication of effort for emergency
notification systems.

The Office of Emergency Services has expanded the mobile application resource by adding links to each of
the interested cities in SDUA. This again provides a resource of information for preparedness from a
regional approach and avoids duplication of effort.

VISION OF END STATE

The SDUA will continue to enhance the methods for communicating information to the public before, during
and after emergencies. The Office of Emergency Services is the natural lead for a regional approach to this
function. While local agencies will continue to manage communication with their jurisdictions at their own
local level, they should continue to leverage the regional resources to avoid duplication of effort. These
emergency notification systems go well beyond the early concepts of calling landlines for alerts and
notifications. They now include methods such as texting, social media, emails, cell phones and mobile
applications. Of special interest will be the Wireless Emergency Alerts (WEA) System that will be able to
send emergency notifications to all WEA capable cell phones based on the user’s geographical location.

Regional Computer Aided Dispatch Interoperability Project

OVERVIEW

The Regional CAD Interoperability Project (RCIP) allows SDUA Fire Communications Centers’ CAD
systems to seamlessly exchange data between each system where appropriate, regardless of the
manufacturer. The solution is flexible enough to accommodate future CAD interoperability requirements
and provide for growth to accommodate additional public safety agencies and functions as needed.
Integration with selected third party systems, such as ambulance and utility companies has also been
implemented.

Through a competitive bid process, Thinkstream Inc. was selected and contracted to implement this
capability in 2009.

To support this project, a Memorandum of Understanding (MOU) was executed by the interested parties.
The MOU provided for governance through an Executive Committee, Steering Committee and Technical
Group.

STATUS

By 2012, four Fire Communications Centers were connected and utilizing the system to allocate fire and
EMS response resources across communications centers jurisdictions. This capability greatly reduced the
time required to request resources from contiguous agencies by performing what used to be a manual
function into an automatic function, without the need for a required phone call. The communications centers
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included San Diego Fire Rescue, North County Dispatch, Heartland Communications and CALFIRE Monte
Vista.

The remaining local government Fire Communications Center is the City of Escondido. Escondido is a
combination law and fire dispatch facility. Due to CAD vendor and Thinkstream challenges, this connection
has not yet been completed.

In addition, some efforts were made to connect the San Diego Harbor Police to the system due to their
interaction with San Diego Fire resources. This connection was not completed.

The original MOU document governing the project was valid for five years. Rather than executing or
extending the document, a recommendation was made and approved for transition to a program under the
Unified Disaster Council.

In 2015, Thinkstream was forced into a bankruptcy process. This process had a significant impact on any
ongoing efforts to add additional connections. As a result of the bankruptcy process, the company’s assets
were acquired by Thinkstream Acquisition. The new owners of the company have committed to support and
maintain the RCIP capability. The City of San Diego Office of Homeland Security executed a short term
agreement for maintenance and support through November 2016.

The current effort is focused on completing the Escondido connection and maintaining the system. There is
currently no ongoing effort to complete any law enforcement connections.

With the primary focus on fire communications centers only, the governance model under the Unified
Disaster Council is under review. A recommendation has been made to transition to a MOU type
arrangement between the fire communications centers. Additionally, the procurement of maintenance and
support services will transition to a fire communications center for execution and managing. A scope of
work to support a request for proposals is under development for the procurement of services after
November 2016.

VISION OF END STATE

It is anticipated that the level of interoperability capability between disparate CAD systems will improve over
time. In the meantime, a CAD integrator like RCIP is mission critical to allowing communication between
disparate CAD systems. The focus in the short term is to maintain the capability, fix bugs and respond to
necessary changes that occur as a result of CAD upgrades. In the long term, the Fire Communications
Centers will need to identify the best solution for maintaining the capability.
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Regional License Plate Reader (LPR) Project

OVERVIEW

In use nationally for the past decade, LPR systems have been regarded as effective tools for identifying
and recovering stolen vehicles, and/or vehicles that are wanted in conjunction with a crime, to include
AMBER alerts. LPR systems consist of specially designed high-speed cameras combined with
sophisticated computer algorithms capable of randomly capturing an image of a license plate and
converting the plate characters into computer-readable data. The text files can then be sent to a computer
and compared against pre-existing data files, such as ‘hot lists’ containing records of stolen or wanted
vehicles as well as vehicles associated with AMBER alerts, missing persons, wanted subjects or other
criteria. If a match is found, the LPR user (law enforcement officer or agency) is notified by an audible alert
and an associated notation on the user’'s computer screen.

STATUS

In 2008, San Diego County law enforcement agencies began procuring their own LPR systems. During this
same time, ARJIS partnered with the National Institute of Justice (NIJ) to develop a national LPR standard
for sharing LPR data between agencies. In 2009, Urban Area Security Initiative (UASI) funds were awarded
to ARJIS to procure a regional server to share LPR data among its member agencies. From calendar year
2009-2014, 11 ARJIS member agencies continued to expand their number of LPR cameras and develop
interfaces to send their LPR reads in real-time to the regional server.

Regional LPR statistics gathered from 2009-2014, demonstrated the effectiveness of LPR with the stolen
vehicle recovery rate for San Diego County (percent recovered out of the total stolen) improving
significantly each year, from 57 percent of the region’s stolen vehicles being recovered in 2009 to 82
percent in 2014.

A management report from the San Diego Police Department’s Eastern Division highlighted results on one
of their LPR vehicles. Those statistics include 407 alerts on stolen vehicles and 202 stolen vehicle
recoveries over a 2 ¥ year period.

Agencies have reported many other success stories, from carjacking, to sexual assaults, homicides, and
felony hit and run incidents that were solved due to LPR data.

The LPR project is a system that captures pictures and data from license plates. The License Plate Reader
can be fixed or mobile (handheld or on a vehicle). The value of the LPR systems includes locating and
recovering stolen vehicles, solving cases, linking crimes, providing investigative leads and a force
multiplier. This project includes the deployment of UASI funded mobile and fixed LPR systems and the
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regional collection of data. Recognizing that regional data would provide the ability to use LPR data to
identify offenders and solve crimes across jurisdictions, and assist agencies by supplying a storage option,
ARJIS, at the request of the San Diego HIDTA, partnered with ONDCP to fund a regional server for sharing
and accessing cross-jurisdictional LPR data

In 2015, the SanDAG Public Safety Committee approved the Acceptable Use Policy for the Regional
License Plate Reader System. The purpose of the Acceptable Use Policy for the Regional License Plate
Reader (LPR) System is to outline the responsibilities of ARJIS in its role as a law enforcement information
technology provider for the regional LPR server. ARJIS, in cooperation with local, state, and federal law
enforcement agencies, maintains the regional LPR data repository in support of law enforcement efforts to
improve public safety.

Operational protocols for how the LPR technologies are utilized by law enforcement agencies are dictated
by those individual agencies, and must be consistent with the Regional License Plate Reader Operational
Protocol (currently in development by the County Chiefs’ and Sheriff's Association) California Law
Enforcement Telecommunications System Policies, Practices, Procedures, and Statutes (published by the
California Department of Justice), and the Criminal Justice Information Services Security Policy (published
by the Federal Bureau of Investigation).

The initial LPR policy created in 2012, broadly governed both the technical and operational aspects of
license plate reader technology. As this project has now been fully implemented, staff in collaboration with
stakeholders developed a dedicated policy focusing solely on the role of ARJIS as the service provider for
the project. As an “acceptable use” policy, this document sets forth rules restricting how the system may be
accessed and defining how it is maintained. To ensure ARJIS policies are consistent with those at the state
and federal levels, ARJIS has collaborated with the International Association of Chiefs of Police (IACP) in
the development of the proposed policy.

VISION OF END STATE

As the integration of the regional license plate reader programs continues, a substantial amount of records
will be available. Enhancements to the current mapping dashboard will provide geo-analytical tools for LPR
to identify trends and patterns. In addition, automated notifications on suspicious vehicles within predefined
critical infrastructure and other geo-fenced areas of interest will be developed.

CalCOP-Haystax Risk Management Software

OVERVIEW
The CalCOP-Haystax risk management software combines several modules to create a variety of
information for analysis. The modules include;
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» Asset management - Allows the region to identify and document infrastructure assets.

» Survey assessment tools — Allows the users to develop their own forms for doing security
assessments.

» Threat and Hazard Manager — Enables the user to view and adjust threat and likelihoods and
combine with asset information for a picture of the threats and hazards in their jurisdiction.

> Capabilities Assessment — Enables users to perform detailed capabilities assessments for the
region.

> Risk Analysis Center —Provides default threat and hazard likelihood, vulnerability and consequence
data and combines it with the asset catalog to create a risk analysis of an asset, jurisdiction, sector
and sub-sector.

> Situational Awareness Map Viewer — Provides map viewer to display information within the system
and feeds from outside data sources.

STATUS
While the software has several capabilities, the SDUA has focused on infrastructure asset management,
capabilities assessments, threat and hazard manager and the risk analysis center.

The SDUA has entered approximately 5,000 infrastructure assets into the system. The initial upload was
accomplished in 2009. The users continue to adjust the threat and hazard levels based on current
intelligence information and continue to refine the data. This infrastructure information has been used to
understand what infrastructure may be at risk for a variety of threats. While the data in the system provides
a good picture of the regions infrastructure assets, some sectors of infrastructure have limited information
and the database could be more accurate with an update effort.

A more complete picture of the regions assets would require a substantial effort to update the data. If the
SDUA desires a more complete, up to date picture of the infrastructure assets, resources will need to be
committed.

The SDUA stakeholders have participated in two workshops that included subject matter experts to provide
input on the regions core capabilities. This process assists with identifying the regions strength’s and
weakness in the core capabilities.

The Risk Analysis Center and Threat and Hazard Manager tool continues to support the development of
the San Diego Urban Area Security Strategy.

The funding required to maintain and enhance the software has been provided by the State of California
through the use of State Homeland Security Grant Funds, The City of San Diego OHS manages that
contract on behalf of the 8 UASI’s.
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VISION OF END STATE

The CalCOP-Haystax risk management software will continue to provide a means to catalog infrastructure
assets, understand the threats and hazards, complete a capabilities assessment and provide a risk
analysis. To maintain an up to date and accurate picture of infrastructure assets and the SDUA core
capabilities, the SDUA will need to commit resources to update.

The long term funding picture for this capability is unclear. At this point, the State of California is providing
the funding on a year to year basis for the all California UASI's.

NetRMS Interfaces

OVERVIEW

Through a collaborative effort with the Sheriff, ARJIS has developed stable real-time interfaces to agencies,
NetRMS systems. Additional agencies have implemented or are in the process of implementing NetRMS.
Each agency needs an interface to ARJIS which requires ARJIS staff to program, test, validate, & classify
agency data for standardized regional UCR Reporting. Project funds will provide support for the NCPD,
CBPD, Sycuan interfaces & a property and evidence module for all of the agencies in the region.

The information is regularly used in both investigative and interdicted efforts thereby supporting both law
enforcement and homeland security functions. Effective data sharing allows agencies to fully utilize the
information systems as a force multiplier by focusing resources more effectively. It also enhances
homeland security effectiveness by aiding in the identification of people/vehicles frequenting critical
infrastructure and linking those who may be involved in planning activities.

STATUS

The San Diego Sheriff's Department negotiated a contract on behalf of the region that allows jurisdictions to
implement NetRMS records management system at their police agencies. A key requirement in the
implementation of NetRMS was to ensure the data captured in NetRMS could be configured into ARJIS for
standardization and regional access. To address this requirement, an interface was developed from the
Sheriffs NetRMS to the ARJIS Enterprise database to include record types such as crime cases, field
interviews, traffic accidents and citations. There are several law enforcement agencies that have completed
their implementation. They include:

El Cajon
Oceanside
Chula Vista
Escondido
Carlsbad

San Diego Harbor PD
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La Mesa
Sheriff

Additional agencies in the process of transitioning:
Coronado
San Diego
Sycuan
San Diego Metropolitan Transit System

Each agency’s interface requires customization from ARJIS staff to ensure the data is mapped correctly,
standardized for regional UCR reporting and for use in the ARJIS suite of tools.

There are currently seven local agencies that have implemented or in the process of implementing
NetRMS. Two additional agencies, National City and Carlsbad have initiated implementations but do not
have the resources to fund ARJIS for the required assistance. In addition, the Sycuan Tribe was recently
approved by CAL-DOJ and the Sheriff's Department to become a member of ARJIS. Sycuan has requested
to contribute records to ARJIS via NetRMS. This is a significant effort as this will be the first time tribal data
is shared throughout the region via ARJIS. Without the aforementioned interfaces to ARJIS, agencies
would not be able to share the data that resides in each agency NetRMS with the rest of the region. In
addition, agencies wouldn't have the capability to use ARJIS tools such as the Dashboard and COPLINK
for accessing the data.

VISION OF END STATE

The successful integration of NetRMS data from multiple police agencies to the ARJIS Enterprise database
will have a positive impact on the region by facilitating real-time automated entry, validation and
classification of crime incidents throughout the region. This results in a much more robust and efficient data
exchange mechanism whereby full report narratives, photos and other data elements will interface to ARJIS
in near-real time without intervention by data entry clerks. Finally, the timeliness of the data will greatly
enhance the investigative capabilities of the ARJIS query tools.

AR]JIS Dashboard

OVERVIEW

The ARJIS Regional Mapping Dashboard allows users to organize and analyze geographic information on
regional incident data. The Dashboard displays county-wide police incident and officer notification
information from agencies that contribute data to ARJIS, crime reporting, critical infrastructure plans,
license plate reader data and the ability to perform crime analysis.
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STATUS

During Phase 1, the application was procured, customized, tested, and deployed to ARJIS member
agencies and trainings were held throughout the region. While the feedback from users has been positive,
there have been requests for an additional phase to deploy enhancements to the application.

The recommended enhancements were compiled and included in a Phase 2 proposal that was submitted
to the Urban Area Working Group (UAWG). Responsible for prioritizing the region’s proposed UASI
projects, the UAWG rated the Mapping Dashboard Phase 2 as a high enough priority for inclusion in the FY
2014 UASI grant application. The Phase 2 enhancements include new mapping layers for the region’s
critical infrastructure layers such as school floor plans, additional information on the addresses of parolees
and high-risk probationers, and the plotting of CAD 911 calls for service.

ARJIS has built a platform for law enforcement regional situational awareness using the Omega software.
Law enforcement users can visualize data in a dashboard and geospatial format to improve their situational
awareness in near real-time. Information includes recent calls for service, crime reporting, critical
infrastructure plans, license plate reader data and the ability to perform crime analysis.

VISION OF END STATE

The ARJIS Dashboard provides a powerful tool for law enforcement personnel to view incident data in near
real time and provide access to other data such as LPR and infrastructure site plans. An aggregated view
of information across multiple jurisdictions will greatly improve situational awareness. The goal is to have as
many ARJIS members providing data and using the tools as possible.

ARJIS Mobile

OVERVIEW

The initial goal of this project was to provide Terrorism Liaison Officers (TLO) capability to access critically
needed Public Safety data on a near real-time basis in a mobile environment. Providing the TLO’s with
mobile data devices with access to Public Safety applications enhanced cross jurisdictional sharing of
information and enabled timely officer notifications and alerts. This enhanced the ability to identify
suspicious activity and potentially disrupt terrorism and other criminal activities.

ARJIS has taken the lead to provide project management for this technology. ARJIS supported the
selection and purchase of the mobile data devices and configured the devices to connect to several
sources of information that are useful for law enforcement to have access to in a mobile environment.

STATUS
ARJIS has extended the capability beyond the original TLO’s and have been assisting law enforcement
agencies with deploying their own mobile devices using the infrastructure that has been built. To date, a
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total of 456 devices have been deployed to 35 agencies. These mobile devices have access to a variety of
applications, including;

> State, Regional Federal Enterprise Retrieval System (SRFERS)
> Mobile Field Interview

> Facial Recognition

» COPLINK

In 2015 Sheriff's Department began large scale deployment of the mobile devices (phones and tablets).
To date the Sheriff's Department has deployed over 1800 mobile devices. These devices provide our
users with secure and seamless access to a variety of resources. Access is based on the user’s role
within the Department.

VISION OF END STATE

The ARJIS Mobile environment continues to develop capabilities such as a public safety application store
where law enforcement personnel can add applications that are user friendly on mobile devices. The next
major initiative will be the ARJIS Mobile ID. The ARJIS Mobile ID is a capability that will allow officers to
read individual's identification barcode (i.e.; Driver's License, Military ID) rather than having to type in a
name, DOB and/or driver’s license number to confirm an individual’s identity. More than 200 unique DMV
and other ID barcode formats to include every state and military branch, all Canadian provinces and select
Mexico states will be able to be authenticated immediately. Information returned on individuals will pre-
populate ARJIS applications to query information on wants, warrants, officer notifications and potential
terrorists and criminal records.

The Sheriff Department’s mobile device infrastructure is designed to be a secure extension of all the
service and applications available to the user at their desk. Compatibility with the Department’s mobile
device infrastructure is required with any new application that the Department implements. Additionally,
several existing applications are getting upgraded to be compatible with the mobile devices.

The use of mobile devices by law enforcement personnel is expected to continue to grow. The ARJIS
Mobile capability and the Sheriff's mobile device infrastructure provides a secure environment for law
enforcement tools that is available to all authorized users in the SDUA.

AR]JIS Network and Data Center

OVERVIEW
ARJIS has undergone significant changes in their network and data center through the implementation of
the Enterprise project and the City of San Diego dissolving the San Diego Data Processing Center
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(SDDPC), which served as the data center for ARJIS computers and provided a complete array of IT
services, staffing and support to ARJIS.

STATUS
The transition for the network and data center has included:

» A split of the technology environment that was housed at SDDPC into two locations; the network
that moved to 401 B Street, San Diego and the data center that was relocated to the National Law
Enforcement Telecommunications System in Phoenix.

» Replacement of physical servers with an entirely virtualized server environment

> Executing a contract with Xerox to move the data center and associated connections for 82
member agencies and provide 24/7 support and maintenance of the secure network.

» The addition of servers and storage physically located at SANDAG to provide a failover capability
for the Phoenix data center.

» Significant updates to the server environment, including moving to current state of the practice
operating systems and software suites.

VISION OF END STATE

This accomplishment of these changes for the network and data center positions ARJIS to begin to
enhance offerings available to agencies and their users. The changes also allow ARJIS to continue to
improve the technology environment and support a broader mobile solution.

Palantir

OVERVIEW

The San Diego Law Enforcement Coordination Center has implemented the Palantir Software solution.
Palantir brings together data from multiple sources, displays and models data from disparate other IT
systems, enables real time updates of information, manages access to the data for security and privacy,
visualizes the relationships of data and assists the discovery of connections, trends and patterns in support
of law enforcement investigations.

STATUS
Currently, 11 local law enforcement agencies are utilizing the software to support crime analysis and law
enforcement investigations.

VISION OF END STATE
The goal of this effort is to continue to enhance the available data sources in the system and to maintain
the current capabilities. All authorized law enforcement agencies should have access to this analytical tool.
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AR]JIS CAD Interfaces

OVERVIEW
ARJIS has developed CAD interfaces that allow real time display of calls for service in the ARJIS
Dashboard. This allows law enforcement personnel the ability to easily visualize trends.

STATUS

ARJIS has completed three Computer Aided Dispatch interfaces that send data to the ARJIS Dashboard
(Omega) to display near real time display of current or recent calls for service. The El Cajon, La Mesa and
San Diego Police Departments are currently connected.

VISION OF END STATE
The goal is to complete as many CAD interfaces as possible. The more connections completed, the more
complete the regional picture becomes.

AR]JIS Net Portal

Overview

ARJIS has implemented a ‘one stop shop’ portal for the regions law enforcement personnel to access a
variety of resources in one location. The portal allows users to access the 20+ applications maintained by
ARJIS as well as other state, regional and federal systems used daily be officers and investigators
throughout the region. ‘Be-On-the-Lookout’ bulletins are posted daily to assist officers in sharing
information about high profile cases, officer safety notifications and regional crime trends. Access to
policies, user guides and other relevant material can be found on the site, as well as training videos and
tips and tricks for using ARJIS applications. Users are able to re-set their passwords via the Security
Center module or submit helpdesk tickets to assist with system issues.

STATUS
The web based portal is available to all 4,500+ authorized law enforcement personnel. As new applications,
capabilities and policies are developed, they are added to the portal.

VISION OF END STATE

An interactive training page is being developed to allow ARJIS users to sign up for trainings on regional
systems as well as a forum for users to communicate about the various systems. Completing the
implementation of ‘single sign on’ to all ARJIS applications via the ARJIS Security Center, along with
federated identity management for all other public safety applications, will eliminate the need for multiple
logons and passwords.
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Law Enforcement Coordination Center (LECC) Cyber Security

OVERVIEW

The San Diego Law Enforcement Coordination Center (LECC) maintains a Cyber Unit which provides
unique cyber programs for various Federal, State, Local Law Enforcement agencies as well as regional
partners. These cyber programs have been carefully created to benefit regional partners by providing:

Intelligence

Awareness

Training

Incident Response

Information Sharing

Special Programs

Regional Cyber Leadership and Outreach

YVVVVVVYVYY

STATUS

Intelligence

The LECC is a leader in the cyber intelligence community and has closely worked with organizations such
as FBI, DHS, US-CERT, MS-ISAC, the State Threat Assessment System (STAS) and various national
Fusion Center partners to produce several joint cyber products. The LECC has provided the region 16
unique Cyber Intelligence Products, with various partners such as FBI, DHS Computer Emergency
Response Team (US-CERT), MS-ISAC as well as various “pass through” products from several partners.

The regional impact of LECC Cyber Intelligence Products and “pass-through” products has been
instrumental in situational awareness, hardening network security posture and remediation and mitigation
of malicious activity. Since October 2014 to December 2015 the LECC has provided cyber intelligence
products to cyber partners, but also specific San Diego municipalities requesting intelligence on topics such
as APT, Crypto-Wall/Crypto-Locker, Phishing, Vshing, DDoD, DOXing, Email compromise, DHS Blacklist
IP addresses to assist their internal remediation attempts.

Awareness and Training

The LECC Cyber Unit provides cyber awareness and training to private sector partners through its
involvement with the FBI's InfraGard program. The LECC maintains the active role as IT Sector Co. Chief.
The program reaches out to provide public and private sector partners responsible for security and
emergency management with an awareness of threats to critical infrastructure such as terrorism,
espionage, cyber-attacks, and natural disasters through the Infrastructure Liaison Officer (ILO) program.
The LECC provides assistance for the ILO program by creating, updating and teaching the Cyber
curriculum. Since October 2014 to December 2015 LECC has provided the Cyber Curriculum for three ILO
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classes equating to three plus hours of cyber training to over 81 private partners throughout San Diego and
Imperial Valley regions.

Incident Response

The LECC Cyber Intelligence Unit is assisting the Governor’s Office of Emergency Services to establish the
California Cyber Security Integration Center (CAL-CSIC) which will be responsible for strengthening the
state’s cybersecurity strategy and improving interagency, cross sector coordination to reduce the likelihood
and severity of cyber-attacks. The CAL-CSIC will also be a multi-agency cyber incident response team to
serve as the state’s primary unit to lead cyber threat detection, reporting and response in coordination with
public and private entities across the state.

The Cyber Intelligence Unit is the Cyber Disruption Response Team (CDRT) lead, the focal point for
coordination for all matters concerning the response to cyber disasters for the entire San Diego County
area. This position is in response to a newly created annex to the Unified San Diego County Emergency
Services Operational Area Emergency Plan. The Cyber Intelligence Unit is working closely with the San
Diego County Office of Emergency Services (OES) to construct the Cyber Disruption Response Planning
Annex, hand select participating members and act as the team lead/coordinating body during the event of a
cyber-disaster.

The recent success of the LECC's Cyber Intelligence Unit as the CDRT Team Lead was highlighted during
the May 2015 SD County OES Cyber exercise where, LECC Cyber Intelligence Unit lead a diverse team of
25 cyber professionals ranging from Federal, State and Local Law Enforcement and various Public/Private
sector partners. This event highlighted the SD County’s ability to mitigate a 12 hour cyber disaster scenario.

The LECC's partnership/leadership provided to SD County Office of Emergency Services through the
LECC's Cyber Intelligence Unit's participation provided keen insight on situational awareness, intelligence
dissemination, analytic troubleshooting, technical review and suggestions for consideration during a
malicious attack, as well as the ability to triage and escalate malicious cyber activity to the proper federal
channels and outreach.

Information Sharing

The LECC's Cyber Intelligence Unit maintains a position as a Co-Chair on the Information Sharing
subcommittee of the California Cyber Security Taskforce, a program created in 2013 and pioneered by
California’s Governor's Office of Emergency Services (CALOES) to develop a Cyber Incident Response
Plan for the state of California.

With the new amendment of Assembly Bill No. 1172, as it pertains to cyber security, which was effective
January 1, 2016, the existence of the California Cyber Security Task Force is continued while granting the
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Task Force the responsibility to complete/issue a report of policy recommendations to the Governor’s office
and the Legislature on an annual basis.

The Cyber Intelligence Unit has afforded regional partners with actionable and timely intelligence which is
verified and reported to the State Threat Assessment System (STAS) to improve visibility and increase
situational awareness for our region concerning various cyber topics; the STAS s the collection of six
California fusion centers who all participate with cyber awareness in our respective areas of responsibility
(AOR) as it concerns cyber events, awareness and remediation discussions.

The LECC Cyber Intelligence Unit maintains the role of the Western Regional Coordinator for the Cyber
Threat Intelligence (CTI) subcommittee for the National Fusion Center Association and is leveraged as an
information pool of cyber analysts from around the United States during major incidences to assist in the
mitigation of current cyber issues.

The LECC facilitates the outreach to private sector partners via the Cyber Intelligence Unit’s role as the IT
Sector Chief of the San Diego Chapter of InfraGard. The program reaches out to provide public and private
sector partners who have undergone a FBI back ground check and are responsible for security and
emergency management with an awareness of threats to critical infrastructure such as terrorism,
espionage, cyber-attacks, and natural disasters.

Special Programs

Detect and Deter (DND) is a joint cyber security program between the LECC and the San Diego Federal
Bureau of Investigation (FBI) created in 2013. The primary goal of the DND program is to enhance the
information security posture of the program’s participants by detecting indicators of malicious activities on
the participants’ networks, and to provide timely feedback regarding indicators of malicious activity found on
those networks so as to deter further activity.

The DND program maintains over 20 regional partners and performs a log analysis quarterly. As of October
2014 to December 2015 the DND program has uncovered three major APT compromises of “highly valued”
participating partners and provides considerations for remediation. This program provides benefit back to
SDUA by providing the access to classified indicators (IP addresses and DNS addresses) and identifies
anomalies which may require federal assistance.

The LECC has recently increased responsibility and commitment to the DND program by assisting FBI
Computer Scientist with the parsing (reorganization) of data files and database correlation of log files
(which requires LECC access to FBINET) at San Diego FBI's main office.

The Threat Analytic Platform (previously Automated Threat Information Exchange, ATIX) is a California
statewide UASI funded program, created to deliver timely and actionable cyber intelligence for the state of
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California, through the implementation of network monitoring devices (IPS/IDS) which have the ability to
inspect malware in a “detonation chamber” to ascertain intelligence data on the malware and their origin.

The LECC and State Threat Assessment System (STAS), through the TAP project, have been provided
FireEye hardware and software network appliances for various cyber sensitive locations throughout the
state of California. The hardware and software network appliances assist the San Diego county area and
the state of California with malware identification, malicious traffic prevention and actionable intelligence,
identifying and highlighting potential Indicators of Compromise (I0Cs).

The hardware and software appliances collect non-personal network data, at each appliance location and
provide those details to a state wide dashboard. The aggregated indicators for the San Diego area partners
and those partners located throughout California provide a state wide “landscape picture” of malicious
traffic and potential malicious campaigns. The aggregated data will be utilized as actionable intelligence
and distributed through products to better provide situational awareness and network security posture for
the LECC and San Diego/ Imperial Valley areas as well as provide a threat landscape for the State of
California. These hardware and software appliances are provided to select SDLECC partners at no cost.

As of December 2015, the LECC, through the collection of malicious traffic from various TAP appliances
has detected over 100 variants of malicious content and has assisted with the remediation of major network
infections requiring Incident Response for TAP partner's compromised with Cryptowall 4.0.

The LECC Cyber Intelligence Unit has recently purchased Rapid 7 Vulnerability Assessment software to
perform Vulnerability Assessment for select regional partners. The LECC's Cyber Intelligence Unit is
attempting to reduce regional cost associated with vulnerability assessments which can exceed 5-10K per
assessment (cost can vary greatly depending upon the size of the network); five regional partners have
requested LECC assistance with assessments and various regional partners have expressed interest in
this service.

It is important to note, as of Jan 1, 2016, Assembly Bill 670 will:

“Impose a duty on the office to require it to conduct, or require to be conducted, an independent security
assessment of every state agency, department, or office at least once every 2 years and would maintain
the requirement that the state agency, department, or office being assessed fund the costs of the
independent security assessment.”

Cyber Tabletop and Cyber Training Exercises
As of December 2015, the LECC has participated in SD County Office of Emergency Services (OES) Cyber
Exercise; DHS Cyber Guard 2015 Prelude; FEMA/Sempra Cyber Exercise GrideX IlI; InfraGard Cyber
Tabletop Exercise; InfraGard Red teaming Cyber Tabletop.
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VISION OF END STATE
The SDUA should continue to develop their capabilities in the cyber security environment. The nature of
this necessary capability, suggests the need for a more robust set of resources to support the SDUA.

San Diego Regional Public Safety Geodatabase

OVERVIEW

The Regional Public Safety Geodatabase (RPSG) project was established to solve traditional regional
interoperability issues. The project began as a fire service driven initiative to standardize map features,
attributes and symbology, resulting in the development of a common-use geospatial language for
emergency responders. Prior to the project, most fire agencies had hard copy, run books and dispatch
systems that stopped at their jurisdictional or district boundaries. Each agency used a different set of
symbols to represent features on their map pages.

Over the last few years, significant effort has been put forth to identify opportunities to share the resource
capabilities with law enforcement and emergency management stakeholders.

Over time the objectives for the RPSG have grown and been further refined. The key components of the
RPSG are:

» Aregional data schema for public safety geospatial data has been developed and implemented
including data such as streets, addressing, routing, preplan templates and map books.
A centralized server infrastructure to support the SDUA.
Digital Target Hazard Preplans (Fire Preplans) in a common, regional template format.
Wildland Urban Interface Fire Emergency Response Plans in a common, regional template
format.
System security enhancements.
Participation in regional acquisition of aerial imagery.
Geodatabase synchronization with SanGIS.
Common Operating Data Services that are interoperable and can be easily shared as a single
source of information.
» SanMAPS Group Implemented ArcGIS Online tool to create a GIS data sharing group

YVVVYV VVYVY

STATUS

Efforts are on-going with the Unified Disaster Council Advisory Committee, GIS Steering Committee and

Regional GIS Working Group to develop policy, make funding decisions, develop strategic plans, continue

to refine the designs of regional symbology, digital target hazard pre-plan templates and reports as well as

wildland/urban interface emergency response plan templates and reports. These bodies meet on a monthly

basis. The GIS Steering Committee is comprised of one GIS, technical and operations representative from
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each of the four zones. The Regional GIS Working group is open to any interested party that would like to
help develop regional standards.

Regional Database

A regional data schema for public safety geospatial data has been developed and implemented. This
includes data such as streets, addressing, routing, preplan templates and map books. Procedures have
been developed for quality assurance.

Centralized server infrastructure to support the SDUA

Implemented a GIS server at the City of Chula Vista and deployed an Amazon Web Services instance of
the GIS software and services.

Digital Target Hazard Preplans (Fire Preplans)

The SDUA has completed 2,500 digital target hazard plans, also referred to as fire preplans.

Wildland Urban Interface Fire Emergency Response Plans

Several agencies within the SDUA have developed WUI Emergency Response Plans. These plans reside
on local computers or in hard copy versions in command vehicles or with local first responders. Funding
has been allocated to develop a standard GIS data model for the WUI Emergency Response Plans. This
will provide a standard template for all agencies to develop plans that can be stored in the San Diego
Regional Public Safety Geodatabase. After a regional standard has been developed for the WUI
Emergency Response Plans, the required information will be collected by a SME and placed into the San
Diego Regional Public Safety Geodatabase. Storing these plans in the regional database will allow
opportunities to distribute the plans and make them available to all public safety agencies in real time
during emergencies. A total of 70 high priority plans have been completed.

System Security
An Enterprise GIS Security Architecture Workshop for the RPSG was held in October 2015. The review

was conducted by Esri Professional Services and included security best practice guidance, ArcGIS
architecture recommendations as well as identifying current security risks, requirements and constraints.
The primary goal of the security review was to improve the security posture of the existing GIS and
determine architecture to securely support future use cases within RPSG. In addition, a security roadmap
was developed to ensure efforts are prioritized to efficiently manage overall security risk.

Aerial imagery
In 2012 and 2014, SDUA in collaboration with United States Geologic Services, San Diego Association of

Governments, SanGIS and other local governments partnered to purchase aerial imagery for the region.
The region should continue to pursue this type of collaborative effort that reduces the cost for aerial
imagery for all parties.
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Geodatabase analysis and synchronization with SanGIS

An analysis of the differences between the RPSG and SanGIS has been completed to identify areas to be
addressed. A working group has been established to review the differences and to make policy decisions
on how to handle those differences. After those policy decisions have been made, an effort to modify the
data will be undertaken.

Common Operating Data Services
Multiple services have been developed, are interoperable and can be easily shared as a single source of
information to support situational awareness for EOC’s and DOC's.

SanMAPS Group
Implemented ArcGIS Online tool to create a GIS data sharing group

VISION OF END STATE

All public safety agencies will need to continue to develop their GIS capabilities. Many of these GIS
capabilities and needs are shared across multiple jurisdictions and disciplines. The ability to have a
centralized system of GIS capabilities offers a high degree of interoperability and opportunities for
economies of scale to support.

There are many examples of how the regional public safety geodatabase will serve the SDUA. They
include:

Common database standard

Centralized server for storage, access and updating

Seamless data for map books

Standardized format for emergency preplans

Shared common operating data services in a secure, cloud hosted environment that all
stakeholders can access.

Shared costs for high resolution aerial imagery

Shared costs for staffing or support services.

Provide an option for meeting the Next Generation 911 GIS requirements.

VVVVY

YV V

Situational Awareness Mapping

OVERVIEW
One of the most effective tools available to support a common operating picture is the use of map viewers
for situational awareness. There are many variations of map viewers available that can support a version of
situational awareness. Due to the variety of map viewers available and solutions that agencies have
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invested in, it can be difficult to narrow the options that may be used from a regional perspective. Over the
last several years, as many as 10 different types of map viewers were in use by various agencies.

In 2015, the RTP tasked the RTP Program Manager with providing a Situational Awareness Map
Assessment. The SDUA at that time was using a variety of tools for situational awareness mapping. One of
the primary objectives of the report was to provide recommendations on where the SDUA should focus
their regional efforts.

The assessment provided the following four recommendations for the SDUA:

» Continue to develop the ArcGIS Online solution for creating a shared library of common
operational data.

> Continue to utilize the NICS application for tactical situational awareness.

> Develop an ArcGIS based regional situational awareness map solution to support emergency
operations centers and public information sharing.

» Support a high level of collaboration between the all appropriate solutions to make sure all
parties have access to common operational data.

STATUS

SanMAPS -ArcGIS Online Group.

The SDUA has implemented the use of the ArcGIS Online solution to create the San Diego Multiple
Agency Public Safety Services (SanMAPS) Group. The ArcGIS Online solution is a cloud-based mapping
platform for organizations. From anywhere on any device, web browser, or desktop application, users get
access to dynamic, authoritative content to create, collaborate, catalog, and share maps, data, and
applications with members of their organization, other organizations or the general public. Organizations
can subscribe to this secure platform and use it to manage, create, store, and access hosted services, maps
and applications.

For the purpose of supporting regional public safety stakeholders, the following key capabilities are provided
in ArcGIS Online.

» Provides a cloud-based storage location that is available from any internet browser support
device.

> Ability to organize map services, web maps, web mapping applications.

> Ability to create and control functional, invitational only groups for collaboration of non-public
geospatial data and products.

> Ability to publish map products to the public (open url, website embed)

> Ability to serve various types of users. Includes the range from GIS professional to public viewers.
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As of June 2016, there are over 100 members in the SanMAPS Group from fire, law and emergency
manager disciplines. A user guide has been developed and training sessions are being delivered during the
summer of 2016.

Situational Awareness and Collaboration Tool (now SCOUT, formerly NICS).

In 2015, the State of California, Office of Emergency Services began the deployment of the NICS
software called Situation Awareness and Collaboration Tool (SCOUT). SCOUT provides an information
sharing environment to facilitate operational and tactical collaboration among California emergency
responders and interagency situational awareness for local, tribal, state, and federal partners for small to
extreme scale homeland security incidents, such natural disasters, technological hazards, intentional
attacks, and human-caused emergencies.

The objective was to make the application available to State and Local government public safety agencies
as a tool for situational awareness. To accomplish the objective of implementing the California hosted
version, a transition working group with representation from State and Local agencies was created. This
group was tasked with creating a business requirements document, a concept of operations document and
user acceptance testing. The State of California also procured services for implementation and support
services on a cloud hosted server.

It is anticipated that that SCOUT will be available to use for incident management in June 2016.

Situational Awareness Map for Emergency Operations Centers

For the purpose of supporting emergency operations centers, the ArcGIS software provides the highest
level of interoperability, scalability, redundancy, portability and functionality. Using the ArcGIS suite of tools,
a situational awareness map application was developed with emergency manager and operations staff
input. This map application is called “SanMAPS EOC Incident Map Template.” This template provides the
SDUA emergency operations centers with a situational awareness mapping tool that is ready to use and
easy to use when an event occurs.

Interoperable GIS Data

The final recommendation encourages the sharing of data with any other appropriate map viewers in use
by agencies. This begins by insuring that GIS data is developed based on open geospatial standards such
as what is available in the ArcGIS Online — SanMAPS library. The capability for interoperability should be
further supported as a requirement for any procurement process involving geospatial capable software.
This approach will allow for the continued use and collaboration with other applications, improve
interoperability and ensure stakeholders are using the same information to support decision making.

This concept has been demonstrated through integration of the common operating data services with
applications such as SCOUT, CalCOP, Insider and Omega Dashboard.
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VISION OF END STATE

The ability to share common operational picture intelligence or information in a situational awareness map
application provides a valuable capability for decision makers. The SDUA has focused its efforts on the
SCOUT application and the use of ArcGIS to create tools like the SanMAPS EOC Incident Map Template.

In order to embed these tools in the emergency management business process, ongoing training and
exercises are necessary. Users are more likely to utilize the tools if they are comfortable with the tool and
see the value that it provides. The goal is to have as many emergency managers using the same tools or at
least have the ability to see the same information.

InSIDeR

OVERVIEW

InSIDeR, operational as of March 2015, is a geographical viewer application accessible through the secure
SDLaw portal. InSIDeR is a repository of infrastructure information that can assist first responders during
tactical response, crisis management, search and rescue efforts, and emergency planning. The viewer
displays a digital map with facilities in San Diego County that can be selected to retrieve information that
may be imperative during emergency response

InSIDeR includes the following types of products:
Fire Preplans/Floor Plans — digitized fire preplans, digitized facility floor plans, or other types of
digitized facility plans
Virtual Walkthroughs - digital product that first responders can use to view the interior and exterior
spaces of a facility using 360 degree panoramic photos and existing floor plans or fire
preplans. The virtual walkthroughs are a “snapshot in time” and not a real-time product.
SWAT Tactical Surveys — produced by law enforcement and provide information that may be
needed during tactical response. Information included in the survey can include utility shutoffs,
building composition, door construction, obstacles/hazards on-site, etc.
First 30-Minute Guides — Provides information about a facility that may be needed by first
responders during the initial response phase. Information includes facility contact information,
gate codes or Knox box locations, max persons on-site, law enforcement initial perimeter posts,
hazmat on-site, critical nodes such as utility shutoffs and electrical control rooms, and aerial maps
of the facility.

InSIDeR is a regional tool that relies on several regional agencies to prioritize and collect data, ensure
quality control, and maintain the database. Law enforcement participation and providing of information to
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produce products is essential, individual facilities providing information or updated floor plans, fire agencies
providing fire preplans, individual facilities providing floor plans, and SD-LECC virtual walkthrough
hardware and software to produce the virtual walkthroughs. Additionally, the SD-LECC and the Sheriff's
Department IT is essential for preparation and uploading of the data into SDLaw into InSIDeR. Law
enforcement participation for the collection and production of products to include in InSIDeR is reliant upon
grant funding.

STATUS
InSIDeR is an ongoing project to include information on infrastructure assets throughout all of San Diego

County and will require continual maintenance and quality control checks as facilities and information
changes.

VISION OF END STATE
The goal is to have an InSIDeR plan completed for all high priority sites in the SDUA.

Regional Public Safety Geodatabase (RPSG) Governance

OVERVIEW

RPSG began as a pilot project to develop the capability to share GIS data and services amongst multiple
agencies. This effort in the beginning was largely an informal collaborative effort amongst interested
stakeholders. The stakeholders created a working group and steering committee that represented the four
fire zones. Each fire zone provided representatives from the operational, communications center and GIS
professionals to help steer the effort.

In order to provide a sustainment for the project, a sustainment model with more formal governance
needed to be identified.

STATUS

In 2015, a recommendation for the Unified Disaster Council to assume the role of the governing body was
approved. The UDC was recommended as the most appropriate governing body because of its
representation model (18 cities and County) and its public safety mission. As part of that recommendation,
an advisory committee was established to provide recommendations to the full UDC membership. The
advisory committee is represented by:

» Emergency Management

FOR OFFICIAL USE ONLY (FOUO)
All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page 54





REGIONAL TECHNOLOGY STRATEGIC PLAN
PREPARED FOR
SAN DIEGO URBAN AREA

Fire Operations

Fire Communications

Law Enforcement Operations

Law Enforcement Communications

VVVYY

This advisory committee has been meeting on a regular basis to discuss important policy and funding
issues such the UASI Grant investment proposal, exploration of collaboration opportunities with SANGIS,
update of the Strategic Plan and options on how to provide support services in the future.

VISION OF END STATE

All public safety agencies in the SDUA will need to continue to develop their capabilities for GIS. Some of
those efforts will be centered on the individual agency’s needs, using their own resources. A good portion
of the effort provides opportunities to leverage regional, shared efforts. The economies of scale of shared
regional support make a strong case for the UDC to continue to sustain the program for shared benefit.

A significant portion of the funding for this project has come from Homeland Security grants such as UASI.
As the program transitions from a capability building phase into a maintenance mode, the funding source is
likely to also transition. The use of general fund monies through member assessments formula is a likely
path for sustainment.

Regional CAD Interoperability Project (RCIP) Governance

OVERVIEW

The RCIP was developed through a Memorandum of Understanding (MOU) amongst the interested
stakeholders in 2009. The MOU provided for representation through an Executive Committee and created a
steering committee for the policy and procedure development. The agreement also provided details on
future costs for maintaining.

In order to provide sustainment for the project, a sustainment model with more formal governance was
necessary.

STATUS

The RCIP MOU had an expiration date of five years from when the parties signed the agreement. In 2015,
a recommendation for the Unified Disaster Council to assume the role of the governing body was approved.
The UDC was recommended as the most appropriate governing body because of its representation model
(18 cities and County) and its public safety mission. As part of that recommendation, an advisory committee
was established to provide recommendations to the full UDC membership.
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Due to the bankruptcy issues of the vendor Thinkstream and a limited interest by law enforcement to utilize
the RCIP capability, it has been decided that the project will remain a fire based capability for the short
term. As a result of this decision, the use of the UDC as the governing body is under review. The current
recommendation is for the fire communications center community to develop an MOU amongst themselves
to determine how it will be sustained and governed.

VISION OF END STATE

The San Diego County Fire Chiefs — Fire Communications Section has assumed the lead in developing a
plan for sustaining the capability of CAD interoperability. This capability is mission critical in how it serves
the community and should continue to be sustained in one form or another. As technology evolves and
CAD systems interoperability improves, there may be additional methods to maintain the capability.

3C’s Public Safety Data Network Transition

OVERVIEW

The internet protocol based microwave backhaul equipment has been transferred and repurposed where
possible by the City of San Diego SafetyNet and the Regional Communications System. This transition has
allowed for the dissolution of the 3C’'s MOU.

STATUS

In 2015, the 3C’s Operations Advisory Committee supported a staff recommendation to dissolve the
program at the end of the MOU term scheduled for June 2016. As part of that process, it was decided that
the video teleconference system would no longer be supported through the 3C’s program. The capability
for the system to host a network connection for the RCIP and CALID has been maintained for those two
capabilities.

A plan has been developed to repurpose where possible the microwave backhaul equipment by absorbing
the assets into the City of San Diego Radio System and the Regional Communications System. Portions of
the equipment have reached their end of life cycle and will not be repurposed or continue to be used.

VISION OF END STATE
The 3C’s program was dissolved inf June 2016. The equipment will be absorbed and repurposed where
possible by the City of San Diego and the Regional Communications System.

AR]JIS Acceptable Use Policies

OVERVIEW
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As new technology such as license plate readers and facial recognition systems have been deployed, there
have been public policy and privacy impact questions on appropriate use of these technologies.

STATUS
ARJIS has developed and approved regional acceptable use policies for the License Plate Reader and
Facial Recognition capabilities

VISION OF END STATE

ARJIS should continue to support the regions law enforcement agencies in the development of acceptable
use policies for new technologies. The development of model policies and procedures for use of new
technologies on a regional basis helps create a common approach to deployment of new capabilities. This
is especially important for those technologies that are deployed region wide and where agencies share
responsibility for acceptable use.

Privacy Impact Assessments

OVERVIEW
Privacy impact assessments are important tools in the development of acceptable use policies and
procedures.

STATUS

ARJIS has completed privacy impact assessments for technologies such as license plate readers, facial
recognition and live video sharing of Metropolitan Transit Systems cameras with local law enforcement
agencies.

VISION OF END STATE
Continue to complete privacy impact assessments as necessary to inform the development of acceptable
use policies and procedures.
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11. Reference to San Diego Urban Area Security Strategy

Initiative 1.1 — Migration of radio systems to Project 25 Standards

SDUA Security Description

Strategy Objective

41-P1 Assess regional public safety communications requirements. Develop plans,
requirements documents, specifications and strategy to migrate to APCO P25 voice
communications throughout the region.

4.1-E2 Increase interoperability by providing two-way access to already existing shared
communications systems among agencies.

4.1-E5 Enhance regional medical response by upgrading obsolete medical and hospital
analog radios with APCO Project-25 compliant subscriber units and accessories.

4.1-E6 Improve regional public safety communications by procuring and installing P25
infrastructure equipment and supporting transport/backhaul equipment.

4.1-E7 Procure APCO Project-25 compliant radios and accessories for regional law
enforcement and fire-rescue personnel to increase communications operability
and interoperability.

4.1-E8 Strengthen regional communications infrastructure by installing APCO Project-25

network operations center management equipment.

Initiative 1.2 — VHF Radio Infrastructure

SDUA Security Description
Strategy Objective
4.1-P6 Assess viability of additional communications sites to mitigate coverage gaps and

improve regional communications interoperability.
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41-E1

Improve backup systems (e.g., VHF infrastructure, cache radios, system
redundancy) for tactical communications through equipment upgrading and
additional investment for large regional "task forces" providing recovery assistance
to disasters and other emergencies.

Initiative 1.3 — Cloud hosted video/web conference solution

SDUA Security Description
Strategy Objective
1.3-E4 Update EOC communications equipment and technology to include video

teleconferencing systems, Local Area Networks for internet access, and enhanced
wireless internet access systems.

Initiative 1.4 — Regional Tactical Interoperability Communications Plan

SDUA Security Description
Strategy Objective
4.1-P4 Regularly test and update the region’s existing TIC-P to ensure that it is up-to-date

and readily employable within the region during an event.

Initiative 2.1 — Regional CAD Interoperability

SDUA Security Description
Strategy Objective
4.1-P2 Develop and introduce standards and planning requirements for data centers to

share dispatch operations data to foster real-time, interoperable data
communication among parties in the region.
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Initiative 2.2 — Mobile Data Devices

SDUA Security Description

Strategy Objective

2.1-E2 Develop database systems that are linked and compatible across agencies to
facilitate rapid transmission and processing of pertinent information. This is will
require development and implementation of data standards, agreements among
agencies for information sharing, and adoption of either new interoperable
systems or bolt-on measures for existing systems.

2.1-E4 Implement back-up and redundant systems and processes for disseminating
necessary information and/or intelligence among relevant parties.

2.1-E3 Despite the inconstant linkages and compatibility between existing database

systems, ensure that all future equipment and systems procured or implemented
are interoperable across agencies and jurisdictions. In addition, take measures to
build such interoperability onto previously existing systems.

Initiative 2.3 — ARJIS Dashboard

SDUA Security Description

Strategy Objective

2.1-E2 Develop database systems that are linked and compatible across agencies to
facilitate rapid transmission and processing of pertinent information. This is will
require development and implementation of data standards, agreements among
agencies for information sharing, and adoption of either new interoperable
systems or bolt-on measures for existing systems.

2.1-E4 Implement back-up and redundant systems and processes for disseminating
necessary information and/or intelligence among relevant parties.

2.1-E3 Despite the inconstant linkages and compatibility between existing database

systems, ensure that all future equipment and systems procured or implemented

FOR OFFICIAL USE ONLY (FOUO)

All portions of the attached document are deemed by the City of San Diego Office of Homeland Security to be records of homeland security
preparedness and are exempt from public disclosure by Section 6254(aa) of the California Government Code.

Page 60






REGIONAL TECHNOLOGY STRATEGIC PLAN
PREPARED FOR
SAN DIEGO URBAN AREA

are interoperable across agencies and jurisdictions. In addition, take measures to
build such interoperability onto previously existing systems.

Initiative 2.4 — ARJIS Data Enhancements

SDUA Security Description
Strategy Objective
2.1-E3 Despite the inconstant linkages and compatibility between existing database

systems, ensure that all future equipment and systems procured or
implemented are interoperable across agencies and jurisdictions. In
addition, take measures to build such interoperability onto previously existing
systems.

Initiative 2.6 — Cyber Security

SDUA Security Description

Strategy Objective

2.4-P3 Conduct an in-depth cyber risk analysis across the region to include an asset
catalogue.

2.4-P4 Conduct an in-depth cyber capability assessment across the region.

2.4-P5 Develop a regional cyber security/preparedness strategy

2.4-P6 Develop an Operational Area cyber incident response plan or annex.

24-01 Develop a cyber security/preparedness working group or equivalent organization

to manage the region’s cyber security/preparedness program.
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Initiative 2.7 — Risk Analysis Center

SDUA Security Description

Strategy Objective

22-P1 Update the SDUA CIP to include current accounting of all CIKR assets, both public
and private, within the region.

2.2-P2 Within the updated CIP Plan, develop regional sector-specific plans (for all 18

Such
plans will provide additional detail to the unique characteristics and security

sectors, or those sectors at highest risk) or annexes to the core CIP Plan.

stakeholders of each sector, as well as the corresponding framework to ensure
integration of the various sector stakeholders.

Initiative 2.10 Resource and People Location Services

SDUA Security

Description

Strategy Objective

1.4-E1 Enhance interoperable resource management and tracking software in all
jurisdictions. Software should include a database of resources by type and include
private sector assets.

7.2—-P6 Develop processing, registration, and tracking systems for incoming evacuees to

include necessary forms and materials, and trained staff.

Initiative 3.1 — Digital Target Hazards

SDUA Security Description
Strategy Objective
3.6-P6 Continue implementation of the Digital Target Hazard Plans for the pre-incident

planning and regional sharing of information.
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3.6-E2

Develop a GIS layer depicting locations of businesses required to have hazardous
materials business plans.

Initiative 3.2 — Data Synchronization between RPSG and SanGIS

SDUA Security Description
Strategy Objective
2.1-P3 Introduce data standards, agreements between agencies, and an interoperable,

searchable, and scalable information sharing utility such that gathered information
may be organized, linked, searched, and easily retrieved across disparate agencies.

Initiative 3.3 Situational Awareness Mapping Tools

SDUA Security Description

Strategy Objective

1.1-P1 Identify a geospatial solution for a regional common operating picture or decision
support system to track resources, active incidents, target hazard plans, wildland
urban interface plans, special hazards, water supply systems, street and address
information and current weather conditions

13-04 Re-establish the geospatial regional common operating picture or decision support
system working group as a means to facilitate regional understanding of the
system and related policy and use issues.

13-E4 Acquire necessary geospatial and other equipment necessary for regional common
operating picture/decision support system to track resources, active incidents,
target hazard plans, wildland urban interface plans, special hazards, water supply
systems, street and address information and current weather conditions.

1.3-T6 Provide training to first responders, public safety agency command staff and

emergency managers on use of a geospatial regional common operating picture or
decision support system to track resources, active incidents, target hazard plans,
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wildland urban interface plans, special hazards, water supply systems, street and
address information and current weather conditions.

Initiative 3.4 — SanMAPS Common Operating Data Services

SDUA Security Description

Strategy Objective

1.1-P1 Identify a geospatial solution for a regional common operating picture or decision
support system to track resources, active incidents, target hazard plans, wildland
urban interface plans, special hazards, water supply systems, street and address
information and current weather conditions

13-04 Re-establish the geospatial regional common operating picture or decision support
system working group as a means to facilitate regional understanding of the
system and related policy and use issues.

13-E4 Acquire necessary geospatial and other equipment necessary for regional common
operating picture/decision support system to track resources, active incidents,
target hazard plans, wildland urban interface plans, special hazards, water supply
systems, street and address information and current weather conditions.

1.3-T6 Provide training to first responders, public safety agency command staff and

emergency managers on use of a geospatial regional common operating picture or
decision support system to track resources, active incidents, target hazard plans,
wildland urban interface plans, special hazards, water supply systems, street and
address information and current weather conditions.

Initiative 3.5 — ARJIS GIS Services

SDUA Security

Description

Strategy Objective
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3.3-P5 Acquire additional GIS technician personnel to ensure future availability, increased
capacity, and the ability to provide for appropriate work/rest cycles during major
incidents.

33-T1 Develop a SOP to train and instruct GIS technicians regarding potential computer

network conditions to ensure continual mapping support.

Initiative 3.6 — Next Generation 911 GIS Services

SDUA Security Description

Strategy Objective

1.1-P1 Identify a geospatial solution for a regional common operating picture or decision
support system to track resources, active incidents, target hazard plans, wildland
urban interface plans, special hazards, water supply systems, street and address
information and current weather conditions

13-E4 Acquire necessary geospatial and other equipment necessary for regional common

operating picture/decision support system to track resources, active incidents,
target hazard plans, wildland urban interface plans, special hazards, water supply
systems, street and address information and current weather conditions.

Initiative 4.1 — GIS Program Funding and Support Services

SDUA Security Description

Strategy Objective

3.3-P5 Acquire additional GIS technician personnel to ensure future availability, increased
capacity, and the ability to provide for appropriate work/rest cycles during major
incidents.

33-T1 Develop a SOP to train and instruct GIS technicians regarding potential computer

network conditions to ensure continual mapping support.
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Initiative 4.3 — RTP Program Management

SDUA Security Description

Strategy Objective

1.1-P2 Integrate regional and state/local strategic plans with one another to facilitate
cross-jurisdictional and consistent planning.

1.1-02 Maintain a regional advisory organization to assist in capability needs
prioritization, requirement validation, and goal and objective achievement
monitoring.

1.1-03 Maintain a support center for regional interoperability assessments to monitor

individual technology projects for alignment with regional strategies, to conduct
special projects as assigned, and for technology evaluation through operational
testing in exercise and actual events

Initiative 4.4 — New Technology Policies and Procedures

SDUA Security Description

Strategy Objective

2.1-P5 Develop and implement content and template standards to be applied across
disciplines and jurisdictions to ensure uniformity of reported information.

2.1-P15 Data standards and systematization should be required across jurisdictions and

agencies to allow for organized, linked, searchable, and easily retrievable
information by all parties involved.
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FY 2017 STATE HOMELAND
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ALLOCATION PROPOSAL

County of San Diego OES






San Diego County SHSPG Funding 2003-2017

$11,000,000

$9,000,000

$7,000,000

$5,000,000

$3,000,000

$1,000,000 -






- 0000000
Formula Approved by UDC In

June 2013/
UDC Subcommittee October 2016

- Law Enforcement (LE) allocation:
- 25% for LE allocated by Sworn LE-Personnel

- Non-LE allocation:
- Base amount of $5,000 allocated to each jurisdiction
- Remaining allocated by population

- City Population figures: From the State of California
Department of Finance Demographics Research Unit

» Population figures include the cities that service Special
Districts

- Fire District Population figures: LAFCO
- 5% for OES for the management and administration of the grant
- County Non-LE allocation based on operational need






FY 2017 SHSPG Award and Allocation Proposals

I

11 LE Allocation (25%)

18 Cities Non-LE Allocation

9 Fire Protection Districts/Other
Non-LE Allocation

County Non-LE Allocation
OES M&A (5%)

Total Award Amount

$841,840

$857,463
$281,112

$1,218,579
$168,367

$3,367,361





OES Regional Staff Projects

- Implementing the objectives from the - Emergency Management Preparedness

Regional Security Strategy Program Coordination:
 Public Outreach - Alternate EOC Planning/Coordination
- Access & Functional Needs « Civilian Military Committee
- CERT Program - Universities Planning Group

- Emergency Managers Meeting
- GIS Coordination
- Emergency Web Portal

- Cyber-Security Coordination
- NIMS Refresh Planning

- Recovery & Advanced Recovery: - Tribal Coordination
- Advanced Recovery Initiative - Voluntary Organizations Active in Disaster
- Update Recovery Plan - Interfaith Disaster Council
- Housing Recovery Plan - Risk Communication Planning and Multiple
- Point of Distribution Planning Language Notification
- Patient Tracking/ Reunification - Mass Notification System Coordination

- Terrorism Incident Recovery Plan

- Sheltering Coordination _ _
- Shelter Transportation Plan - Behavioral Health Planning

. Medical Management Plan - Feeding Task.Force Cpordinati_on

- Shelter Worker & Manager Training - Ready San Diego Business Alliance

- Care & Shelter Working Group - Lifelines - Energy Resiliency Coordination
- Transportation Coordination

- Dam Planning





FY2017 Application Deadlines &
Tentative Grant Deadlines

UDC Board Meeting
Application Notice sent to jurisdictions

Final Application workbooks due to County OES
FY17 SHSPG Application submitted to Cal OES
(Tentative)

Performance period begins — Date will depend on date of award from
Cal OES (Tentative)

Final deadline for Jurisdictions to submit reimbursement
requests to OES (Tentative)

October 20, 2016
October 31, 2016
November 30, 2016

January 15, 2017
December 12, 2017

June 30, 2019






FY 2017 STATE HOMELAND SECURITY PROGRAM (SHSP) GRANT ALLOCATION PROPOSAL

JURISDICTION FY2016 - ALLOCATION FY2017 - PROPOSAL
LE-25%0f | Non-LE perconnel | LE25%of [ wonte Non-LE B fcrr:)?:ge
CITIES FY16 ; TOTAL . FY17 Population . TOTAL
Allocation Allocation Figures Allocation (2016) Allocation FY2016 to
(2016) FY2017

CARLSBAD 16,643 68,175 84,818 110 16,643 112,930 65,619 82,262 -3.01%
CHULA VISTA 32,681 153,285 185,966 216 32,681 265,070 147,286 179,967 -3.23%
CORONADO 6,203 19,114 25,317 41 6,203 25,230 18,543 24,746 -2.26%
DEL MAR - 7,391 7,391 S - 4,274 7,294 7,294 -1.31%
EL CAJON 18,459 62,249 80,708 122 18,459 102,337 59,933 78,392 -2.87%
ENCINITAS - 39,644 39,644 S - 61,928 38,242 38,242 -3.54%
ESCONDIDO 23,149 89,338 112,487 153 23,149 150,760 85,926 109,075 -3.03%

ESCONDIDO RINCON DEL DIABLO - 8,608 8,608 S - 15,387 8,259 8,259 -4.05%
IMPERIAL BEACH - 20,347 20,347 - - 27,434 19,726 19,726 -3.05%
LA MESA 10,288 38,555 48,843 68 10,288 59,982 37,197 47,485 -2.78%
LEMON GROVE - 19,887 19,887 - - 26,611 19,284 19,284 -3.03%
NATIONAL CITY 13,012 38,995 52,007 86 13,012 60,768 37,619 50,631 -2.65%

NATIONAL CITY - LINCOLN ACRES - 876 876 - - 1,566 841 841 -4.00%
OCEANSIDE 31,471 103,429 134,900 208 31,471 175,948 99,446 130,917 -2.95%
POWAY - 33,029 33,029 - - 50,103 31,894 31,894 -3.44%
SAN DIEGO 281,572 - 281,572 1,861 281,572 o - 281,572 0.00%)
SAN MARCOS - 57,191 57,191 - - 93,295 55,079 55,079 -3.69%

SAN MARCOS FPD - 8,094 8,094 S - 14,469 7,767 7,767 -4.04%
SANTEE - 36,751 36,751 - - 56,757 35,466 35,466 -3.50%
SOLANA BEACH - 12,549 12,549 S - 13,494 12,243 12,243 -2.44%
VISTA - 60,324 60,324 S - 98,896 58,086 58,086 -3.71%

VISTA FPD - 12,207 12,207 o - 21,820 11,713 11,713 -4.05%
TOTAL CITIES 433,478 890,038 1,323,516 2,865 433,478 1,439,059 857,463 1,290,941 -2.46%

FIRE DISTRICTS/OTHER
2-1-1 SAN DIEGO B 70,000 70,000 - B - 70,000 70,000 0.00%
ALPINE FPD - 13,521 13,521 - - 15,231 13,176 13,176 -2.55%
DEER SPRINGS FPD - 11,885 11,885 - - 12,308 11,607 11,607 -2.34%
JULIAN-CUYAMACA FPD - 7,330 7,330 S - 4,165 7,236 7,236 -1.28%
LAKESIDE FPD - - - - 62,188 38,382 38,382 |N/A
NORTH COUNTY FPD - 33,680 33,680 S - 51,268 32,520 32,520 -3.44%
PORT OF SAN DIEGO 18,459 18,459 122 18,459 - - 18,459 0.00%)
RANCHO SANTA FE FPD - 23,110 23,110 S - 32,373 22,377 22,377 -3.17%
SAN MIGUEL FPD - 74,644 74,644 - - 124,494 71,826 71,826 -3.78%
VALLEY CENTER FPD - 14,367 14,367 o - 16,745 13,988 13,988 -2.64%
TOTAL FIRE DISTRICTS/OTHER 18,459 248,537 266,996 122 18,459 318,772 281,112 299,571 12.20%)
COUNTY DEPTS

OES, HHSA-EMS - 1,386,946 1,386,946 - - - 1,386,946 1,386,946 0.00%)
SHERIFF 389,903 - 389,903 2,577 389,903 o - 389,903 0.00%)
TOTAL COUNTY DEPTS 389,903 1,386,946 1,776,849 2,577 389,903 o 1,386,946 1,776,849 0.00%)
TOTAL ALLOCATIONS 841,840 2,525,521 3,367,361 5,564 841,840 1,757,831 2,525,521 3,367,361 0.00%

Notes:

*Personnel Cap: Each jurisdiction's allocation has a personnel cap of 50%.
*San Diego Sheriff includes: Unincorporated San Diego County and the contracted cities of Del Mar, Encinitas, Imperial Beach, Lemon Grove, Poway, San Marcos, Santee, Solana Beach and Vista.







County Non-LE
FY17 SHSPG Project Allocations

Allocations
HHSA-EMS
Ciprofloxacin (25,000 units) 35,000
Storage lease for the Metropolitan Medical Response System
Equipment Cache 26,385
Pre-hospital/MS cache supplies & equipment 18,615
Total for HHSA-EMS 80,000
OES
Regional Project Staff Costs
M&A (5%)
M&A 168,367
Total M&A 168,367
Exercise
Regional Exercises - TTX 2018 & Full Scale 2019 150,000
Total Exercise 150,000
Training
School Disaster Preparedness Curriculum 10,000
Total Training 10,000
Planning and Organization
Sheltering Coordination
- Shelter Transportation Plan
- Medical Management Plan
- Shelter Worker & Manager Training
- Care & Shelter Working Group 40,000
Transportation Coordination 20,000
Volunteer Management Coordination/Plan 20,000
Behavioral Health Planning 10,000
NIMS Refresh Planning 20,000
County Security Strategy 10,000
CERT Program 35,000
Public-Private Partnership - Business Alliance Workshops 24,000
Cyber Security Coordination 10,000
Mass Notification System Coordination/ Training 40,000
AFN Coordination
- AFN Working Group
- AFN EPC Update
- Regional Gap Analysis
- AFN EOC Position Guide
- Residential Care Facility for the Elderly (RCFE) Liaison 50,000
Feeding Task Force Coordination 15,000
_I:—q_IVl—t‘Pﬁ_P—Cﬁ_mergency anagement Preparedness Program coordination:
- Implementing the objectives from the Regional Security Strategy
- Alternate EOC Coordination
- Universities Planning Group
- Emergency Managers Meeting
- GIS Coordination
- Emergency Web Portal
- Civilian Military Committee
- Tribal Coordination
- Voluntary Organizations Active in Disaster
- Interfaith Disaster Council 70,000
Lifelines - Energy Resiliency Coordination 35,000
Risk Communication Coordination and Multiple Language Notification 40,000
Public Outreach 43,000
Recovery & Advanced Recovery:
- Advanced Recovery Initiative
- Update Recovery Plan
- Housing Recovery Plan
- Point of Distribution Planning
- Local Assistance Centers
- Public Disaster Communications Plan
- Patient Tracking/ Reunification
- Terrorism Incident Recovery Plan 90,000
Dam Planning 30,000
Total Regional Project Staff Costs 602,000
Regional Service & Supplies Costs
Equipment
EOC Maintenance 125,079
GIS License 33,000
WebEOC Annual License 35,000
AlertSanDiego Annual License 98,500
Total Equipment 291,579
Organization
Deaf Link - Contract 85,000
Total Organization 85,000
Total Regional Service & Supplies Costs 85,000
Total FY17 Allocation $ 1,386,946







Current UDC Grant Sub Committee

As of 2/18/2016

Jurisdiction Name Status
City of Escondido Vacant
City of Del Mair,

Solana Beach and

Encinitas Mike Stein Active
City of Oceanside Vacant
City of San Diego Brian Fenessy Active
City of Imperial

Beach Dean Roberts Active
City of Coronado Mike Blood Active
County of SD OES Stephen Rea Active
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Earthquake Safety Advocacy for Our
J Region

% SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO






% PRESENTERS
“. . - Roberto Ruiz-Salas, PE.

— Project Coordinator
~ Kimley-Horn & Associates Inc., San Diego.

- David Racela
— Work Group 3 Co-Chair
— Supervisor of City of San Diego Office of Homeland Security
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. HISTORY OF SCENARIO

©. 7 . Importance of a Seismic Scenario

— . « Impact of scenarios in other regions

USGS ShakeOut Scenario (2008), Southern CA
Wasatch Fault Scenario (2014), Utah

Repeat of 1906 San Francisco Earthquake Scenario
(2006), Northern CA

Seattle Fault Earthquake Scenario (2005),
Washington

I

-

1 . Updating 1990 Seismic Scenario
..+ No Mexico involvement

- Including damage details

- No “Active” faults

% SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO





.. BUILDING THE SCENARIO

~. 7 . Collaboration with Tijuana
~ .. - Earth Science Analysis

—~ | - Rose Canyon Fault - M6.9

~ = . - Surface Rupture: 6.6 ft. H

— ¢ _ Liquefaction, landslides, tsunamis

* " . Updating Building and Infrastructure Database
“as - HAZUS — specific for San Diego

: - SanGilS, public data, agency collaboration
.. 2. - Student collaboration

% SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO





.. WHY YOU?

. « Training tool
— .. . Planning and exercises

~. ' « Follows National Preparedness System:
"~ _ Protection

— Prevention

— Mitigation

-~ Response

— Disaster Recovery

% SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO





o, SOCIO-ECONOMIC IMPACTS

.+ « Research Categories

~ Key Industries San Diego
Innovation
Military
Tourism
Local Healthcare
Intellect

— Key Industries Tijuana
Aerospace and Defense
Automotive
Contract Manufacturing
Electronics
Medical Device

iz Y NP . : | 2011Christch5%m@*§'l:fg
% SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO






— SOCIO-ECONOMIC IMPACTS

“ . . Research categories:

— Impact to
local/state/federal tax
base/fees

— International trade
— Immigration

— DHS 16 CIKR Sectors

SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO






.. We need your participation and support

B

- Roberto Ruiz-Salas, PE, Kimley-Horn &
Associates Inc.,

==\ robertoruizsalas@gmail.com

= ~* David Racela, City of San Diego Office of
., Homeland Security

@ dracela@sandiego.gov

’* Visit our website: http://sandieqgo.eeri.org/
%% |

% SAN DIEGO-TIJUANA EARTHQUAKE SCENARIO
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BROCHURE TEXT AND GRAPHICS

September 20, 2016

Earthquake Engineering Research Institute
San Diego Regional Chapter

San Diego-Tijuana Earthquake Planning Scenario Update

Scenario for a Magnitude 6.9 Earthquake on the Rose Canyon Fault For
Earthquake Risk Reduction in the San Diego Tijuana Region

Who We Are:

The EERI is a national, nonprofit, technical society of engineers, geoscientists, architects,
planners, public officials, and social scientists. Members include researchers, practicing
professionals, educators, government officials, and building code regulators.

Our Mission is to Reduce Earthquake Risk by:

(1) Advancing the science and practice of earthquake engineering.

(2) Improving understanding of the impact of earthquakes on the physical, social,
economic, political, and cultural environment.

(3) Advocating comprehensive and realistic measures for reducing the harmful effects of

earthquakes.

Current Priority Project:

San Diego Tijuana Earthquake Planning Scenario will update a 1990 Planning Scenario
for a Major Earthquake in the San Diego Tijuana Regional Area with the intent to initiate
emergency preparedness coordination and collaboration between the US and Mexico
governments and the communities. EERI has taken the initiative to form a working group
of private and government professionals to review and update the scenario considering
current information resulting from improved technology and information about seismic
behavior, geology, engineering, social, economic and cultural evolution since 1990.

The working group organization model, shown above:

Working Group 1 focuses on “Earth Science” and initiated the bi-national effort by
selecting and defining the scenario earthquake as part of the geo-hazards
evaluation.





BROCHURE TEXT AND GRAPHICS

Working Group 2 focuses on “Engineering” aspects and is studying building and
infrastructure inventories and vulnerabilities to estimate the expected physical
damage from the scenario earthquake.

Working Group 3 focuses on “Social Science” and will estimate impacts on social
and economic systems on both sides of the international border.

Policy Change:

Finally, the project will focus on defining recommended “Policy” measures,
including actions that if applied today could reduce earthquake losses in the future.
In this task, a Government & Civil Society Group will develop and implement a
regional crisis management exercise to test and build response capacity.

PAGER - The USGS generated a Prompt Assessment of Global Earthquakes for
Response (PAGER) for our earthquake planning scenario efforts. PAGER reports
provide preliminary information concerning the impact of the earthquake to inform
emergency responders, government, aid agencies, and the media of the scope of the
potential disaster. As shown on PAGER, the scenario results in an ORANGE alert in
terms of estimated casualties (100 to 1000 casualties), and results in a RED alert in
terms of estimated economic losses ($10 million to $100 million). Therefore, the
updated scenario earthquake does create significant damage and risk for the San
Diego and Tijuana regions warranting consideration in the planning efforts.

How do I get involved?

Visit: EERI San Diego.org to learn more and how you can participate.

We are currently working on efforts to fund components to produce this scenario
report.

We continue to reach out to acquire more stakeholders to assist with this scenario.
Your help and/or financial support is appreciated!
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Rose Canyon Fault Rupture Scenario
M6.9 Earthquake
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Leveraging the
San Diego Regional
Public Safety Geodatabase for
Mass Notification and Evacuations

UDC GIS Advisory Committee
Update





Objectives

* Develop an operational area wide
standard method for communicating
areas identified for mass notification

e Provide a visual tool to track direct
contact evacuation notification





UDC GIS Working Group

e Combination of law enforcement,

fire service, emergency managers
and GIS staff

e Discussed mapping options

e Evaluated tools to support the
objectives

 Consensus on regional approach





Result

* |dentified the San Diego Regional Public
Safety Map Grid as the preferred mapping
reference

— GIS data for grid available to anyone who needs it
— Added to Blackboard Connect (Alert San Diego)

 Developed tools to support the objective
— Web Map Application

— Public Safety Map PDF version
— Mass Notification Field Checklist





Web Map Application
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Public Safety Map Book - PDF

 Can be viewed in any
device with PDF
reader

e Saved on local
device — requires no
Internet connection

* QR code for sharing
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Evacuation Notice Tracking

e Law enforcement
mapping tool to track
direct notifications

e Shared mapping
application

— Can be accessed via
smart devices and
PCs

— Data inputted and
updated by
officers/deputies in
the field

sssco ATRT ¥ 9:17 AM

Cancel Collect a new feature

Residents Evacuating

Evacuation Motice Status

. Declined to Evacuate

Evacuation Motice Status

Mo Contact Made

Evacuation Motice Status

& Animal Evacuation Required

Evacuation Natice Status

Unable to Access Property

Evacuation Notice Status

Damaged Structure
A

Evacuation Motice Status






Evacuation Notice Tracking

& Evacuation Notification Status Map  with Web AppBuilder for ArcGIS (SRR Q
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Evacuation Notice Tracking

* Map application creates common
operating picture

e Information able to be shared with
ICP, DOC, EOC and other partners
(e.g. SDG&E, Animal Services)

e Creates a record and list





Next Steps

e Make the new tools available
* Map book printing

— Exploring grant funds for initial book
printing

— Agency responsibility

* Provide user guides for training
* Provide training to users
e Exercise and apply the tools
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UDC Members,

The County of San Diego Office of Emergency Services (OES) has acquired a cloud
hosted video conference system on behalf of the San Diego Urban Area. The intent of
this system is to provide a communications tool that supports the region’s ability to
respond to and recover from acts of terrorism and natural disasters. This capability has
been procured utilizing Urban Area Security Initiative Grant funds to fill the gap that the
previous 3C’s video teleconference system has created as the equipment reaches its
end of life.

The Regional Technology Partnership has recommended BlueJeans as the provider for
this capability. The platform will be used to facilitate video teleconferencing during
regional disasters. The key features of the BlueJeans solution include:

1. Interoperability — BlueJeans is capable of connecting a variety of room systems,
computers, mobile devices, and applications. Software solutions include browser
plugins and applications for Windows, Mac, and Linux systems. Of special
interest is the ability to utilize existing, legacy room systems such as those that
were a part of the 3C’s video teleconferencing system and may still be operable.

2. Multi-Party Meetings — BlueJeans supports up to 100 interactive participants in a
meeting.

3. Cloud Service — The cloud service is built for flexibility and scale. There is no
additional hardware, servers, or operating systems to purchase or maintain.

4. Mobile Devices and Computers — BlueJeans has applications available for
Android and iOS. Users can join meetings from their mobile phone or tablet.

5. Content Sharing — BlueJeans is capable of sharing documents, presentations,
recorded video, and desktop screen sharing.

6. Video Sharing — BlueJeans patrticipants can upload HD video for sharing.

7. Meeting Recording — BlueJeans meetings can be recorded and shared or
archived for future use.

8. Secure Meetings — BlueJeans meetings can be encrypted and participation can
be managed by the meeting organizer.

Additional information on the capabilities can be found at https://bluejeans.com

The intent is to provide each member of the UDC (each City) a single user account.
This single user account will be available to each City to host BlueJeans meetings.

Invitees to the hosted meeting will not need a license to participate in the
BlueJeans meeting. This includes up to 100 participants.





The key steps for each UDC member to take in implementing BlueJeans are:

1.

wnN

Identify a point of contact from each agency to assist with implementation. This
person will work with OES to activate the user account and provide coordination
for technical support.

Activate the user account in coordination with OES.

Identify potential equipment needs for the agency users (i.e. room cameras,
computers, screens, etc.). The provision of equipment and devices is the
responsibility of the agency.

Determine which existing Tandberg room systems may be utilized through their
end of life cycle and provide necessary technical support. If an agency wants to
utilize the Tandberg room system, they will need to complete an equipment
transfer from the City of San Diego. If they do not wish to utilize the equipment, it
will be returned to the City of San Diego

The BlueJeans system has a well-developed set of reference materials and user guides
online at https://bluejeans.com/support.

Once the system is implemented, OES and the Regional Technology Partnership will
support opportunities to exercise the capability through a series of BlueJeans meetings
to ensure all users are familiar with the system.

Additional information on the transition requirements and responsibilities are attached
for reference.

As mentioned, the first step is for the agencies to provide a point of contact to initiate
the implementation.

The OES lead on this project is Rob Barreras. Please provide a point of contact for
your City to robert.barreras@sdcounty.ca.qov by Friday, October 21,







Drought Monitor October 2016

Intensity.
DO Sbnommally Dry - D3 Extreme Drought

D1 Moderate Drought - D4 E xceptional Drought
D2 Severe Drought

The Drought Monitor focuses on broad-scale condtions
Local conditions may vary. See accompanying text surmmary
for forec ast staterments.

Author:
Brad Rippey

U S Department of Agriculture

USDA HP (X «
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http://droughtmonitor.unl.edu/

October 20, 2016

State of the Climate in California — Alex Tardy, NOAA meteorologist
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Water Supply in California

Reservoir Conditions
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Seasonal precipitation 2015-16
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Water Year in the West
October 1, 2015 to September 30, 2016

Percent of Average Precipitation (%)
10/1/2015 — 9/28/2016
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5 year precipitation since January 2011

September 30, 2016

Station 5 year Total 2015-16 30-y Lost

precipitation Deficit Calendar Year % Annual LULTTE] precipitation
average

San Diego (SAN)

44.28 14.85 inches 8.18 or 79% 10.34 17% season
Santa Ana (Fire stn)
37.40 40.38 inches  5.19 or 38% 13.63 3 seasons
Riverside (Fire stn)
36.58 22.60 inches 5.59 or 54% 10.33 2 seasons
Palomar Mtn
115.82 59.15inches  18.59 or 62% 30.20 2 seasons
Idyllwild
111.06 48.01 inches  23.06 or 84% 27.41 17% season
Palm Springs

15.51 13.19 inches 3.69 or 76% 4.83 2 % seasons





Jet zonal wind December 1 to March 31
1997-98
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Precipitation
percent of normal past 36 months

Percent of Average Precipitation (%)
s 10/15/2016
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Precipitation past 36 months

California, Climate Division 6, Precipitation, 36-Month Period Ending in July

1901-2000 o
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Past 36 months — warmest on record

Move mouse towards an axis until highlighted. Left-click mouse to pan. Shift key + left-click to zoom.

California, Climate Division 6, Average Temperature, 36-Month Period Ending in July
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June to August 2016

Temperature departure

Western United States - Mean Temperature
June-August 2016 Departure from 1981-2010 Normal

Percent of Normal precipitation

Western United States - Precipitation
June-August 2016 Percent of 1981-2010 Normal
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Much below normal monsoon
precipitation in California

Near normal coast and above
normal mountains and deserts
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Hydro.ucla.edu/monitor_ca/index.html
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Warm Ocean
Sea Surface Temperature Anomaly

Average July temperature
at La Jolla was 72 F with a
peak of 77.4 F
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Warmer coastal temperature can cause warmer overnight low
temperatures, higher humidity and less cooling in the daytime heat





October 16, 2016

Cooling (below normal) occur along the West Coast this
summer from north to south and coastal areas had normal
average air temperatures
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Pacific Basin

water temperature anomalles
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Weak La Nina or Neutral ENSO favored

Mid-Sep 2016 Plume of Model ENSO Predictions
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What is the La Nina pattern?

A
La Nina Conditions





Typical La Nina Impact to Weather
{

\

Typical La Nina Pattern





La Nina Winters precipitation anomalies

NOAA/NCDC Climate Division Composite Precipitation Anomalies (in)

Versus 1981-2010 Longterm Average
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Winter 2016-17

5 years of drought

Record warmth past 5 years

Warmth has included winters and springs
Critically dry fuels

Santa Ana winds will occur October to February

La Nina and El Nino (ocean conditions) are only part of
weather and climate

Weak La Nina oceanic conditions expected in 2016-17

Tendency for drier than normal winters but extreme
weather events are making much of seasons






SDUASI Training Overview 102016

Initiative Goal Disposition

1. Strengthen NIMS/ICS Achieve NIMS/ICS compliance in accordance with NIMS onadoin
Compliance Training Plan (2011) going

2. Strengthen Ensure TLO compliance. Provide IED & Terrorism Onaoi
ngoing

Terrorism/WMD/IED Training Awareness classes

1. Provide WMD FRA classes

3. Provide for First Responder 2. Provide Active shooter Tactics class

3. Provide Incident Safety/Street Survival class Ongoing
Safety . . , .
4. Certify a wildland awareness class for non-fire service
discipline.
4. Strengthen Large Provide the region’s paid/career firefighters certified
Scale/Natural Disaster Response | courses RS1, CSRT. Provide 4 required Emergency | Ongoing
& Recovery Management courses biannually.

5. Provide for Leadership/Incident | Deliver Leadership courses for fire/law and emergency

Management Training managers /utilities. Support SDUA AHIMT. Ongoing
6. Enhance Regional Provide classes for command &/ executive or high-level Onaoin
Collaboration and Coordination |leadership annually. going
Dates Class/Course Class/Course Initiattiee #of Rientidterelofireeh&bf Personnel
FiHiee LEawOthefFireTOtey Total Othe
Enforcement r Enforcement r

09/19 AWR 213 Critical Infrastructure & Key Resources 2/5 1 6 17 24

(RHC)
09/19-09/21 Terrorism | (Carlsbad) 2/5 4 7 11 22
09/20-09/21 Jurisdictional Threat & Hazard Identification & Risk 2/5

Assessment (RHC)
09/21 Terrorism Liaison Officer Basic (LECC) 2/3/5 2 45 19 66
09/26 AWR-313 Homemade Explosives: Awareness, 2/13/5 7 5 11 24

Recognition, & Response (RHC)
09/27-09/28 ICS 400 (Vista) 1/5/6 6 5 18
09/28 Essential EOC Water/Wastewater Position (RHC) 4/5 0 0 10 10
09/29 Hurricane Awareness (Coronado) 4/6 8 4 15 27
10/03-10/04 Critical Asset Risk Management (RHC) 2/5 2 7 20 29
10/03-10/05 ICS Forms & ICS 300 (National City) 1/5 8 3 24 35
10/05 Advanced Critical Infrastructure Protection-MGT 414 2/5 r 8 22 31

(RHC)
10/03-10/07 Confined Space Rescue Technician (CVFD) 3/4/5 20 0 0 20
10/11 Basic Terrorism Liaison Officer (LECC) 2/3/5 4 41 19 64
10/11-10/12 PER-334 Search & Rescue in Community Disasters 2/4 2 0 27 29

(RHC)
10/17-10/18 Terrorism Il (Carlsbad) 2/5 29
10/17-10/21 E0451, Advanced 1 - A Survey of Advanced Concepts 1/4/5/6 50

in Emergency Management





TOTAL (this period)

Total Number of Personnel Trained (since 1/01/2016)

Upcoming Training Events

10/31-11/01

11/01-11/02

11/07-11/10

11/14-11/16

11/29-11/30

12/05-12/07

MGT-319: Medical Countermeasures: Points of
Dispensing (POD), Planning, & Response

ICS 400

L-580 Strategic Leader Program - San Diego County
Megafires: An All-Hazards Interactive Case Study

Terrorism Il

PER-273 A Coordinated Response to Food
Emergencies: Practice & Execution

MGT300 Field Force Command & Planning

SDUASI Training Overview 102016

65 131 213

650 953 944

13,4

15,6

1,3,5,6

2,5

15

1,2,5,6

For more information please go to www.sduasi.org or contact Alan Franklin
at afranklin@sandiego.gov / 619-533-6790.

460
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SHSP Grant Deadlines and Updates as of 10-20-2016

Dates & Deadlines
FY15 SHSP

34 Modification Request Due — Any Pre-Approval Requests must be

submitted with mod: EHP, EOC, or Sole Source

* Final date to submit Pre-Approval Requests (EHP, EOC, or Sole 10/21/2016
Source) for previously approved workbook items.

* Milestone Deadline to spend 50% of your jurisdictions allocation

4t Modification Request Due - Any new line items that require Pre-

Approvals will be DENIED 1/20/2017
5t and Final Modification Request Due 4/14/2017
Final Date to Expend Funds 6/30/2017

Final Reimbursement Request due to OES 7/31/2017







FY 15 SHSP STATUS REPORT
AS OF 10/20/2016

JURISDICTION EQUIPMENT EXERCISE PLANNING/ORGANIZATION TRAINING TOTAL
CITIES Allocation ;Ztiamlgﬂgeﬁ In Process | Total Expended Balance Allocation ;Ztiamlgﬂgeﬁ In Process Ex;eortlzle d Balance Allocation ;?i?r::jri:ei In Process Ex;eortlzle d Balance Allocation ;?i?r::jri:ei In Process Ex;eortlzle J Balance AII;-:::ilon Ex;eortlzle d R;ri%;izg Unex;:/r:n ded
Carlsbad 81,856 - 77,367 77,367 4,489 - - - - - - - - - 81,856 77,367 4,489 5%
Chula Vista 152,222 - - 152,222 - - - 25,999 - 21,498 21,498 4,501 - - - - 178,221 21,498 156,723 88%
Coronado 24,197 - 23,328 23,328 869 - - - - - - - - - 24,197 23,328 869 4%
Del Mar 7,325 - 7,325 7,325 - - - - - - - - - - 7,325 7,325 - 0%
El Cajon 79,418 - 73,247 73,247 6,171 - - - - - - - - - 79,418 73,247 6,171 8%
Encinitas 38,750 - 38,750 38,750 - - - - - - - - - - 38,750 38,750 - 0%
Escondido 91,390 - 75,014 75,014 16,376 - - - 26,363 - 2,119 2,119 24,244 - - - - 117,753 77,133 40,620 34%
Imperial Beach 19,682 - - 19,682 - - - - - - - - - 19,682 - 19,682 100%
La Mesa 47,725 - - 22,030 25,695 - - - - - - - - - 47,725 22,030 25,695 54%
Lemon Grove 19,373 - 19,371 19,371 2 - - - - - - - - - 19,373 19,371 2 0%
National City 51,329 - 44,490 44,490 6,839 - - - - - - - - - - - - 51,329 44,490 6,839 13%
Oceanside 31,684 - 4,195 4,195 27,489 - - - 99,188 - 53,056 53,056 46,132 - - - - 130,872 57,251 73,621 56%
Poway 31,905 - - 31,905 - - - - - - - - - 31,905 - 31,905 100%
San Diego 276,852 - 240,142 36,710 - - - - - - - - - 276,852 | 240,142 36,710 13%
San Marcos 31,428 - 24,428 24,428 7,000 - - - 31,428 - 10,101 10,101 21,327 - - - - 62,856 34,529 28,327 45%
Santee 38,178 - 38,134 38,134 44 - - - - - - - - - 38,178 38,134 44 0%
Solana Beach 12,189 - 12,189 12,189 - - - - - - - - - - - - - - - 12,189 12,189 - 0%
Vista 30,363 - 2,400 2,400 27,963 11,000 240 240 10,760 22,080 - 17,640 17,640 4,440 6,120 - 6,120 6,120 - 69,563 26,400 43,163 62%
TOTAL CITIES 1,065,866 - 702,410 702,410 363,456 11,000 240 240 10,760 205,058 - 104,414 | 104,414 100,644 6,120 - 6,120 6,120 - 1,288,044 | 813,184 474,860 37%
EIRE DISTRICTS & OTHER Allocation ;Ztiamlgﬂgeﬁ In Process | Total Expended | Balance Allocation ;Ztiamlgﬂgeﬁ In Process Ex;eortlzle J Balance Allocation ;?irar::jri:ei In Process Ex;eortlzle J Balance Allocation ;?i?r::jri:ei In Process Ex;eortlzle J Balance Alllgetxiil()n Ex;eortlzle J R;ri%;izg Unex;:/r:n ded
Alpine Fire 13,478 - 5,692 5,692 7,786 - - - - - - - - - 13,478 5,692 7,786 58%
Borrego Springs Fire 7,068 - - 7,068 - - - - - - - - - 7,068 - 7,068 100%
Deer Springs 11,696 - - 11,696 - - - - - - - - - 11,696 - 11,696 100%
Julian Cuyamaca 6,980 - - 6,980 - - - - - - - - - 6,980 - 6,980 100%
North County Fire 33,033 - 4,258 4,258 28,775 - - - - - - - - - 33,033 4,258 28,775 87%
Port of San Diego - HPD 18,149 - - 18,149 - - - - - - - - - 18,149 - 18,149 100%
Rancho Santa Fe Fire 22,592 - - - 22,592 - - - - - - - - - 22,592 - 22,592 100%
San Miguel Fire 72,939 - 72,937 72,937 2 - - - - - - - - - - - 72,939 72,937 2 0%
Valley Center 8,510 - 8,510 8,510 - - - - 5,600 - 5,600 5,600 - - - - 14,110 14,110 - 0%
TOTAL FIRE DISTRICTS & OTHER 194,445 - 91,397 91,397 103,048 - - - 5,600 - 5,600 5,600 - - - - 200,045 96,997 103,048 52%
HHSA - EMS 80,000 - 44,228 44,228 35,772 - - - - - - - - - 80,000 44,228 35,772 45%
Notes:
Planning and Organization allocations have been combined into one category.
FY 15 SHSP Grant Status - Current.xlsx lofl UDC Detail






COUNTY OF SAN DIEGO

OFFICE OF EMERGENCY SERVICES

GRANT DEADLINES
AS OF: 10/20/2016

~ EMAP
Accredited _

ATION PR

OFFICE OF EMERGENCY SERVICES

JURISDICTION
GRANT NAME PROJECT NUMBER | ALLocatep | MILESTONE _ =l
AMOUNT : End of Fiscal Year :
Milestone . Reimbursement
) Reimbursement
Deadline Deadline Request Due to
OES
A 303,594 151,797 00/02/16 06/03/16 07/31/17
o ';Y 15 SHEP_ N B 95,511 47,756 00/02/16 06/03/16 07/31/17
(Per °’mba“°e ek c 506,638 253,319 09/02/16 06/03/16 07/31/17
Sepember 1, 2015 - D 109,920 54,960 09/02/16 06/03/16 07/31/17
May 31, 2018) E 1,529,123 764,562 09/02/16 06/03/16 07/31/17
- F 116,290 58,145 00/02/16 06/03/16 07/31/17
Jurisdiction Performance H 403,120 201,560 | 09/02/16 06/03/16 07/31/17
Period: I 166,418 83,209 09/02/16 06/03/16 07/31/17
December 15, 2015 - J 97,755 48,878 09/02/16 06/03/16 07/31/17
July 31, 2017 TOTAL 3,328,369 1,664,185

Final
Reimbursement
Request Due to

Cal OES

Milestone Extension
Date Approved by
Cal OES

06/10/18

06/10/18

06/10/18

06/10/18

06/10/18

06/10/18

06/10/18

06/10/18

06/10/18






