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2. Executive Summary  
 
A comprehensive alert and warning program is a critical component to a community’s ability 
to effectively respond to emergencies. With recent disasters in California highlighting the 
differences and inconsistencies among various alert and warning programs across California, 
emergency management leadership representing California’s Standardized Emergency 
Management System identified the need to establish statewide guidelines for the purpose of 
enabling and encouraging consistent application of alert and warning best practices, 
procedures, and protocols. 
 
It is the intent of the Legislature that, in the event of another catastrophe, like the 2017 
firestorms, every tool be used to alert and warn all members of the public in the affected 
area. The Legislature finds and declares that the safety of local communities requires 
designated alerting authorities to ensure they have multiple operators, adequate testing and 
training, and functional equipment and software. It is therefore the intent of the Legislature 
that, to the extent designated alerting authorities have difficulty acquiring or maintaining 
adequate alert and warning resources, those designated alerting authorities may consult with 
the Office of Emergency Services on best practices to achieve those goals. 
 
These Statewide Alert and Warning Guidelines were developed in collaboration with a group 
of local, state, federal and tribal partner’s as part of the Standardized Emergency 
Management System (SEMS) Technical Group, through the SEMS Alert & Warning Specialist 
Committee. 
 
The document provides guidance and expectations for jurisdictions and designated alerting 
authorities implementing an alert and warning program within the State of California. 
Additionally, the document provides overarching direction to the sub-components of the 
statewide alert and warning system, including the State Emergency Alert System (EAS) Plan, 
sub-jurisdictional alert and warning programs, and local EAS and alert and warning plans. 
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The Statewide Alert and Warning Guidelines address the critical components of an effective 
and comprehensive alert and warning program, including: 


• Roles and Responsibilities; 
• When and How to Issue a Public Alert or Warning; 
• Methods and Technologies; 
• Messaging; 
• Alerting Coordination; 
• Training Requirements; and 
• System Testing and Exercise Requirements. 


 
The Statewide Alert and Warning Guidelines enable the development of robust and effective 
alert and warning programs throughout California by providing a comprehensive articulation 
of best practices, protocols, and procedures used by jurisdictions from across the spectrum of 
California communities.
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stakeholder groups: 


o California Governor’s Office of Emergency Services 
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o Mutual Aid Regional Advisory Committee Region 1  
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The SEMS Alert and Warning Specialist Committee was chartered for the purpose of 
“review[ing] and finaliz[ing] the new California Statewide Alert & Warning [Guidelines] 
document, which will include guidance on alert & warning procedures, protocols, equipment 
and training.” Committee members worked extensively over six months to develop the final 
draft for review and approval by the SEMS Advisory Board, including attending an in-person  
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workshop to develop the first comprehensive draft and facilitating collection of comments by 
represented constituencies.  
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4. Purpose  
 
The California Statewide Alert & Warning Guidelines provides the minimum expectations for 
jurisdictions and designated alerting authorities to implement an alert and warning program 
within the State of California. The document provides overarching direction to the sub-
components of the statewide alert and warning system, including the State EAS Plan, sub-
jurisdictional alert and warning programs, and local EAS and alert and warning plans.    
 


5. Intended Audience  
 
The intended audience for this document is the agencies and jurisdictions within California 
that have a role in ensuring the public is notified effectively before, during, and after 
emergencies of protective actions to be taken.  
 


6. What is Public Alert & Warning  
 
A public alert is a communication intended to attract public attention to an unusual situation 
and motivate individual awareness. The measure of an effective alert message is the extent to 
which the intended audience becomes attentive and searches for additional information. 
 
A public warning is a communication intended to persuade members of the public to take one 
or more protective actions in order to reduce losses or harm. The measure of an effective 
public warning message is the extent to which the intended audience receives the message 
and takes the protective action and/or heeds the guidance. 
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7. Roles and Responsibilities  
 
Planning for, preparing, and disseminating alerts and warnings are the responsibility of 
multiple levels of government. Each level of government—and designated entities within 
those levels—hold responsibility and/or authority to ensure the overall effectiveness of the 
statewide alert and warning system in the State of California. 
 
 


 
 







Section 7 
Roles and Responsibilities 


State of California 
Statewide Alert & Warning Guidelines 


 


15 
 


  7.1 LOCAL GOVERNMENT  
 
It is an inherent responsibility of local government organizations and officials to keep the 
public informed about natural, human-caused, and technological disasters in addition to what 
actions they need to take to protect themselves and their families. Depending on how the 
local area governments have organized and coordinated the local area alert and warning 
system, the local government responsibility can be inclusive of city, special district, county, 
and multi-county jurisdictions. 
 
Local government officials typically have the most accurate and timely understanding of the 
situation, necessary protective actions, and potential adverse impacts of the incident. It is 
incumbent upon local officials to rapidly and adequately communicate to the public what is 
occurring and any steps or actions the public needs to take. 
 
These actions could include but are not limited to: 


• Evacuation orders (Including evacuation routes, shelter info, key information, etc.); 
• Locations of points of distribution (for food, water, medicine, etc.); 
• Direction to move to higher ground; 
• HazMat incidents; 
• Red Flag warnings; 
• Weather alerts; 
• Lockdown; and 
• Shelter-in-place guidance. 


 
The above scenarios may trigger a local jurisdiction to send out an alert via one or more of 
their alerting tools.  
 
Specifically, local entities, as defined in the local area alert and warning plan(s), are 
responsible for: 


• Enactment of ordinances and/or policies identifying local roles and 
responsibilities to enable the issuance and coordinated dissemination of alerts 
and warnings to the public by responsible officials within their jurisdictions 
regarding imminent threats to human life and health and extraordinary threats 
to property; 


• Installation, maintenance, user training and exercise/testing of local public 
alert and warning capabilities within their jurisdiction; 
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• Understanding the access and functional needs-related considerations 
associated with public alert and warning systems and messaging; 


• Obtaining authority and tools for accessing federal warning systems as a 
Collaborative Operating Group (COG) via the FEMA Integrated Public Alert and 
Warning System (IPAWS); 


• Participate in revisions of mandated Federal Communications Commission (FCC) 
local EAS plans, including approval of authorized event codes; 


• Development of procedures for proper chain of command for initiating, 
cancelling, and revoking accidental alerts, and for rapidly correcting and 
updating alert details as additional information becomes available; 


• Coordination with adjoining jurisdictions, Operational Areas, the State, and the 
NWS regarding origination of alerts and warnings over NWS Weather Radio 
related to hazards that have effects across jurisdictional boundaries; and 


• Developing, maintaining, and submitting to the State EAS Committee a Local 
Emergency Alert System Plan (Local EAS Plan). 


 
Within SEMS regulations, Operational Areas are responsible for coordinating response and 
recovery support to county sub-jurisdictions, e.g. cities and special districts, which includes 
coordination of mass notification alerts, within the authority of the Local EAS Plan. 
 
Specifically, Operational Areas are responsible for: 


• Coordinating with all Alerting Authorities within an Operational Area and 
Operational Areas within same Local EAS Plan, as needed to effectively manage 
an incident and prepare and warn the public; 


• Coordinating training, testing, and exercising of county-wide alerting and warning 
systems; 


• Incorporating alert and warning systems into Operational Area standard 
procedures and protocols; and 


• Utilization of IPAWS as a component of the county-wide alert and warning 
plan. 
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  7.2 STATE GOVERNMENT  
 
Recognizing that virtually all disasters emerge on a local level, the main public alert and 
warning responsibility of the state is to provide training, consultation, and guidance on alert 
and warning standards and best practices to local government entities. This includes 
establishing access to and utilizing available urgent communications tools, such as the federal 
IPAWS network. The state will work with Operational Areas to support their mass notification 
activities, and, when requested, serve as a back-up capability for the Operational Area. The 
state may need to issue public alerts under its own authority when an incident’s severity and 
breadth of impact threatens multiple operational areas. When the State issues an alert or 
warning, every effort will be made to coordinate with the impacted Operational Area(s) and 
possibly National Weather Service within the available timeframe prior to issuing a public 
alert and/or warning. 
 
The State of California, acting through California Highway Patrol, is responsible for: 
 


• Distributing public alerts regarding the well-being of at-risk children (AMBER 
Alerts), elders (SILVER Alerts), and officer safety (Blue Alerts) to law 
enforcement, broadcasters, the National Center for Missing and Exploited 
Children (NCMEC), Lottery, ports of entry, and members of the public; 


 
 
The State of California, acting through Cal OES, is responsible for the following as it relates to 
alert and warning: 


• Relaying war emergency and other emergency alerts and notifications from  
state or federal authorities to appropriate offices and Operational Areas within 
the state; 


• Issuing public alerts and warnings for all hazards when an incident’s severity 
and breadth of impact threatens multiple jurisdictions;  


• Coordination with adjoining jurisdictions, Operational Areas, the state, and 
NWS regarding origination of alerts and warnings related to hazards that have 
effects across jurisdictional boundaries or over NWS Weather Radio; 


• Managing the California State Warning Center (CSWC) and the California 
Warning System (CALWAS), which is a state-sub circuit of the federal National 
Alert and Warning System (NAWAS) linking the State Warning Center and State 
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Alternate Warning Center with Operational Area warning points; 
• Assisting in coordination and when necessary/appropriate, issuing of public 


warning and alerting activities that affect multiple Operational Areas; 
• Ensuring that state laws and regulations facilitate the efficient maintenance, 


testing, and use of public alert systems at all levels of state and local 
government; 


• Publicizing standards of practice for effective and consistent statewide public 
alert and warning maintenance and execution; 


• Providing standard, baseline alert and warning training to alerting authorities and 
originators; 


• Direction and management of Earthquake Early Warning within the state; 
• Providing technical and programmatic guidance to cities, special districts, 


Operational Areas, 9-1-1 centers and other state agencies regarding the 
implementation and use of public alert and warning; and 


• Participating on the California EAS Plan Committee, which includes maintaining 
copies of local EAS plans. 


 
The California State Warning Center is tasked, on a daily basis, with information gathering 
and inter/intragovernmental notifications (see California State Warning Plan 
www.caloes.ca.gov/warningcenter). Nothing in this plan is intended to conflict with, or 
supersede, any existing arrangement for dissemination of public alerts and warnings by local, 
state, or federal agencies. 



http://www.caloes.ca.gov/warningcenter
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  7.3 TRIBAL GOVERNMENT  
 
Tribal elected officials may designate which public safety officials in their tribe are granted 
the authority to alert the public of emergency situations occurring that can affect tribal 
members. These officials are responsible for informing their members about natural and 
human-caused disasters, and what actions they need to take to protect themselves and their 
families. Some of these actions could include, but are not limited to: 


• Evacuation orders; 
• Locations of points of distribution (for food, water, medicine, etc.); 
• Direction to move to higher ground; and 
• Shelter-in-place guidance. 


 
Tribal governments that choose to access federal warning systems via the IPAWS may be 
responsible for: 


• Installation, maintenance, user training and exercise/testing of local public 
alert and warning capabilities within their jurisdiction; 


• Ordinances and/or policies enabling the issuance and effective 
dissemination of alerts and warnings to their jurisdictions regarding 
imminent threats to human life and health and extraordinary threats to 
property; 


• Understanding the access and functional needs-related considerations 
associated with public alert and warning systems and messaging; 


• Policies and procedures for cancelling and revoking accidental alerts, and for 
rapidly correcting and updating alert details as additional information becomes 
available; and 


• Coordination with adjoining jurisdictions, Operational Areas, and the state 
regarding origination of alerts and warnings related to hazards that have effects 
across jurisdictional boundaries. 
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  7.4 FEDERAL GOVERNMENT  
 
FEMA is the lead federal agency for coordination and implementation of IPAWS. FEMA 
ensures that this nationwide system is maintained and operational. FEMA’s stated goals for 
IPAWS are to: 


• Operate NAWAS to notify state warning points and other critical operations 
centers of a wide variety of events including military attacks. NAWAS is controlled 
from FEMA’s Operations Center and the FEMA Alternate Operations Center in 
the National Capital Region; 


• Build and maintain an effective, reliable, integrated, flexible, and 
comprehensive alert and warning system; 


• Diversify and modernize the broadcast EAS; 
• Issue an IPAWS MOU and IPAWS certificate with the Collaborative Operating Group 


(COG) jurisdictions, acknowledging the approved event codes, and designated 
alerting authorities, ensuring required certificated training has been completed; 


• Create an interoperability framework by establishing or adopting 
standards, such as the Common Alerting Protocol (CAP); 


• Enable alert and warning to those with disabilities and others with access and 
functional needs and to those without an understanding of the English 
language; 


• Partner with National Oceanic and Atmospheric Administration (NOAA) for 
seamless integration of message transmission through NWS national networks; 


• Facilitate dissemination of Presidential Alerts during a national emergency; 
• Receive and authenticate alert messages, then simultaneously deliver to all 


IPAWS–compliant public alerting systems; and 
• Ensure that required Emergency Management Institute (EMI) courses are 


available and updated periodically. 
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   7.4.1 NATIONAL WEATHER SERVICE  


 
The NWS has responsibility for originating public warnings regarding weather hazards. The 
NWS operates several public alert and warning dissemination systems, including NOAA 
Weather Radio All Hazards (NWR), a network of over 1,000 VHF radio transmitters serving 
the population of the United States, NOAA Weather Wire Service (NWWS), and the 
Emergency Managers Weather Information Network (EMWIN). In addition, the NWS National 
Tsunami Warning Center issues Tsunami statements, watches and warnings which are 
disseminated by the Coastal CA NWS offices. While the NWS has responsibility for weather-
related alerting, local government is not precluded from sending notifications and alerts in 
support of weather events. 
 
NOAA Weather Radio All Hazards (NWR) 
NWR is an "All Hazards" radio network, making it a single source for comprehensive weather 
and emergency information. In conjunction with Federal, State, and Local Emergency 
Managers and other public officials, NWR also broadcasts/conveys warning and post- event 
information for all types of non-weather hazards – including natural (such as earthquakes or 
avalanches), environmental (such as chemical releases or oil spills), and public safety (such as 
civil emergency messages or 9-1-1 telephone outages) 
 
EAS 
The EAS is a national public warning system that requires broadcasters, cable television 
systems, wireless cable systems, satellite digital audio radio service (SDARS) providers, and 
direct broadcast satellite (DBS) providers to provide the communications capability for the 
President to address the American public during a national emergency. The system also may 
be used by state and local authorities to deliver important emergency information, such as 
AMBER alerts, SILVER Alerts, and weather information targeted to specific areas. 
 
NWS and EAS 
The FCC, in conjunction with FEMA and NOAA NWS, implements the EAS at the federal level. 
The NWS develops emergency weather information to alert the public about imminent 
dangerous weather conditions. 
 
The NWS requests activation of the EAS for imminent and dangerous weather conditions, uses 
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NWR as its primary means to activate EAS, and NWS can assist with relaying state and local 
authorities’ non-weather EAS messages and activations via NWR to communicate important 
non- weather emergency messages, such as 9-1-1 outages, shelter-in-place and Civil 
Emergency Messages. However, as of 2018, CHP ENTAC is responsible for AMBER alerts via 
IPAWS for the state of CA, triggering EAS and WEA accordingly. 
 
With the exception of national-level activation of the EAS, it is voluntary for EAS participants, 
such as radio and television stations, to further relay NWS-generated messages. NWS EAS 
codes can be found here: https://www.weather.gov/NWR/eventcodes 
 
Naming Convention for EAS Event Codes 
The FCC established naming conventions for EAS event codes. In most cases, and for all future 
codes to be approved, the third letter of all hazardous state and local event codes is limited to 
one of four letters: 
 
W for WARNINGS, A for WATCHES, E for EMERGENCIES, S for STATEMENTS 
 


 A WARNING is an event that alone poses a significant threat to public 
safety and/or property, probability of occurrence and location is high, 
and the onset time is relatively short. 


 A WATCH meets the classification of a warning, but either the onset time, 
probability of occurrence, or location is uncertain. 


 An EMERGENCY is an event that, by itself, would not kill or injure or do 
property damage, but indirectly may cause other things to happen that 
result in a hazard. For example, a major power or telephone loss in a large 
city alone is not a direct hazard, but disruption to other critical services 
could create a variety of conditions that could directly threaten public 
safety. 


 A STATEMENT is a message containing follow up information to a 
warning, watch, or emergency. 



http://www.weather.gov/NWR/eventcodes
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NWS and Wireless Emergency Alerts (WEA) 
The NWS coordinates with its local partners prior to issuing WEA messages for continuity of 
operations and effective response. The NWS in conjunction with the FCC has an established 
list of weather warnings that will trigger WEA for the affected area, generally defined as a 
polygon. WEA messages are disseminated via FEMA's Integrated Public Alert and Warning 
System (IPAWS). The approved NWS warnings that will initiate a WEA are: 


 Tsunami (TSW); 
 Flash Flood (FFW) – including, due to dam inundation and debris flows; 
 Tornado (TOR); 
 Hurricane (HUW); 
 Storm Surge (SSW); 
 Dust Storm (DSW); and 
 Extreme Wind (EWW) 
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8. Guidelines for Issuing Public Alert & 
Warnings 


 
Events/incidents can evolve in extreme ways. Alert and warning needs to be an integral 
component of a jurisdiction’s response to those events. Issuing public alerts and warnings 
requires the exercise of reasonable and well-informed judgment. This action must be well 
practiced and familiar to the initiator, when incidents dictate. 
 
There is no all-encompassing formula for making warning decisions. There are, however, 
some evidence-based principles and best practices that can help guide the decision maker: 


1) Incomplete or imperfect information is not a valid reason to delay or avoid 
issuing a warning. Time is of the essence, as recipients of warnings will need 
time to consider, plan, and act after they receive a warning message. This is 
particularly true among individuals with disabilities and people with access and 
functional needs. They may require additional time to evacuate or may be at 
increased risk of harm without notification. 
 


2) Utilization of alerting mechanisms within the IPAWS should be a primary route 
to issue alert and warnings to ensure the greatest number of recipients within 
the impacted area are being alerted. 


 


3) The responsibility for issuing alerts and warnings during an emergency rests 
with designated public officials—known as Alerting Authorities—that may 
include city, special districts, or Operational Area emergency 
managers/authorities, communications center staff, executive leaders, Incident 
Commanders (ICs), or designees in coordination with the local Public Safety 
Dispatcher, or Public Information Officer (PIO). Jurisdictional plans may identify 
designated individuals such as: 


a. Dispatch/9-1-1 personnel; 
b. Emergency management/EOC personnel; 
c. Fire personnel; 
d. Field IC; 
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e. Health officers; and 
f. Law enforcement personnel. 


4) Use of large-scale, wide ranging public warning systems are usually restricted to 
designated officials (Alerting Authorities). Operational Areas should ensure all 
local jurisdictions (cities, special districts and, when appropriate, private sector 
critical infrastructure) have the capability and a method to request the 
coordination and use of large-scale, wide ranging public warning systems when 
appropriate. When imminent danger threatens, all agencies can, and should, 
issue a warning to people with whom they have authority and responsibility to 
inform, using whatever means are at their agency’s disposal. 


5) Messages should come from an authoritative source and clearly identify the 
originating agency. Messages originating from an anonymous or unfamiliar 
source will be treated with skepticism by the public. Whenever possible, the 
Alerting Originator should be recognized by the target audience as 
knowledgeable on the threat. 


6) Approved Alerting Originators should access alert and warning systems through 
a unique, individually identified account so that every warning message is 
attributable to a specific individual. Use of shared “agency accounts” to control 
access to warning systems can undermine the enforceability of usage policies 
and may violate a FEMA MOU to access IPAWS. Additionally, all warning system 
users should utilize a strong password for authentication— preferably, two-
factor authentication when possible. Ensuring the security of the alerting 
software will reduce the chance of data breaches and ensure the public’s trust 
in providing their contact information to an opt-in system.  


 
7) Warning messages can, and should be, updated and refined as additional 


information becomes available. Additionally, when the threat or warning 
messages are no longer applicable, a message stating it no longer applies should 
be sent. 


 
8) Warning messages sent in error should be updated, clarified, or retracted within 


ten minutes from the message being confirmed as being erroneous. 
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9. When to Issue Alert & Warnings  
 
Warnings should be issued when there is an imminent threat to life, health, or property. This 
can include alerts and warnings issued in advance of forecasted severe weather events when 
doing so will give the public time to evacuate. When a threat exists, even though it might not 
be imminent, such as a Red Flag Warning, hurricane or flooding, it is advised to communicate 
that threat out to the public so that they may be better prepared.  Warning systems, such as 
sirens, while helpful in alerting a community of a hazard, should not be used for reassuring 
the public that an ongoing situation or an upcoming event is not hazardous; other public 
information channels should be used for those purposes instead. 
 
Fear of triggering “panic” is not a valid reason to delay or avoid issuing a warning. “Mass 
panic” very rarely occurs as the result of a warning message. Note that justified anxiety or 
physical flight is not the same thing as panic. When public warning information is delivered by 
a credible alerting authority, the public usually responds by following the recommended 
actions. Rarely do such warning messages lead to mistrust or panic. 
 
When dealing with uncertain or conflicting information about a threat, the Alerting Authority 
should choose to err on the side of protecting the public. Some warning systems have 
provisions for communicating the general degree of certainty associated with threat 
information, but many only permit a yes-or-no decision as to warning the public. Reasonable 
detail should be provided, but a warning message is not the place for an extended discussion 
of scientific data and probabilities. 
 
Irrelevant warnings can fatigue the public rapidly and lead to recipients discounting further 
warning messages or opting out of receiving future alerts and warnings. Every effort should 
be made—within the capabilities of the warning system(s)—to limit the warning to people 
actually at risk. Warning systems become more effective to the extent they can target limited 
areas or specific at-risk populations, such as NOAA Radio’s Specific Area Message Encoding 
(SAME). 
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Structured training and practice will reduce false alarms. It is recommended that the alerting 
capability be practiced either in a simulated environment or in real time no less than twice a 
year. While repeated false alarms can be damaging to the credibility of both the source and 
the delivery channel, false alarms or erroneously issued warnings historically have not 
significantly eroded public confidence in issued warnings as long as they were promptly 
corrected or retracted. Warning originators should use their best judgment but err on the side 
of public safety.
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  9.1 AUTHORIZED USE  
 


System Access Approval Body Permissible Use 
IPAWS COG under Local EAS Plan 


Communications Committee, 
FEMA 
Alerting Authority Application 
reviewed by CalOES 


 
 
 


Life or property threats only, 
by local EAS plan designated 


alerting authorities NOAA WEATHER 
RADIO 
(including 
HazCollect through 
IPAWS) 


 
Local NWS Warning office 


Over Highway Signs Local Caltrans Traffic 
Management 
Center and California 
Highway Patrol (CHP) 


 
For a current list of IPAWS approved alerting authorities, visit: 
https://www.fema.gov/alerting-authorities 
  9.2 TIMEFRAMES FOR ISSUING ALERTS & WARNINGS  
 
Agencies should maintain an alerting capability at all times by maintaining a primary 
operational capability, as well as a back-up capability for use when the primary capability is 
not functioning or inaccessible. Maintaining the capability to send out an alert is imperative 
as disasters may strike at any time, and jurisdictions are responsible for informing the public 
in a timely manner of the threat and protective actions to take.   
 
Agencies should issue alert and warning messages as soon as feasible given the 
circumstances of the situation. Access to the designated alerting authority and alerting 
originator should not be delayed due to limited resources or non-operational equipment. 
Designated alerting staff should have ready and reasonable access to primary or back-up 
alerting systems and be properly trained and well versed in how to operate the equipment.



https://www.fema.gov/alerting-authorities
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10. How to Issue Alert & Warnings  
 
To ensure an effective alert and warning program a jurisdiction should closely coordinate and 
collaborate with all public safety agencies within the jurisdiction and neighboring 
communities to develop a shared understanding of the local alert and warning plan prior to 
an incident and specific alert and warning actions taken during an incident.          
 
Warning messages should be distributed to all members, to the extent possible, of the 
community who are at risk, including commuters, travelers or transient populations, people 
with disabilities or access and functional needs, non-English speakers, people in remote or 
isolated areas, the elderly, and people with limited technology. Additionally, when providing 
emergency alerts and notifications, it is vital to note that local, state, and federal 
governments are keenly aware that not everyone receives or processes information in the 
same manner. The Americans with Disabilities Act (ADA) requires jurisdictions make all 
information accessible to their constituents, including emergency alerts and warnings. As 
such, governments must account for the access and functional related needs specific to alerts 
and warnings that impact all individuals, including those who are deaf or hard of hearing, 
blind or low vision, non-English speaking, persons with intellectual or developmental 
disabilities, or any others who receive and/or process information in different ways. 
Emergency alerts and warnings should account for the wide array of communication needs 
found in the public. 
 
In some cases, it may be useful to offer alternative protective action recommendations for 
people who cannot implement the preferred recommendation, such as those with physical 
disabilities or medical conditions, or those without access to transportation. Also, as it may 
take longer for these populations to respond to a warning, earlier “pre-warnings” directed to 
them may be useful. However, initial warnings should not be delayed while alternate versions 
are being prepared. Translations or other variants of a warning message should be treated as 
updates. 
 
People rarely act on a single warning message alone. To be effective, warnings should be 
delivered in various formats across multiple media platforms, both to increase reliability of 
warning delivery and to provide a sense of corroboration that will encourage recipients to 
take protective actions. Each community may have multiple methods to send out warning  
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messages, and each of these tools should be utilized with similar messages to ensure that the  
greatest number of individuals in communities receive the messages.  When sending out 
messages, coordination amongst the jurisdictions within the impacted area is important to 
reduce confusion and ensure contradictory messages are not being sent.
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11. Alert & Warning Methods and Technologies 
 
  11.1 METHODS  
A successful alert and warning program is one that incorporates multiple methods and 
technologies to accomplish the goal of reaching the largest percentage of the target 
population. Selecting specific methods and technologies that will be most effective for the 
jurisdiction’s demographic, cultural, and geographical area should consider: 


• Mobile phone usage rate of target population; 
• Community’s adoption of Voice Over Internet Protocol (VOIP) vs traditional landline; 
• Potential “off-the-grid” sub-communities; 
• Generational usage of text vs email; 
• Proportion of local vs transient population, such as travelers;  
• Connectivity and bandwidth limitations of the community’s geography and 


infrastructure; and 
• Individuals with access and functional needs (AFN) (i.e. people with disabilities, 


seniors, children, limited English proficiency, and transportation disadvantaged). 
 


  11.2 IMPORTANT CONSIDERATIONS  
All warning systems need to be protected from: 


• Unauthorized activation; 
• Improper use; 
• Cyber security gaps; 
• Interference with authorized activation (denial of service); and 
• Outage due to lack of duplication or back-up services. 


  


Special consideration should be given to implementing redundancy and enhancing 
interoperability, whenever possible, to prepare for: 


• Loss of power; 
• Loss of cell towers or overloaded cell systems; 
• Internet outages; 
• Overloaded networks; 
• Cyber-attacks; 
• Ability of carriers to redistribute; 
• Overloaded infrastructure; 
• Cross-jurisdictional needs; and 
• Availability of staffing to effectively manage and deploy systems.
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  11.3 GENERAL FEATURES TO CONSIDER IN YOUR PROGRAM  
 


   11.3.1 ACCESS AND FUNCTIONAL NEEDS CONSIDERATIONS  
 
To ensure messages are developed for maximum accessibility, alerting platforms should 
ideally include the ability to control the following: 


• TTY/TTD; 
• Font size; 
• Color analyzer; 
• Sound & vibrations; 
• Flashes; 
• Use of attachments (video); 
• 508 compliance (use of screen-readers); 
• Posting of accessible electronic content, documents, and videos; and 
• Video relay as an option. 


 
   11.3.2 ALERT & NOTIFICATION SCHEDULES  


 
To ensure the community is receiving relevant, timely, and actionable emergency 
information, the following items should be considered: 


• Clearly designate a position within response operations to monitor current 
alert and warning content; 


• Ensure the alerting authority, alerting originator, Public Information 
Officer (PIO), Joint Information Center (JIC), and designated social media 
staff are synchronized on current notifications; and 


• Establish a schedule for determining whether the alerting and warning 
activities are achieving the intended outcomes, i.e. public is responding as 
intended. (This can be built into shift briefings.) 


Note: Some alert and warning systems have a maximum time limit. Ensure all alerting 
stakeholders are aware of when messages may need to be renewed. 
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   11.3.3 TRANSLATION OF NOTIFICATIONS  
 
The state of California is comprised of many diverse communities, some of which include 
Limited English Proficiency populations. Identifying the most commonly used languages and 
having a process in place to translate warning messages, will ensure the greatest number of 
residents of the state of California receive the warnings that are being sent. It is important, 
however, to not let the inability to translate a message delay notification when time is of the 
essence and lives are at risk. 


Culture 
Due to the rich cultural diversity in California, communities may respond to messaging in an 
alert in different ways. For example, some communities may respond negatively to 
instructions from the government. Prior to an incident, it is important to locate trusted agents 
within communities who can help convey the intended meaning of a message and educate 
the impacted community on the jurisdiction’s alert and warning program. This may include 
religious leaders, non-profit agency representatives, local elected officials, or prominent 
business owners within the respective community. Leveraging the relationships that have 
been established with these leaders will be a force multiplier when the time comes for a 
warning to be communicated out to the community.    


Translation Technologies 
Reduce reliance on free digital translation services as they can often misinterpret the 
message. Where feasible, contract with translation services, such as local translators and/or 
telephonic interpretation services. 
 
Message Library 
Jurisdictions are encouraged to establish a message library with sample messages that have 
been translated into the languages most commonly used in the communities that they serve. 
Pre-planned messages can save time in a disaster and ensure that accurate translations exist 
for messages that are critical for the community.   
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   11.3.4 MULTI-MODAL / MULTI-PLATFORM SYSTEMS  
 
A highly effective alert and warning program will use as many delivery methods as possible. 
The most effective system leverages all opportunities to link delivery systems, such as being 
able to send a message through text and social media through a single delivery system. It is 
critical to test or exercise the connectivity on a regular basis to confirm functionality with the 
various delivery methods. 
 


   11.3.5 OPT-IN FEATURES  
 
With the growing adoption of VOIP and cellular phones, combined with the abandonment of 
traditional landlines, alert and warning systems should have an opt-in feature, which enables 
residents to add their contact information to the alert and warning contact database. The 
system should include functionality for residents and businesses to: 


• Provide multiple phone numbers, e-mails, and cell numbers; 
• Sign up for alerts at multiple addresses; and 
• Sign up for communications related to specific target groups. 


 
California Senate Bill 821 authorizes each county, including a city and county, to enter into an 
agreement to access the contact information of resident accountholders through the records 
of a public utility or other agency responsible for water service, waste and recycling services, 
or other property-related services for the sole purpose of enrolling county residents in a 
county-operated public emergency warning system. Additionally, the bill requires any county 
that enters into such an agreement to include procedures to enable any resident to opt out of 
the warning system and a process to terminate the receiving agency’s access to the resident’s 
contact information.  
 


   11.3.6 IN-PERSON NOTIFICATIONS  
 
A successful alert and warning program relies not only on digital systems for notification, but 
also on low-tech systems for hard-to-reach areas, fast-moving events where first responders 
may already be in the location, and areas where digital systems may be unavailable
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Door-to-Door 
“Door-to-door” notification can be highly effective, especially when reaching people who are 
asleep, in rural areas, or not reached by other warning technologies. Dispatched personnel, 
most often law enforcement, should be trained in assisting individuals with access or 
functional needs, as well as, people who speak languages other than English. Personnel 
chosen to assist with this form of notification should be clearly identified (usually by a uniform 
of some kind), selected to connect with the audience they are intended to notify, and should 
be trained prior to an event. 
   
When possible, personnel dispatched for door-to-door notification should have a flyer with 
the appropriate multi-language warning message. The flyer should include a visualization of 
the message in the form of a pictogram and/or maps. Personnel can use the flyer to explain 
visually the warning message and/or leave the flyer behind. Regardless of whether you are 
using a system or not, make sure any person going door-to-door can communicate with 
whomever answers the door by including visual materials and other supporting material. 
 


   11.3.7 LOUDSPEAKERS & PUBLIC ADDRESS SYSTEMS  
 
Built-in audio announcement systems exist in many buildings and outdoor venues. These can 
be valuable provided: 


a) The warning message is effectively written; and 
b) The amplified audio is intelligible. 


 
Fixed Location Public Address (PA) Systems 
PA systems that are permanently installed at a facility are incredibly useful as they have 
already been designed by the owner of the facility to reach their target audience for internal 
messaging purposes. The challenges to be aware of are coordination with the system owner 
to use these systems. In some cases a system can be automatically triggered, and in others it 
is a more manual procedure. Special care should be impressed on the system owner to ensure 
all rooms in their facility are addressed. For example, sometimes PA speakers are not installed 
in bathrooms. 
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Mobile PA Systems 
Public address loudspeakers are sometimes attached to aircraft and emergency response 
vehicles to notify people in more remote areas. Careful attention must be paid to the 
intelligibility of a message by the target audience. Systems mounted on aircraft should convey 
brief messages so that the entire message can be heard at a single point as the aircraft flies 
past. Vehicle-mounted systems may contain a slightly longer message provided the operator 
drives slowly enough for the entire message to be heard. Special care must be used when 
relying on hand systems, such as bullhorns, to enunciate the message as clearly as possible as 
the device itself can be hard to hear/understand.







Section 11 
Alert & Warning Methods and Technologies 


State of California 
Statewide Alert & Warning Guidelines 


 


38 
 


   11.3.8 PUBLIC SIRENS  
 
The effectiveness of sirens in penetrating well-insulated homes and buildings can be limited. 
Sirens can be programmed to emit multiple distinctive sounds, but associating individual 
sounds with particular meanings can be problematic, requiring intensive public education. 
 
Likewise, visitors from other areas may not recognize the meaning of a siren alert. Some siren 
systems are combined with a voice public address system, which can provide additional 
information once the siren sound attracts attention. However, reverberation amongst 
buildings and sound absorption by foliage can limit the intelligible range of voice messages. 
Sirens can be very effective for alerting people outdoors in parks or other public spaces. If a 
public siren is used for alert and warning, it should include an extensive public outreach 
campaign to train residents and visitors on what the siren means and the intended protective 
action. It is important to note, however, that visitors to the area may not understand the 
meaning of the siren or may interpret it as a different meaning based on their local norms. 
 


   11.3.9 OTHER APPROACHES  
 
Many communities may have established institutions that can serve as effective alert and 
warning delivery systems. Consider coordinating with these embedded institutions to broaden 
the reach of alert and warning messaging. 
- Church Bells; 
- Community Bells; 
- Foghorn; 
- Digital outdoor billboards; and 
- Navigational apps, such as Waze, Google Maps, and Apple Maps may add emergency 


notifications to their systems to warn uses of a threat or hazard. 
 


   11.3.10 INTEGRATED PUBLIC ALERT AND WARNING SYSTEMS (IPAWS)  
 
IPAWS is an internet-based capability, run by FEMA, which federal, state, local, tribal, and 
territorial authorities can use to issue critical public alerts and warnings. The three core 
components of IPAWS are EAS, WEA, and the NOAA Weather Radio. IPAWS also includes 
capabilities for unique alert systems, which includes dissemination of alerts through third-
party applications, and future system development. 
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Emergency Alert System (EAS) 
The federal EAS is used by alerting authorities to send warnings via (broadcast, cable, 
satellite, and wireline communications pathways). EAS can be used by local authorities in 
accordance with a pre-determined local EAS plan to alert their local jurisdictions of an 
imminent threat. Additionally, EAS enables the President to interrupt all broadcasts in one or 
more counties with an emergency announcement. Participation in local use of EAS is 
voluntary on the part of broadcasters except the Local Primary LP-1 and LP-2 stations. EAS 
messages are delivered to all listeners or viewers of stations serving a targeted county. 
Satellite and cable TV carriers also participate in EAS, but their capacity to geographically 
target dissemination is more limited. EAS can distribute warning messages over large areas 
very quickly, but cannot reach people who are not watching or listening to broadcast media, 
particularly people who are asleep. 
 


Wireless Emergency Alert (WEA) 
WEA are emergency messages sent by authorized government alerting authorities through 
the major mobile carriers. WEA alerts are targeted to a defined geographical area, and are 
presented differently than a typical text alert in order to differentiate it from regular 
notifications. They offer a unique alert tone and vibration accompanied by a brief push 
notification displayed uniquely on the end user’s mobile device. WEA is an opt-out system. 
Mobile device users will receive the WEA notification unless they choose to deactivate the 
service on their mobile device. 
 
WEA has the capability of notifying WEA-enabled cell phones within a selected geographic 
area, whether they have previously signed up or opted-in or not. This capability allows for 
both the residents of a given jurisdiction, and persons visiting the jurisdiction the ability to be 
notified.  
 
National Oceanographic and Atmospheric Administration (NOAA) Weather Radio 
Using technology similar to old-fashioned portable radio pagers, desktop radio receivers can 
be activated when they receive particular tone or data signals. The alerting signal is typically 
followed by audio information. The nationwide National Weather Radio network operated by 
the NOAA is the best known and most widely deployed example of this technology. Tone-alert 
radios can provide both alerting and warning detail quickly over a wide area but require an 
investment in the receiving equipment that many members of the public decline to make. 
Some NOAA Radios have Specific Area Message Encoding (SAME) capability allowing public or 
jurisdictions to limit warnings only in an area of concern. 







Section 11 
Alert & Warning Methods and Technologies 


State of California 
Statewide Alert & Warning Guidelines 


 


40 
 


   11.3.11 CABLE OR SATELLITE TV OVERRIDE  
 
In addition to participation in the EAS, many cable TV systems have a provision by which local 
authorities can interrupt the audio, and sometimes the video, of all channels with emergency 
notifications. The strengths and weaknesses of these systems are similar to those for EAS. An 
additional consideration is the risk of blocking or otherwise limiting access to news and other 
valuable information. 
 


   11.3.12 LOW-POWER LOCAL RADIO STATIONS & SIGNBOARDS  
 
Some jurisdictions have their own low-powered radio stations, mobile radio trailers, and 
signboards. These units can receive updated alerts and warnings remotely that would help 
both the community and traveling public. The number of people who listen to these stations is 
very small, and often residents of a jurisdiction have no idea such stations exist.
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  11.4 TELEPHONIC & DIGITAL NOTIFICATION FEATURES  
 


   11.4.1 TELEPHONIC ALERT SYSTEMS  
 
Many localities have the ability to call telephone numbers in an organizational database and 
play an audio message. This is commonly referred to as “reverse 9-1-1.” Such systems can be 
very effective when notifying a known list of recipients, such as the members of a team, 
organization, or student body. The possibility of precise geographic targeting of messages has 
made such systems extremely popular. 
 
Telephonic notification systems can provide extensive warning information. The amount of 
time to execute all of the calls, however, can be limited by the local telephone infrastructure, 
length of the verbal message, or limits on the technology initiating the calls. Additionally, 
while landlines may be automatically opted-into such databases, VOIP and cell-based phone 
lines are not. 
 
When designing a telephonic alert and warning capability special considerations should be 
given to the following: 


• Develop regular data refresh timelines to ensure data remains as up-to-date as 
possible within the system (automated, manual, quarterly, monthly, weekly, 
etc.); 


• Yellow and White Page data traditionally includes a wide array of 
numbers that are less restricted in their usage than phone company 
purchased data; 


• Data purchased from the phone company may already be available by 
partnering with the local PSAP in your area; 


• Opt-in data used in a telephonic system increases the reach of the system on 
VOIP and cellular lines. A relatively small percentage of the population, 
however, tends to choose to opt in to these systems; and 


• Use of a locally designed geo-coding service can ensure more accurate geo-
coding than a commercially developed service (e.g. Google, Bing, etc.) but 
potentially requires more labor and/or costs. 
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   11.4.2 EMAIL DISTRIBUTION  
 
Many jurisdictions may already have e-mail distribution to various target audiences and 
might not even realize it. Almost every system that you manually sign up for will request an e-
mail address for the account. Some websites have opt-in e-mail distribution systems designed 
to push e-mail notifications to target audiences when a webpage is updated. Coordination 
with these system owners can create a very large e-mail distribution network in your area. 
Some more common sources include: 


• Governmental website change notification systems; 
• School district parent contact systems; 
• University systems; 


• Chambers of Commerce and business groups; and 
• Utility billing system.
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   11.4.3 WEBSITE OVER-RIDE  
Many websites managed by external companies via a Content Management System have the 
ability to override the home page of the website and display an emergency message prior to 
being re-directed to the normal homepage. 
 


   11.4.4 NON-WEA WIRELESS ALERTS AND TEXTING  
In addition to WEA, alerts can target cellphones in a geographic area through independent 
Short Message Service (SMS) “text”-based platforms. Alerts sent by SMS will use the 
properties of the end- user’s phone for things like vibration and flashing lights. When 
incorporating SMS into an alert and warning program, it is important to focus on the system’s 
“callback” number to ensure the end-user recognizes the SMS as coming from an 
authoritative source. For example, some program’s brand their messages, such as 999-999-
9999, and build awareness within their community. 
 


   11.4.5 INTERNET-BASED SERVICES  
A wide array of internet-based alerting systems have been developed, including alerting via 
internet advertising channels. These tend to target pre-identified users of particular 
communities, although the advertising channel approach can theoretically target recipients 
geographically across a wide range of websites, games, and other applications. Systems 
chosen from this grouping should be thoroughly tested to understand their uses and 
limitations. Some will post only to computers on a specific network, such as Alertus, while 
others are treated more like a feed that will be wide-spread, such as Rich Site Summary (RSS) 
feeds and Google alerts. 
 


   11.4.6 CHANGEABLE MESSAGE SIGNS  
Remotely programmable text and graphic displays exist along many highways, at mass-
transit stations, and other public areas. Many of these signs can only display very short 
messages. More sophisticated signs are deployed by advertising firms, which might also be 
used for public alerting. Specialized “kiosk” devices, such as lottery displays, might be used for 
public alerting. Such displays are effective at disseminating location-specific information, but 
may not be seen by everyone at risk. Their ownership and control is also extremely 
fragmented and contractual and legal limitations may prohibit a jurisdiction from using them.
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   11.4.7 HIGH-FREQUENCY RADIO  
An amateur radio service that uses amateur stations during periods of emergencies is known 
as the Radio Amateur Civil Emergency Service, or RACES. To transmit in RACES, an amateur 
station must be certified and registered by a civil defense organization or an FCC-licensed 
RACES station. RACES is administered by FEMA and acts as a communications group of the 
government. Typically, these activities occur during periods of local, regional, or national civil 
emergencies such as hurricanes, earthquakes, floods, or wildfires. RACES stations may only 
communicate with specified stations. 
 
Although RACES stations operate in conjunction with federal, state, tribal, or local 
jurisdictions, there are other options for amateur radio operators in emergency 
communications, including the Amateur Radio Emergency Service (ARES). ARES members are 
licensed amateur radio operators who volunteer to provide emergency communications 
services to public safety and public service organizations. 
 
Agencies should consider opportunities to leverage RACES and ARES to disseminate 
emergency communication, especially in catastrophic incident where traditional 
communication methods may not be available. 
 


   11.4.8 SOCIAL MEDIA  
Social media has become a critical component to disseminating emergency messaging, 
instructions, and recovery information to both the media and the public. Due to its unique 
nature, it functions instantaneously and creates the appearance of highly official two-way 
dialogue between the agency and very large groups of people, including news media and 
stakeholders. Messaging for social media must be very carefully managed. It has the 
capability to deliver text, audio, video, images, infographics, maps, and other data and 
requires a skill set of regular use. These platforms have inherent expectations for two-way 
engagement (the agency will be responsive to questions and comments through responses) 
and therefore demand more staff time and resources. Additionally, these platforms can be 
resource-driven with needs for graphic design and video production in order to produce 
content that performs better on the various channels. Social media is more successful when 
the community is engaged and aware of accounts prior to a disaster. 
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Social platforms may include: 


• Social networking; 
• Image sharing and messaging; 
• Video sharing; 
• Social blogging; and 
• Social community. 


 
Considerations for incorporating social media into alert and warning before, during, and after 
emergencies include: 


• Social media outreach is highly dependent on working cellular and data 
networks that may be impaired or down during and following an emergency; 


• Consider the variety of languages and the complexity of language to post in postings; 
•  Social media is highly effective at reaching the news media, which may assist in 


more broadly sharing messaging; 
• Briefings and updates via live and recorded video are recommended when 


internet access and bandwidth allows; 
• Allow public comments to be posted and seen; two-way engagement is 


expected by the public and dedicated staff resources are necessary to facilitate 
it. This is controlled by rumor management personnel assigned to the JIC; 


• Be aware that social media usage varies widely among different social, economic 
and demographic groups. Information gleaned from social media analysis may 
not reflect a balanced or complete picture; and 


• Ensure messaging is consistent across all alerting platforms. 
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11.5 TECHNOLOGIES  
 


   11.5.1 IPAWS  
 
This section contains information on the software used by public safety officials to send public 
alerts and warnings through IPAWS. 
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To access IPAWS, Alerting Authorities must purchase (or develop) a Common Alerting 
Protocol (CAP) - compatible software platform, which will interface with IPAWS Open 
to disseminate the alert message to the public. 


Jurisdictions should have a methodology built into their alert and warning programs 
for issuing alerts through IPAWS. The following checklist is provided for those 
jurisdictions who wish to become IPAWS alerting authorities directly. 
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Step 


 
Action 


 
Owner 


Completion 
Date 


1 Acquire IPAWS- compatible software   


2 Establish memorandums of agreement with FEMA.   


3 Apply for IPAWS public alerting authority permissions.   


4 Complete IPAWS web-based training (IS-247).   


5 Establish internal policies and standard operating 
procedures (SOPs) for use of IPAWS channels. 


  


6 - Train internal staff and other related personnel   


 - Train IPAWS operators using IPAWS web-based training 
(IS-247), proprietary materials based on your WEA 
SOPs, and your service provider’s training materials. 


- Train other staff (e.g., dispatchers, 911 operators, 
public relations personnel) on the purpose and usage 
of IPAWS channels to prepare them for the impacts of 
system use. 


  


 
7 


Coordinate plans for IPAWS deployment with emergency 
response agencies, such as cities and special districts, 
within your jurisdiction, including how to request a 
notification by an Alerting Authority. 


  


8 Coordinate plans for IPAWS deployment with emergency 
response agencies in adjacent jurisdictions and the state. 


  


9 Complete internal testing of IPAWS channel operations.   
 


10 
Educate the public about IPAWS using state-generated 
materials (if available), press releases, media interviews, 
social media, agency websites, presentations at town hall 
and civic group meetings, etc. 
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12. Alert and Warning Messaging  
Warning messages that do not answer keys questions may lead to those affected seeking 
additional information from uninformed friends or relatives, or other sources of 
misinformation, such as rumor, superstitions and urban myths. 
 
To maximize warning effectiveness, the tone and language of a warning message should be: 


• Specific – The message should make it clear which people are at risk and what 
protective action they should take. Inevitably, some people who are not at risk 
will receive the message; they should be able to determine that from the 
message text. 


• Consistent – The public should receive consistent and mutually reinforcing 
messages through all media and from all sources. 


• Confident – Even if the underlying information is uncertain, there should be 
no hedging or ambiguity about the protective action recommendations. 


• Clear – Wording must be in simple language that can be easily understood. 
Technical jargon should be avoided. 


• Accurate – If people learn or suspect they are not receiving correct and 
complete information, they may begin to ignore both the message and source. 
 


Many warning delivery systems have limitations on character length or composition that 
require a warning message to be brief. However, “keep it short” is not necessarily a good 
guideline for composing a warning message. The warning messages should address five 
essential topics: 
 


1. Source 
Identify who—agency/authority—the alert or warning is coming from. This 
should be a source that is familiar to and trusted by the community. 


2. Hazard Describe the threat and its impacts 


3. Location 
Articulate the impact boundaries in common language, i.e. use street names, 
landmarks, neighborhood name, etc… 


4. Protective  
Action 


Say what protective action to take, the time to do it, how to accomplish it and 
how doing it reduces the impact. 


5. Time Expected duration, if known, or “until further notice” 
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Because of character limitations and inability to include multimedia in most initial 
notifications, it is also recommended to include a URL or link to a website that hosts alert 
information, or to drive alert recipients to monitor media outlets for additional information. 
Be sure to confirm the capacity of the resource to avoid the potential of overloading the site. 
 
The order of message content has an impact on alert recipient response time. Since different 
delivery channels dictate the length of messages, below are the optimal message structures 
for both short (90- 140 characters) and long messages (up to 1380 characters). 
 
A. Short messages work best if the content is presented in the following order: 


Source, protective action, hazard, location, 
duration/expiration time 


 
B. Longer messages work best if the message content is provided in the following order: 


Source, hazard, protective action, location, 
duration/expiration time 


 
While it is impossible to have pre-scripted message templates for every possible hazard, those 
responsible for alerts and warnings should prepare templates ahead of time. Messages 
should give clear direction on protective actions to be taken by public. Common protective 
action recommendations include: 


o Shelter-in-place (with or without detailed instructions, such as sealing 
and/or locking doors and windows); 


o Evacuation; 
o Prepare to evacuate (or to take some other specified action when advised); 
o Observe or be on the lookout; 
o Take health precautions, such as boiling water; and 
o Distribution instructions (for food, water, ice, building materials, medications, 


etc.). 
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In addition to the message topics listed above, including additional incident information can 
help reduce milling (time it takes for people to take action). Some considerations for common 
protective actions include: 


o Avoid calling 9-1-1 unless you are experiencing a life-threatening emergency 
o Evacuation locations, routes, road closures, shelter locations, etc. 
o Reminders of things to bring with you when evacuating (medicines, pet 


safety, etc.) 
o Instructions for sheltering in place or locking down 


Original Graphic Credit: Dr. Dennis Mileti 
https://www.fema.gov/preptalks/mileti 
 
Redesigned by Cal OES for this publication 



https://www.fema.gov/preptalks/mileti
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13. Alerting Coordination  
 
Disasters are not typically limited to jurisdictional boundaries. However, Alerting Authorities 
are generally bound to their own jurisdiction. When considering issuing an alert and/or 
warning to the public, jurisdictional coordination, communication, and collaboration should 
be a priority. 
 
To the extent a warning originator has the ability, warnings should be targeted to the area 
known to be at risk, while coordinating with any other affected jurisdictions as soon as 
possible. If the initial warning originator lacks the ability to deliver warnings to the at-risk 
area, coordination with other jurisdictions should be given priority. Having relationships in 
place to ensure continuity of operations is imperative. If a warning is issued from a higher 
level of government or jurisdiction, lower levels within the target area of the initial warning 
need not repeat that warning. However, local jurisdictions should issue additional warning 
messages, or request assistance from an Alerting Authority, if needed, to communicate local 
variations on the recommended protective action, to expand the target area for the message, 
or to utilize local warning dissemination capabilities that will enhance delivery of the warning 
to people at risk. 
 
Evacuation messages are particularly demanding on their originators, as they must be 
coordinated with agencies responsible for transport, traffic control, and evacuee reception 
and sheltering. Confusing and/or uncoordinated evacuation orders can have unintended 
adverse consequences. Evacuation messages must come from the jurisdiction’s designated 
authority, often the local law enforcement authority and should address issues such as: 


• Direction and destination of travel (include a map image if possible); 
• Routes to be used and routes to be avoided; 
• Means of travel (by auto, by bus, on foot, etc.); 
• Accessible transportation and sheltering resources; 
• Things to take along (papers, medications, pets, etc.); 
• Expected duration of relocation (a few hours, a day, etc.); and 
• Phone or social media links for additional information. 
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14. Training Requirements  
 
To ensure effective and efficient use of alert and warning capabilities, agencies must regularly 
train and exercise their alert and warning policies, procedures, and systems. It is 
recommended that jurisdictions create a training program consisting of readily available 
coursework divided into sections of system access and responsibilities. Below is a 
recommended structure: 
 
Technician – is a level designed for those who can physically access and send on platforms 
within the jurisdiction’s alert and warning program. 
 Monthly tests to themselves if they have not sent a real-world message during the week 
 Training from the system vendors designed to teach technical skill-sets within the system 
specific to message sending 
 
If person is to be a sender for any portion of the IPAWS system, he or she must also have the 
following (as per FEMA requirements): 
 IS-247a: IPAWS Alerting Authority Online Training (required under FEMA MOU) 
 IPAWS Rules of Behavior: Read, understand, and sign the IPAWS Rules of Behavior.  
 
This document helps public safety officials understand that the IPAWS-OPEN system: 


o Is for official use only; 
o Requires approved email accounts for access; 
o Requires users to create user IDs and passwords based on the provided 


guidelines; and 
o Requires users to follow guidelines for protecting physical devices used 


for accessing IPAWS-OPEN and to use only officially approved devices. 
 IS-248: IPAWS for the American People 
 IS-251: IPAWS for Alerting Authorities Best Practices 
 
Practitioner – is a level designed for those who request message sends and craft messages. 
 Read articles that explain the social science of alert and warning, such as: 


o A Guide to Public Alerts and Warnings for Dam and Levee Emergencies 
(US Army Corps of Engineers) 



https://training.fema.gov/is/courseoverview.aspx?code=IS-247.a

https://www.training.fema.gov/is/courseoverview.aspx?code=IS-248

https://www.training.fema.gov/is/courseoverview.aspx?code=IS-251
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o Best Practice Guide for Warning Originators (Office of the US Attorney  
 
General of the US) 


o WEA Messages: Impact on Physiological, Emotional, Cognitive and Behavioral 
Responses (U.S. Department of Homeland Security) 


o Best Practices in Wireless Emergency Alerts (U.S. Department of Homeland 
Security) 


o PrepTalks Discussion Guide: Modernizing Public Warning Messages (Dr. 
Dennis Mileti) 


 PER-304: Social Media for Natural Disaster Response and Recovery 
 G290-291: Basic PIO and JIC-JIS 
 
If person is to be a crafter of messages to be distributed through IPAWS: 
 IS-248: IPAWS for the American People 
 IS-251: IPAWS for Alerting Authorities Best Practices 


Program Administrator – is a level designed for those overseeing the entire alert and 
warning program. 


 
All coursework under the previous two levels as well as: 
 Training from the system vendors designed to teach technical skill-sets within the system 
specific to data refresh and management. 
 Training from local GIS professionals within the jurisdiction, if the system(s) in use require 
geo- coding and/or shape files. 
 Person should be knowledgeable in cross-jurisdictional coordination techniques within the 
jurisdiction L0388: Advanced Public Information Officer or L-402: Liaison Officer. 
 







Section 15 
System Testing and Exercise Requirements 


State of California 
Statewide Alert & Warning Guidelines 


 


57 
 


 


15. System Testing and Exercise Requirements 
 
Jurisdictions should conduct regular training and exercises, including tests, of all components 
of the alert and warning program to ensure the ability to send emergency notification 
information across the entire program. Especially for systems not in use daily, testing should 
be coordinated prior to execution to ensure appropriate rules and regulations are followed. 
Any impediments should be identified and a resolution at the lowest jurisdictional level 
possible should be developed. 
 
Jurisdictions should assess every component of their alert and warning program and identify 
the appropriate testing cycles for each piece. Systems that are used daily (e.g. social media) 
may not require system testing frequencies as aggressive as those that are used rarely (e.g. a 
telephonic distribution system). It is an industry best practice to conduct a system-wide test 
periodically to highlight flaws in system interoperability and compatibility. This is best done at 
the start of a potentially long event (e.g. slow-rise flooding or wildland fire) or to coincide 
with an educational preparedness campaign (such as the Great Shakeout or National 
Preparedness Month). Large-scale tests such as these have the effect of renewing the public’s 
knowledge of the system(s) being used as well as encouraging citizen opt-ins for those 
systems that allow them. 
 
It is important to understand testing limitations. For example, it is not allowable to test on 
unlisted or E911 database phone numbers. 
 
For testing to be completed on IPAWS, jurisdictions can contact the CalOES Alert & Warning 
Coordinator or FEMA IPAWS Program Management Office for assistance with both the live 
and test message viewers and/or the Joint Interoperability Test Command Lab. Some IPAWS 
service providers may also provide a testing element. Testing should include law enforcement 
agencies, emergency management, dispatch/911 center, neighboring agencies, media 
partners, and members of the community. 
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16. References and Authorities  
 


• The Americans with Disabilities Act, 1990 
• California Emergency Services Act; California Government Code § 8550 et seq. 
• California Assembly Bill 2311 
• Standardized Emergency Management System; California Code of 


Regulations, Title 19, Division 2, Chapter 1 
• State of California Emergency Plan, October 2017 
• California Public Alert and Warning System (CalPAWS) Plan, December 2016 
• State of California Emergency Alert System Plan, October 2017 
• Standardized Emergency Management System Guidelines, November 2009 
• CFR 47, §11.55-EAS operation during a State or Local Area emergency 
• IPAWS Strategic Plan FY14-FY18 FINAL-Signed (06052014) 
• National Incident Management System, FEMA, December 2008 
• ‘Public Alert and Warning System,’ Presidential Executive Order 13407, June 26, 


2006 
• Warning, Alert, and Response Network (WARN) Act, October 13, 2006 
• National Response Framework, Second Edition, Federal Emergency 


Management Agency, May 2013 
• “National Strategy for Integrated Public Warning”, Partnership for 


Public Warning, February 2003, Washington DC 
 “Effective Disaster Warnings”, Report of the National Science and  


 
 
 
 
 
 
 
 
 
 
 



https://www.fema.gov/media-library-data/1401983070609-479ca97bdfbf9e12bf94a060faa93b94/IPAWS_Strategic_Plan_FY14-FY18_FINAL-Signed_(06022014)_KAS.pdf
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17. Glossary of Terms  
 
Access and Functional Needs (AFN) – As defined in Government Code section 8593.3, access 
and functional needs refers to individuals who have developmental, intellectual or physical 
disabilities; chronic conditions or injuries; limited English proficiency or non-English speaking; 
Or, individuals who are older adults, children, or pregnant; living in institutional settings; low-
income, homeless, and/or transportation disadvantaged; or from diverse cultures. 
 
Advisory – Highlights special conditions that are less serious than a warning, shelter in place, 
or evacuation. They are for events that may cause significant inconvenience, and if caution is 
not exercised, it could lead to situations that may threaten life and/or property. 
 
Agency Representative – A person assigned by a primary, assisting, or cooperating federal, 
state, territorial, tribal, or local government agency or private entity that has been delegated 
authority to make decisions affecting that agency’s or organization’s participation in incident 
management activities following appropriate consultation with the leadership of that agency. 
 
Agency – A division of government with a specific function offering a particular kind of 
assistance. In the Incident Command System (ICS), agencies are defined either as 
jurisdictional (having statutory responsibility for incident management) or as assisting or 
cooperating (providing resources or other assistance). 
 
Alert – a communication intended to attract attention and warn of a danger or threat 
typically with the intention of avoided or dealt with it. 
 
Alert Aggregator - The Alert Aggregator, known as the IPAWS Open Platform for Emergency 
Networks (IPAWS-OPEN), is the part of the IPAWS system that collects emergency alerts, 
authenticates the sender, and makes the alerts available for alert dissemination services. 
 
Alerting Authority – Alerting Authorities are public officials that are granted the authority to 
alert the public of emergency situations through Federal, State, and local laws. These are 
designated in a local FCC EAS Plan, and within a signed FEMA MOU. 
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Alerting Originator – Alerting Originators are designated individuals who have been 
designated the authority and have the training to draft and distribute the alert and warning 
message through the approved notification systems. 
 
Alert Origination Tool - Alert origination tools are software products used by emergency 
managers, public safety officials, and other alerting authorities to create and send critical 
lifesaving messages to the public or to other emergency management officials for 
collaboration. 
 
AMBER Alert - The AMBER Alert Program is a voluntary partnership between law-
enforcement agencies, broadcasters, transportation agencies, and the wireless industry, to 
activate an urgent bulletin in the most serious child-abduction cases. AMBER alerts are one of 
the three categories of Wireless Emergency Alerts (WEA). 
 
Civil Danger Warning (CDW) – A warning of an event that presents a danger to a significant 
civilian population. The CDW, which usually warns of a specific hazard and gives specific 
protective action, has a higher priority than the Local Area Emergency (LAE) (e.g. 
contaminated water supply, terrorist attack). Public protective actions could include 
evacuation, shelter in place, or other actions (such as boiling contaminated water or seeking 
medical treatment). 
 
Civil Emergency Message (CEM) – An emergency message regarding an in-progress or 
imminent significant threat(s) to public safety and/or property. The CEM is a higher priority 
message than the Local Area Emergency (LAE), but the hazard is less specific than the Civil 
Danger Warning (CDW). 
 
Collaborative Operating Group – IPAWS is structured around Collaborative Operating Groups 
(COG). A COG is a virtual organization of alerting authorities that holds membership in 
IPAWSOPEN and manages system access within that organization. When the application 
process is complete, FEMA will assign each agency a COG Identification number and Digital 
Certificate. 
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Common Alerting Protocol (CAP) - The Common Alerting Protocol (CAP) is an XML-based 
OASIS data format standard adopted by FEMA for exchanging public warnings between 
alerting technologies. CAP allows a warning message to be sent simultaneously over many 
warning systems to many different outlets (such as radio, television, mobile devices, Internet). 
 
Disaster – The occurrence or imminent threat of widespread or severe damage, injury, or loss 
of life or property, or significant adverse impact on the environment, resulting from any 
natural or technological hazards, or a terrorist act, including but not limited to fire, flood, 
earthquake, wind, storm, hazardous substance incident, water contamination requiring 
emergency action to avert danger or damage, epidemic, air contamination, blight, drought, 
infestation, explosion, civil disturbance, or hostile military or paramilitary action. 
 
Emergency – A suddenly occurring and often unforeseen situation which is determined by the 
Governor to require state response or mitigation actions to immediately supplement local 
government in protecting lives and property, to provide for public health and safety, or to 
avert or lessen the threat of a disaster. Local government's adaptation of this definition 
connotes an event that threatens or actually does inflict damage to people or property, 
exceeds the daily routine type of response, and still can be dealt with using local internal and 
mutual aid resources. 
 
Evacuation – the action of evacuating a person or a place. 


 
FIPS Codes – Federal Information Processing Standards Codes (FIPS Codes) are a standardized 
set of numeric or alphabetic codes issued by the National Institute of Standards and 
Technology (NIST) to ensure uniform identification of geographic entities. The entities covered 
include: states, counties, American Indian and Alaska Native areas, etc. FIPS codes are used 
by IPAWS as one method to specify geographic warning areas. 
 
HazCollect - is shorthand for the National Weather Service All-Hazards Emergency Message 
Collection System that allows authorized public officials to use NOAA communication 
pathways, such as NOAA weather radio, to send pre-and post-disaster alerts and warnings to 
the public. 
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Imminent Threat Alert - “Imminent Threat” is one of the three categories of Wireless 
Emergency Alerts. Imminent Threat alerts must meet specific criteria for urgency, severity and 
certainty. 
 
Integrated Public Alert and Warning System (IPAWS) – In the event of a national emergency, 
the President will be able to use IPAWS to send a message to the American people quickly and 
simultaneously through multiple communications pathways. IPAWS is available to United 
States Federal, State, local, territorial and tribal government officials as a way to alert the 
public via the Emergency Alert System (EAS), Wireless Emergency Alerts (WEA), NOAA 
Weather Radio and other National Weather Service dissemination channels, the internet, 
existing unique warning systems, and emerging distribution technologies. 
 
IPAWS-OPEN - IPAWS Open Platform for Emergency Networks (IPAWS-OPEN) is the Alert 
Aggregator that receives and authenticates messages transmitted by alerting authorities and 
routes them to alert dissemination services. 
 
Jurisdiction – A range or sphere of authority. Public agencies have jurisdiction at an incident 
related to their legal responsibilities and authority for incident mitigation. Jurisdictional 
authority at an incident can be political or geographical (e.g., city, county, state or federal 
boundary lines) or functional (e.g., police department, health department). 
 
Law Enforcement Warning (LEW) - A warning of a bomb explosion, riot, or other criminal 
event (e.g. a jailbreak). An authorized law enforcement agency may blockade roads, 
waterways, or facilities, evacuate or deny access to affected areas, and arrest violators or 
suspicious persons. 
 
Local Area Emergency (LAE) - An emergency message that defines an event that, by itself, 
does not pose a significant threat to public safety and/or property. However, the event could 
escalate, contribute to other more serious events, or disrupt critical public safety services. 
Instructions, other than public protective actions, may be provided by authorized officials. 
Examples include a disruption in water, electric or natural gas service, or a potential terrorist 
threat where the public is asked to remain alert.







Section 17 
Glossary of Terms 


State of California 
Statewide Alert & Warning Guidelines 


 


65 
 


 
Memorandum of Agreement (MOA) – An agreement document between two or more 
agencies establishing reciprocal assistance to be provided upon request (and if available from 
the supplying agency) and laying out the guidelines under which this assistance will operate. 
For IPAWS, Memorandum of Agreement is a cooperative document written between parties 
to work together on an agreed upon project or meet an agreed objective. FEMA executes 
MOAs with alerting authorities who would like to use IPAWS to send alerts and warnings as 
well as system developers who would like to test products in the IPAWS-OPEN test 
environment. 
 
Mutual-Aid Agreement – Written agreement between agencies and/or jurisdictions that they 
will assist one another upon request, by furnishing personnel, equipment, and/or expertise in 
a specified manner. 
 
National Warning System (NAWAS) – A communication system of the federal government 
which provides warning to the population of an attack or other national emergency. 
Reception is at local and state warning points. 


National Weather Services (NWS) – Federal government agencies charged with 
weather related reporting and projections. 
 
NOAA Weather Radio - "The voice of the National Weather Service" - NOAA Weather Radio 
broadcasts National Weather Service warnings, watches, forecasts and other hazard 
information 24 hours a day. It is provided as a public service by NOAA. The NOAA Weather 
Radio network has more than 480 stations in the 50 states and near adjacent coastal waters, 
Puerto Rico, the U.S. Virgin Islands and U.S. Pacific Territories. 
 
NOAA Radio’s Specific Area Message Encoding (SAME) – provides in a digital format specific, 
timely information on the nature and location of a threat to the safety of those most 
immediately at risk from severe weather or other hazards. Its greatest value is to significantly 
improve the automatic selection and distribution of messages about events that threaten 
people and/or property. 
 
Non-Weather Emergency Message (NWEM) - NWEM refers to emergency messages for the 
public about hazardous events that are originated by government organizations other than 
the National Weather Service, but still utilize NWS alert dissemination services. 
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Presidential Alert - A Presidential Alert is one of the three categories of Wireless Emergency 
Alert (WEA) messages that is reserved for use of the President of the United States in the 
event of a national emergency. 
 
Primary Entry Point (PEP) Stations - Primary Entry Point (PEP) Stations (also known as LP-1 
and LP-2) are private/commercial radio broadcast stations that cooperatively participate with 
FEMA to provide emergency alert and warning information to the public prior to, during, and 
after incidents and disasters. 
 
Shelter in place – Take immediate shelter where you are—at home, work, school, or 
wherever you can take protective cover. It may also mean "seal the room”; in other words, 
take steps to prevent outside air from coming in. 
 
Severe Weather Potential Statement - This statement is designed to alert the public and 
state/local agencies to the potential for severe weather up to 24 hours in advance. It is issued 
by the local National Weather Service office. This could be used to make citizens aware of 
non-weather situation. 
 
Severe Weather Statement - A National Weather Service product which provides follow up 
information on severe conditions which have occurred or are currently occurring. Could use a 
Statement for evacuation or shelter-in-place updates. 
 
Operational Area – the county and its sub-divisions with responsibility to manage and/or 
coordinate information, resources, and priorities among local governments and serve as the 
link between the local government level and the regional level. 
 
State – When capitalized, refers to the State of California. 
 
Warning – Communication intended to persuade members of the public to take one or more 
protective actions in order to reduce losses or harm. 
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Wireless Emergency Alert (WEA) - Wireless Emergency Alerts (WEA) were established 
pursuant to the Warning, Alert and Response Network (WARN) Act under Federal 
Communication Commission (FCC) rules. Alerting authorities can broadcast WEAs to cellular 
carrier customers with compatible mobile devices located in the geographic vicinity of 
cellular towers serving an affected area.







Section 18 
Appendices 


State of California 
Statewide Alert & Warning Guidelines 


68 


18. Appendices


 18.1 ALERT & WARNING PROGRAM CHECKLIST 


Minimum expectation checklist for jurisdictions and designated alerting authorities 
implementing an alert and warning program within the State of California. 


Establishing an Alert & Warning Program 


☐ Develop a Local Alert & Warning Plan that includes all of the key steps below. 


☐ Clearly identify and train Designated Alerting Authority(ies) within the jurisdiction on local alert & 
warning capabilities and their role and responsibilities in the Local Alert & Warning Plan. 


☐ Clearly identify and train Designated Alerting Originators within the jurisdiction on local alert & 
warning capabilities and their role and responsibilities in the Local Alert & Warning Plan. 


☐ 
Develop a training plan for alerting Authorities and Originators to ensure expertise on local 
alerting protocols, system expertise, and IPAWS, including Emergency Alert System (EAS) Event 
Codes and Wireless Emergency Alerts (WEA). 


☐ Apply for IPAWS at https://www.fema.gov/how-sign-ipaws to obtain authority and tools for 
accessing federal warning systems. 


☐ Select, install, and train on a public alert & warning platform that incorporates a wide range of 
alerting methods. 


☐ Establish redundant alert & warning capabilities via neighboring jurisdictions, the CA State 
Warning Center, and the National Weather Service. 


☐ Test coordination protocols with the primary and secondary Public Safety Answering Point (PSAP) 
per the Local Alert & Warning Plan. 


☐ Coordinate alert and warning protocols with cross-agency, cross-jurisdictional partners, the 
State, and the National Weather Service (NWS). 


☐ Confirm that the warning system technology is secure and software is up to date. 


☐ 
Identify and train multiple individuals as Designated Alerting Authority and Originators to ensure 
someone with authority to approve an alert and someone with the ability to execute an alert is 
accessible at all times. 


☐ Ensure messaging platforms account for accessibility considerations of individuals with access 
and functional needs. 



https://www.fema.gov/how-sign-ipaws





Section 18 
Appendices 


State of California 
Statewide Alert & Warning Guidelines 


69 


☐ Conduct routine emergency exercises and drills to test the Alert and Warning System, including 
alerting protocols, roles and responsibilities, and technology capabilities. 


☐ Read and understand the Statewide Alert & Warning Guidelines, CA State Warning Plan, and, if 
applicable, County and/or Local EAS Plan. 


☐ Incorporate alert and warning systems into Local and Operational Area standard procedures and 
protocols, as appropriate. 


☐ Coordinate with all Alerting Authorities within an Operational Area, Operational Areas within 
same Local EAS Plan, and neighboring jurisdictions that serve the same population(s). 


☐ Coordinate training, testing, and exercising of county-wide alerting and warning systems. 


Executing an Alert & Warning Program 


☐ Issue warnings when there is an imminent threat to life or health. 


☐ Ensure that alert and warning messages are issued as soon as feasible. 


☐ Confirm the jurisdiction for the incident prompting the alert. 


☐ Confirm the incident location. 


☐ Ensure warning messages are distributed to all members of the community at risk, including 
secondary spoken languages and to those who are blind and/or deaf. 


☐ Craft messages with appropriate tone and language to maximize warning effectiveness. 


☐ If other jurisdictions (cities, OAs, tribes) are affected, ensure those jurisdictions’ public safety 
officials and PSAPs are provided the emergency alert and warning information. 


☐ Ensure warning messages are updated and refined as additional information becomes available. 


☐ Ensure that a warning message sent in error is promptly clarified or retracted. 


☐ Avoid issuing irrelevant warnings. 


Issuing Alert & Warning Notifications 


☐ Limit the alert and warning distribution area, as much as technically feasible, to the area actually 
at risk. 


☐ Ensure the notification is reviewed for accuracy by a second person for verification before 
dissemination, whenever feasible. 


☐ Clearly identify the originating agency. 
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☐ Ensure message includes source, hazard, location, protective actions, and timeframe, whenever 
possible given message length constraints. 


☐ Update and refine messages as additional vetted information becomes available. 


☐ Ensure that any message sent in error is promptly clarified or retracted. 


☐ Ensure resources are available to find additional information about the alert and warning 
notification. 


☐ Send a follow-up message when the threat or warning is no longer applicable. 


Maintaining an Alert & Warning Program 


☐ Establish a regular (weekly or monthly) alert and warning technology maintenance check to 
confirm technology is operational. 


☐ Annually review and update the Local Alert and Warning Plan. 


☐ Annually review, update, and train (new personnel) the key personnel with alert and warning 
responsibilities within the Local Alert & Warning Plan. 
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 18.2 ALERT & WARNING SAMPLE MESSAGES 


Below are sample messages alerting agencies can use as a guide to draft a specific message 
relevant to a local emergency. These samples are not exhaustive. Final messages should 
always be tailored to the specific needs of the unique event precipitating their need. 


Evacuation Sample Messages 
Long Messages 


• This is [Agency] with a mandatory evacuation order for [location]. Take the
following protective actions and leave immediately; 1. Gather all family
members. 2. Gather all pets. 3. Gather only essential items. 4. Be sure to bring
essential medications with you. 5. Turn off all appliances and lights in your home
6. Lock your home. The evacuation route is: [Evacuation Route]. An Evacuation
Center is open at [Name and Location of Evacuation Center]. For more
information, please tune to local radio and television stations, visit [url], or call
[###-###-####].


• Marin County Sheriff’s Office is issuing a mandatory evacuation order for
[location]. The National Weather Service has issued a flood warning for
[location]. All residents in the impacted area should evacuate immediately. An
Evacuation Center/Shelter is open at [location]. For more information go to
[insert resource]. Please listen to [radio station] for updated details.


Short Message 
• Wildfire threat-Evacuation Order for [location]-Leave now-Details on [Agency]


website


Shelter-in-Place Sample Messages 
Long Messages 


• This is [Agency] reporting mandatory shelter in-place for residents in [location]
due to a hazardous materials release. Take self-protective actions immediately: 1.
Go inside immediately and stay inside your house or building. 2. Bring pets
indoors only if you can do so quickly. 3. Close all windows and doors. 4. Turn off
air conditioners and heating system blowers. 5. Close fireplace dampers. 6.
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Gather radio, flashlight, food, water and medicines. 7. Call 911 only if you have a 
true emergency. You will be advised when this dangerous condition has passed  


and it is safe to go outside and resume normal activities. For more information, 
please tune to local radio and television stations, visit [url], or call [###-###-
####]. 


• The Fire Department requests everyone within a ½ mile radius of [location] to
get inside and remain inside due to a hazardous materials release. Stay indoors,
close your windows, turn off your air conditioner, and bring your pets indoors.
More information to follow. [link]


Short Message 
• Hazardous Release. All within ½ mi of [location]. Get Inside. Stay Inside. Stay Tuned.


Weather Awareness Sample Messages 
Long Messages 


• This is [Agency] reporting mandatory evacuation order for [location] due to
potential flooding. Take the following protective actions and leave immediately:
1. Gather all family members or other individuals. 2. Gather all pets 3. Gather
only essential items. 4. Be sure to bring essential medications with you. 5. Turn
off all appliances and lights in your home. 6. Lock your home. The evacuation
route is: [Evacuation Route]. An Evacuation Center is open at [Name and Location
of Evacuation Center]. For more information, please tune to local radio and
television stations, visit [url], or call [###-###-####].


• The National Weather Service is predicting flooding in [location] within the next
24 hours. Police are advising residents who live in this area to be prepared for
potential evacuation at any time. Info on how to prepare to evacuate is here.
Updates to follow.


Short Message 
• Flood Warning for [location] Avoid area. Turn Around-Don’t Drown. Stay tuned for


updates.
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Active Shooter Sample Message 
Long Message 


• This is [Law Enforcement Agency] reporting an active shooter near [location]. Avoid 
the area. If you are near [location], get inside, stay inside, and take the following 
protective measures: 1. Go inside immediately and stay inside your residence. 2. Bring 
pets indoors only if you can do so quickly. 3. Close and lock all windows and doors. 4. 
Call 911 immediately if you have a true emergency or hear or see any suspicious 
activity in or near your location. You will be advised when your safety is no longer at 
risk. For more information, please tune to local radio and television stations, visit [url], 
or call [###-###-####]. 


• As of 11am, Police advise public to avoid area of [insert location]. Officers are 
responding to an active shooter. Those located in the area should seek shelter 
and mute phones. If engaged with the shooter, RUN, HIDE, FIGHT. Please go to 
[link] for additional information and standby for further instruction. 


 
Short Message 


• Active shooter near [location]. Avoid Area or Run, Hide, Fight. Stay tuned in for 
updates.
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18.3 MODEL PROGRAM & SAMPLE LOCAL ALERT AND WARNING PLAN  
Based on local needs, a model alert and warning program contains the following: 
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The sample Local Alert and Warning Plan below is for a fictional county called California 
County. It contains the basic elements necessary to establish and maintain an effective alert 
and warning program. Jurisdictions in the process of assessing an existing program or 
establishing an initial program can use this sample to begin discussions within their 
jurisdiction on how to develop a robust program that meets the needs of their specific 
community. The sample plan is not a final plan for any one jurisdiction. The sample is 
provided as an initial starting point from which a local jurisdiction can development a detailed 
final plan through extensive collaboration and coordination with internal and external 
stakeholders based on specific local needs and considerations. 
 
In addition the components of the sample plan below, local jurisdictions should consider the 
following topics when developing their custom plan for the needs of their specific jurisdiction: 


• Training coordination between neighboring jurisdictions 
• Memorandums of Understanding/Agreement with local partners 
• Authorized Requestors 
• Requesting Procedures 


 







California Jurisdiction 


Local Alert and Warning Plan 


This is a sample Local Alert and Warning 
Plan for a fictional California Jurisdiction. 


This document supports the 
Jurisdiction Emergency 
Operations Plan. 







 


 


Version 0.1 


November 2018 
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PURPOSE 
The Local Alert and Warning Plan establishes guidelines for the use of California Jurisdiction’s 
alert and warning program in partnership with the cities within California Jurisdiction and the 
surrounding counties, Jurisdiction A and Jurisdiction B. The alert and warning program provides 
public notification of protective actions to take before, during, and after threats or emergencies 
and to disseminate other kinds of messages to community members who have opted in to 
receive such messages. This document supports the California Jurisdiction Emergency 
Operations Plan. 


 
POLICY 
This policy establishes appropriate use of the California Jurisdiction alert and warning program. 
Each jurisdiction within the broader jurisdiction is responsible for preparing for a disaster, 
including establishing methods for alerting and warning the public, mobilizing resources, and 
initiating protective actions. Participating jurisdictions expressly agree to activate the California 
Jurisdiction alert and warning program when an incident threatens life or property, participants 
can use the jurisdiction’s alert and warning program to disseminate protective action 
instructions to affected populations. 


 
Emergency Alert System (EAS) rules are governed by 47 CFR § 11.1, et seq. 


 
LOCAL ALERT AND WARNING PROGRAM ADVISORY COMMITTEE 
The California Jurisdiction Alert and Warning Program Advisory Committee is a jurisdiction-wide 
organization composed of participating city and jurisdiction agency representatives. Maintained 
and led by the California Jurisdiction alert and warning program Administrator, the committee 
shall meet semi-annually or more frequently as established by the committee. The purpose of 
the Advisory Committee is to conduct after action reviews of the system usage, coordinate 
ongoing administration, training, public outreach, modifications of policies and guidelines, 
protocols, or other issues related to the alert and warning program. All recommendations for 
substantive changes to the alert and warning program shall be submitted to the appropriate 
committee/council. 


 
LOCAL ALERT AND WARNING PROGRAM SPECIFICATIONS 
The California Jurisdiction alert and warning program: 


• Contains tools for accessing the Federal Emergency Management Agency (FEMA) 
Integrated Public Alert and Warning System (IPAWS). 


• Contains a variety of tools to communicate with the public during emergencies.  
Consideration should be made to include tools that allow operators to geo-
target alerts to residents in the affected area of the emergency. 


• Coordinates with all Alerting Authorities within an Operational Area, and Operational 
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Areas within same Local EAS Plan 
• Contains features for cancelling and revoking accidental alerts, and for rapidly correcting 


and updating alert details. 
• Considers access and functional needs. 
• Considers geographic gaps in communication availability within the community and 


hazards and threats most likely to affect the local community.  


California Jurisdiction administers the Local Alert and Warning Program. Maintenance, user 
training, exercises, and testing are coordinated through the California Jurisdiction Alert and 
Warning Program Administrator. For detailed instructions on accessing the system, see the 
alert and warning program user’s manual. 


 
PROCEDURES 


 
Coordination of Notifications 
All participating agencies will work to coordinate efforts when using the alert and warning 
program. All jurisdiction departments, cities, and other organizations are required to sign a 
Memorandum of Agreement (MOA) governing the use and cooperative sharing of the alert and 
warning program resource. Alert and warning notifications that extend across multiple 
jurisdictions will be communicated and coordinated with the impacted and neighboring 
jurisdictions. 


Authorized Users 
System access and authorization to send broadcasts is the responsibility of the designated and 
authorized mass notification Alerting Authority from each participating jurisdiction. Each 
Alerting Originator will: 


• Have his/her own password. 
• Not share passwords. 
• Ensure passwords meet stringent security measures. 
• Changed their password every 90 days. 
• Not exceed their authority in use of the system. 
• Log off the system before leaving their workstation. 


System Training 
All system users must receive proper training in the use of the alert and warning program. Once 
the training is completed, authorization to access the system will be granted based upon the 
level of training received and the authorization level required for messaging. The California 
Jurisdiction alert and warning program administrator maintains training and access of 
authorized system users. 
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Allocation of Sufficient Resources 
Adequate staffing and resources to operate the alert and warning program in an effective 
manor must be scalable and based on the risk analysis within the Emergency Plan. A minimal 
staffing level is to be maintained to ensure the availability of a trained operator to operate the 
alert and warning program shall be maintained at all times. 


 


Staffing Availability 
A Duty Officer will be on-call 24/7 and available to activate emergency alerts.  If the OES Duty 
Officer cannot be reached, the County Public Safety Answering Point will contact the 
designated back-up alerting originator. 


 


System Redundancy 
The system is available 24/7, and accessible from any location, including out-of-jurisdiction 
locations.  If the primary system is not available, the County will utilize a backup system—or 
the designated neighboring jurisdiction with whom they have an agreement—to execute 
notifications. 


 
Exercises 
As a shared goal, the jurisdiction will participate in one or more annual exercise in order to test 
the collaboration, coordination, system proficiency, integration, and knowledge of jurisdictional 
partners. Individual municipalities, departments, and group managers may “exercise” the 
system so long as their tests are conducted in a manner consistent with proper system testing 
procedures. 


Required Testing 
Required system testing includes: 


 
• Receipt and re-transmission of a Required Monthly Test (RMT) based on FCC 


requirement. 
• National Period Test. FEMA will schedule the National Periodic Test yearly. 
• Missed Tests. Check for IPAWS OPEN connectivity. 
• Test Codes. Time Duration and Jurisdiction Location Codes. 
• Test Formats and Scripts. Required weekly test announcements and visual messages. 


The jurisdiction will maintain a redundant system capability through either separate back-up 
system or a partnership with neighboring jurisdiction(s). 
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NOTIFICATIONS 
The Common Alerting Protocol (CAP) is an international standard required for IPAWS messages. 
All emergency messages distributed through the alert and warning program shall be formatted 
using CAP, whether or not IPAWS is used to disseminate the message. 


Delivery of Presidential alerts and nationwide, monthly, and weekly tests will be performed. 
Emergency Alert System EAS alerts are delivered to EAS Participants either over the internet or 
from FEMA’s IPAWS gateway or by over-the-air broadcast.  


The agency sending the message is responsible for managing the questions, comments, or 
concerns arising from the message. 


 
Pre-Message Coordination 
Inform all critical stakeholders of the notification contents and implications prior to full 
message dissemination, as feasible while maintaining timely notification under emergency 
situations. Use message templates to ensure consistency of content delivery and use checklists 
when informing critical stakeholders. 


 
Post-Message Coordination 
Evaluate whether or not another message is warranted, if clarification is needed, or “message 
fatigue” is occurring. 


 
Prohibited use 


• Unauthorized disclosure of personal data contained within the system. 
• Manipulation or usage of system or data beyond ascribed user level. 
• Any usage beyond the scope as outline in this policy, participating jurisdictions’ policy or 


MOU. 


Emergency Use 
Emergency use covers incidents where life or property is threatened and responders need 
affected community members to take immediate protective actions. 


Proactively deliver emergency messages. The nature of the incident and directions from 
authorized public safety officials will dictate the specific protective action instructions for a 
given incident or event. 


The jurisdiction’s alert and warning Alerting Authority will determine whether the alert and 
warning program should be activated. The Alerting Authority may designate Authorized Users 
in the jurisdiction with pre-approval to disseminate emergency messages using the alert and 
warning program. 
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Send emergency messages in the most targeted manner possible in order to avoid “alerting 
fatigue” of unaffected members of the public. 


 
When appropriate, follow-up notifications should be broadcast through the emergency 
alerting system to provide the impacted community with critical updates or changes to the 
message, or to notify them that the emergency situation has concluded. 
 
When an evacuation order has been lifted, consideration should be given to the scale of the 
incident and the number of evacuees. In an effort to minimize confusion and ensure an 
organized reentry process, other available means of disseminating this information should be 
strongly considered. 


Non-Emergency Use 
The alert and warning program may be used to disseminate non-emergency information only to 
community members who have opted-in to receive this information. 


 
Each authorized System Administrator is responsible for determining the non-emergency (opt- 
in) messaging groups that their jurisdiction will make available to community members. 


 
PRIVACY POLICY 
It is policy that each member jurisdiction preserve and protect the integrity and privacy of 
personal data collected for use with the alert and warning program. 


 
No personal data will be disseminated or extracted from master records, nor will reports 
produced as part of the jurisdiction’s alert and warning program will be used for purposes other 
than mass notification. 


 
AFTER ACTION REPORT 
While an After Action Report is recommended for all emergency notifications, it is only required 
when a City, or City and County, or County proclaims a local emergency and a state of 
emergency is declared by the Governor. The Jurisdiction’s Disaster Preparedness Coordinator 
will be responsible for completing and forwarding the report to the jurisdiction’s Board of 
Supervisors and Sheriff, and the Director of the Governor’s Office of Emergency Services within 
90-days after the close of incident per the California Code of Regulations, section 2900(q). 


 
 


TERMINOLOGY 
Alert – Refers to any text, voice, video, or other information provided by an authorized official 
to provide situational awareness to the public about a potential or ongoing emergency that 
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may require actions to protect life, health, and property. Communication intended to draw the 
attention of recipients to some previously unexpected or unknown condition or event. 


 
 
IPAWS – Integrated Public Alert and Warning System. Organized by FEMA. Once the alert is 
received from the alerting authorities, the IPAWS authenticates the alert source and then 
validates that the alert input conforms to the common alerting protocol standards and the 
IPAWS profile. 
 


Notification – Refers to any process where Federal, State, local, tribal, and nongovernmental 
organization, department, and/or agency employees are informed of an emergency that may 
require a response from those identified. Communication intended to inform recipients of a 
condition or event for which contingency plans are in place. 


 
Public Information – Refers to any text, voice, video, or other information provide by an 
authorized official and includes general information, crisis, and emergency risk communication 
activities. 


 
Warning – Refers to any text, voice, video, or other information provided by an authorized 
official to provide direction to the public about an ongoing emergency that requires actions to 
protect life, health, and property. Communication that encourages recipients to take 
immediate protective actions appropriate to some emergent hazard or threat. 


 
Watch – Meets the classification of a warning but either the onset time, probability of 
occurrence, or location is uncertain. 
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Initiative           Goal                Disposition 


1. Strengthen NIMS/ICS 
Compliance 


Achieve NIMS/ICS compliance in accordance with NIMS 
Training Plan (2011) Ongoing 


2. Strengthen Terrorism/WMD/IED 
Training 


Ensure TLO compliance.  Provide IED & Terrorism 
Awareness classes. Countering Homegrown Violent 
Extremism.  


Ongoing 


3. Provide for First Responder 
Safety 


Provide WMD FRA classes. Provide Active shooter Tactics 
class.  Provide Incident Safety/Street Survival class.   
Certify a wildland awareness class for non-fire service 
discipline.  


Ongoing 


4. Strengthen Large Scale/Natural 
Disaster Response & Recovery 


Provide the region’s 1st Responders with certified courses.    
Provide Emergency Management courses biannually. 
Provide Crisis Communications courses biannually.   


Ongoing 


5. Provide for Leadership/Incident 
Management Training 


Deliver Leadership courses for fire / law and emergency 
managers /utilities. Support SDUA AHIMT. Ongoing 


6. Enhance Regional Collaboration 
and Coordination 


Provide classes for command & executive or high-level 
leadership annually. Ongoing 


  
Course Title Dates Location Total   


Trained 
Initiative 


L954 Safety Officer 021919-022219 El Cajon 20 1/3/4/6 
Community Emergency Team 
(CERT) 


022319 Poway 26 1/3/4/6 


AH-330 All Hazard Strike Team 
Leader 


022519-022819 Escondido Not 
Reported 


1/3/4 


MGT315 Critical Asset Risk 
Assessment 


022519-022619 San Diego 29 1/2/4/6 


MGT414 Advanced Critical Risk 
Assessment 


022719-022719 San Diego       34 1/2/4/6 


G290/G291 Basic PIO JIC/JIS  030419-030719 San Diego 32 1/2/4/6 
MGT317 Disaster Management for 
Public Services 


031219-031419 San Diego 39 1/4/6 


Emergency Trench & Evacuation 031819-032219 Chula Vista Not 
Reported 


1/3/4/6 


MGT404 Enhanced Sports and 
Special Events Planning 


031819-031919 San Diego  31 1/4/6 


ICS300 & ICS Forms 040119-040319 San Diego 38 1/2/4/6 
MGT 405 Mobilizing Faith Based 
Organizations 


041519-041519 San Diego 18 1/4/6 


Training since Jan 01, 2019:  Training Events / Conferences: 22   Personnel attended: 489 
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To view future classes please go to www.sduasi.org or contact Alan Franklin 
at afranklin@sandiego.gov / 619-533-6790.  
 



http://www.sduasi.org/

mailto:afranklin@sandiego.gov






GRANTS REIMBURSEMENT TRACKING LOG SHSP 2016


Hard Copy 
Received


OES-CR#
(FY-#JR) STATUS UPDATED HOLD REASON/COMMENTS JURISDICTION GRANT PROJECT


REIMB 
REQUEST 


NO.
SOLUTION HARD COPY $ CORRECTED 


AMOUNT PAID STATUS PAID DATE


10/16/2017 16-03SHF PAYMENT PENDING 11/28/2018 Sole Source/ No Quotes ‐ RESOLVED COSD - SHF FY16 SHSP C 2 EQ Equipment 9,637.00                      PAYMENT PENDING
8/8/2017 16-01SHF PAYMENT PENDING 11/30/2018 COSD - SHF FY16 SHSP H 1 EQ Equipment 66,172.00                    PAYMENT PENDING
9/21/2017 16-01CO PAYMENT PENDING 2/22/2019 Motorola Sole Source ‐ RESOLVED Coronado FY16 SHSP C 1 Equipment 22,913.00                    PAYMENT PENDING
10/30/2017 16-02CO PAID 4/5/2019  Motorola Sole Source ‐ RESOLVED Coronado FY16 SHSP C 2 Equipment 2,404.00                      PAID
5/17/2018 16-05SHF PAYMENT PENDING 2/22/2019 Motorola Sole Source ‐ RESOLVED COSD - SHF FY16 SHSP C 3EQ Equipment 23,798.00                    PAYMENT PENDING
3/9/2018 16-02EN PAID 4/5/2019 Motorola Sole Source ‐ RESOLVED Encinitas FY16 SHSP C 2 Equipment 32,570.00                    PAID
8/6/2018 16-03ES PAID 4/5/2019 Escondido FY16 SHSP C 4 Equipment 60,548.00                    PAID
7/12/2018 16-01IB PAID 4/5/2019 Motorola Sole Source ‐ RESOLVED Imperial Beach FY16 SHSP H 1 Equipment 20,347.00                    PAID
8/24/2018 16-08NC PAID 4/5/2019 Motorola Sole Source ‐ RESOLVED National City FY16 SHSP C 6 EQ Equipment 1,537.00                      PAID
6/20/2018 16-01RSF PAYMENT PENDING 2/22/2019 Motorola Sole Source ‐ RESOLVED Rancho Santa Fe FY16 SHSP C 1 Equipment 22,886.00                    PAYMENT PENDING
6/20/2018 16-01ST PAID 4/5/2019 Motorola Sole Source ‐ RESOLVED Santee FY16 SHSP C 1 Equipment 36,658.00                    PAID
3/16/2018 16-03CV PAYMENT PENDING 2/26/2019 Motorola Sole Source ‐RESOLVED Chula Vista FY16 SHSP C 2 Equipment 146,119.00                  PAYMENT PENDING
6/15/2018 16-04EC PAYMENT PENDING 3/15/2019 Waiting for Jurisdiction reply ‐Quotes Question  El Cajon FY16 SHSP H 2 Equipment 21,884.00                    PAYMENT PENDING
2/26/2018 16-08OC PAYMENT PENDING 4/2/2019 Oceanside FY16 SHSP I 7 Exercise 6,000.00                      PAYMENT PENDING
7/5/2018 16-13OC PAYMENT PENDING 4/2/2019 Oceanside FY16 SHSP I 12 Training 6,000.00                      PAYMENT PENDING
5/10/2018 16-11OC PAYMENT PENDING 4/2/2019 Oceanside FY16 SHSP I 9 Training 6,000.00                      PAYMENT PENDING
11/30/2017 16-06OC PAYMENT PENDING 4/2/2019 Oceanside FY16 SHSP I 4 Training 6,000.00                      PAYMENT PENDING
7/10/2017 16-02OC PAYMENT PENDING 4/2/2019 Oceanside FY16 SHSP I 1 Training 4,000.00                      PAYMENT PENDING
8/2/2018 16-03CB PAID 11/13/2018 Carlsbad FY16 SHSP H 3 Equipment 17,907.00                    PAID 10/31/2018
8/2/2018 16-04CB PAID 11/13/2018 Carlsbad FY16 SHSP H 2 Equipment 17,994.00                    PAID 11/14/2018
6/30/2017 16-01EC PAID 11/13/2018 El Cajon FY16 SHSP I 1 Exercise 1,292.00                      PAID 4/27/2018
12/23/2017 16-01EN PAID 11/13/2018 Encinitas FY16 SHSP H 1 Equipment 7,074.00                      PAID 10/31/2018
6/30/2017 16-01LG PAID 11/13/2018 Lemon Grove FY16 SHSP I 1 Exercise 694.00                         PAID 4/27/2018
7/17/2017 16-01NC PAID 11/13/2018 National City FY16 SHSP I 1 Exercise 1,336.00                      PAID 4/27/2018
5/10/2018 16-02NC PAID 11/13/2018 National City FY16 SHSP C 1EQ Equipment 6,444.00                      PAID 10/31/2018
5/10/2018 16-03NC PAID 11/13/2018 National City FY16 SHSP H 1EQ Equipment 2,209.00                      PAID 10/31/2018
8/1/2017 16-03OC PAID 11/13/2018 Oceanside FY16 SHSP I 1 Exercise 2,088.00                      PAID 4/27/2018
9/21/2017 16-04OC PAID 11/13/2018 Oceanside FY16 SHSP H 3 Equipment 31,341.00                    PAID 11/14/2018
7/9/2018 16-01PSD PAID 11/13/2018 Port of San Diego - HPD FY16 SHSP H 1 Equipment 17,011.00                    PAID 11/14/2018
10/9/2017 16-01PO PAID 11/13/2018 Poway FY16 SHSP C 1 Equipment 32,985.00                    PAID 2/5/2018
9/1/2017 16-01CB PAID 11/15/2018 Carlsbad FY16 SHSP I 1EQ Exercise 9,806.00                      PAID 4/27/2018
5/31/2018 16-04CV PAID 11/27/2018 Chula Vista FY16 SHSP C EQ03 Equipment 5,112.00                      PAID 11/21/2018
5/31/2018 16-05CV PAID 11/27/2018 Chula Vista FY16 SHSP H EQ03 Equipment 5,385.00                      PAID 11/21/2018
11/27/2017 16-01DM PAID 11/27/2018 Del Mar FY16 SHSP H 1 Equipment 3,052.00                      PAID 11/21/2018
6/15/2018 16-03EC PAID 11/27/2018 El Cajon FY16 SHSP H 3 Equipment 14,808.00                    PAID 11/21/2018
12/5/2017 16-02SM PAID 11/27/2018 San Marcos FY16 SHSP H 2 Equipment 9,617.00                      PAID 11/21/2018
7/13/2018 16-03SM PAID 11/27/2018 San Marcos FY16 SHSP H 3 Equipment 36,135.00                    PAID 11/21/2018
6/18/2018 16-02LM PAID 12/18/2018 La Mesa FY16 SHSP H 2 Equipment 23,764.00                    PAID 12/14/2018
5/21/2018 16-04NC PAID 12/18/2018 National City FY16 SHSP H 2EQ Equipment 8,160.00                      PAID 12/14/2018
12/19/2017 16-07OC PAID 12/18/2018 Oceanside FY16 SHSP H 6 Equipment 47,429.00                    PAID 12/14/2018
6/11/2018 16-02AL PAID 12/26/2018 Alpine FY16 SHSP H 2EQ Equipment 9,244.00                      PAID 12/21/2018
3/19/2018 16-02LG PAID 12/26/2018 Lemon Grove FY16 SHSP H 1 Equipment 18,196.00                    PAID 12/21/2018
6/18/2018 16-05NC PAID 12/26/2018 Missing Quotes/Sales Tax ‐ RESOLVED National City FY16 SHSP H 3EQ Equipment 4,561.00                      PAID 12/21/2018
4/13/2018 16-01SMG PAID 12/26/2018 San Miguel FY16 SHSP H 1EQ Equipment 74,638.00                    PAID 12/21/2018
7/9/2018 16-03DM PAID 1/22/2019 No Quote Provided ‐RESOLVED Del Mar FY16 SHSP H 3 Equipment 2,365.00                      PAID 1/16/2019
5/7/2018 16-02DM PAID 1/22/2019 Del Mar FY16 SHSP H 1 Equipment 1,443.00                      PAID 1/16/2019
5/31/2018 16-02SB PAID 1/22/2019 Quotes Missing ‐ RESOLVED Solana Beach FY16 SHSP H 2 Equipment 3,952.00                      PAID 1/16/2019
5/7/2018 16-01SB PAID 1/22/2019 Solana Beach FY16 SHSP H 1 Equipment 3,148.00                      PAID 1/16/2019
2/12/2018 16-01AL PAID 2/7/2019 Alpine FY16 SHSP H 1EQ Equipment 4,277.00                      PAID 1/28/2019
8/1/2017 16-01CV PAID 2/7/2019 Chula Vista FY16 SHSP C&H 1 Equipment 4,316.00                      PAID 1/28/2019
6/4/2018 16-02EC PAID 2/7/2019 El Cajon FY16 SHSP A 1 Equipment 42,908.00                    1/28/2019 PAID 1/28/2019
10/9/2017 16-01ES PAID 2/7/2019 Escondido FY16 SHSP H 1-Fire Planning 3,746.00                      PAID 1/28/2019
8/8/2017 16-01SM PAID 2/7/2019 San Marcos FY16 SHSP H 1 Planning 9,533.00                      PAID 1/28/2019
12/18/18 16-03CO PAID 3/8/2019 Coronado FY16 SHSP D 3 Equipment 11,756.00                    PAID 2/27/2019
11/30/18 16-03EN PAID 3/8/2019 Encinitas FY16 SHSP H 3 Equipment 9,870.00                      PAID 2/27/2019
8/6/2018 16-04ES PAID 3/8/2019 Escondido FY16 SHSP H 3 Planning 9,382.00                      PAID 2/27/2019
6/4/2018 16-01LM PAID 3/8/2019 La Mesa FY16 SHSP H 1 Equipment 14,791.00                    PAID 2/27/2019
6/15/2018 16-03LG PAID 3/8/2019 Lemon Grove FY16 SHSP H 2 Equipment 1,689.00                      PAID 2/27/2019
8/17/2018 16-07NC PAID 3/8/2019 National City FY16 SHSP C 5 EQ Equipment 3,874.00                      PAID 2/27/2019
8/6/2018 16-03SB PAID 3/8/2019 Solana Beach FY16 SHSP H 3 Equipment 2,365.00                      PAID 2/27/2019
7/20/2018 16-06NC HOLD 2/22/2019 Motorola Sole Source/Quotes National City FY16 SHSP C 4 Equipment 24,732.00                    HOLD







GRANTS REIMBURSEMENT TRACKING LOG SHSP 2016


7/20/2018 16-02CB FINAL REVIEW 11/13/2018 Carlsbad FY16 SHSP H 1 Planning 38,720.00                    FINAL REVIEW 
6/4/2018 16-07SHF FINAL REVIEW 11/13/2018 COSD - SHF FY16 SHSP H 4EQ Equipment 35,057.00                    FINAL REVIEW 
7/5/2018 16-01EMS FINAL REVIEW 11/13/2018 EMS FY16 SHSP D 1 Equipment 63,105.00                    FINAL REVIEW 
5/18/2018 16-02ES FINAL REVIEW 11/13/2018 Escondido FY16 SHSP H 2-Fire Planning 47,361.00                    FINAL REVIEW 
7/9/2018 16-01NCF FINAL REVIEW 4/11/2019 North County Fire FY16 SHSP C, D, H 1 Equipment 30,798.00                    FINAL REVIEW 
6/18/2018 16-01CSD FINAL REVIEW 11/13/2018 San Diego City of FY16 SHSP A, H 1 Equipment 280,713.00                  FINAL REVIEW 
7/23/2018 16-04SM FINAL REVIEW 11/13/2018 San Marcos FY16 SHSP H 4 Planning 10,000.00                    FINAL REVIEW 
9/4/2018 16-05VI FINAL REVIEW 11/13/2018 Vista FY16 SHSP H 4 Planning 2,620.00                      FINAL REVIEW 
5/10/2018 16-02VI FINAL REVIEW 11/13/2018 Vista FY16 SHSP H 2 Planning 17,300.00                    FINAL REVIEW 
12/18/18 16-06VI FINAL REVIEW 12/26/2018 Vista FY16 SHSP C 6 Equipment 31,568.00                    FINAL REVIEW 
01/07/19 16-05SHF FINAL REVIEW 1/10/2019 COSD - SHF FY16 SHSP C, H 5 Equipment 71,912.00                    FINAL REVIEW 
08/23/18 16-09SHF 2ND REVIEW 11/13/2018 COSD - SHF FY16 SHSP I 3TR Training 10,501.00                    2ND REVIEW
2/26/2018 16-09OC 2ND REVIEW 11/13/2018 Oceanside FY16 SHSP I 8 Training 6,000.00                      2ND REVIEW


16-01DSF 2ND REVIEW 2/5/2019 Deer Springs Fire PD FY16 SHSP C 1 Equipment 11,885.00                    2ND REVIEW
6/26/2018 16-06CV 1ST REVIEW 11/13/2018 Chula Vista FY16 SHSP H 2 Organization 6,433.00                      1ST REVIEW
8/3/2017 16-02CV 1ST REVIEW 11/13/2018 Chula Vista FY16 SHSP H 1 Organization 17,367.00                    1ST REVIEW
10/01/18 16-08SHF 1ST REVIEW 11/13/2018 COSD - SHF FY16 SHSP I 4TR Training 87,175.00                    1ST REVIEW
1/4/2018 16-04SHF 1ST REVIEW 11/13/2018 COSD - SHF FY16 SHSP I 1TR Training 38,381.00                    1ST REVIEW
8/8/2017 16-02SHF 1ST REVIEW 11/13/2018 COSD - SHF FY16 SHSP I 1 EX Exercise 5,879.00                      1ST REVIEW
7/5/2018 16-12OC 1ST REVIEW 11/13/2018 Oceanside FY16 SHSP I 11 Exercise 6,000.00                      1ST REVIEW
5/7/2018 16-10OC 1ST REVIEW 11/13/2018 Oceanside FY16 SHSP I 10 Exercise 6,000.00                      1ST REVIEW


11/30/2017 16-05OC 1ST REVIEW 11/13/2018 Oceanside FY16 SHSP I 5 Exercise 6,000.00                      1ST REVIEW
7/10/2017 16-01OC 1ST REVIEW 11/13/2018 Oceanside FY16 SHSP I 2 Exercise 4,000.00                      1ST REVIEW
9/4/2018 16-04VI 1ST REVIEW 11/13/2018 Vista FY16 SHSP I 5 Exercise 9,100.00                      1ST REVIEW
5/14/2018 16-03VI 1ST REVIEW 11/13/2018 Vista FY16 SHSP I 3 Exercise 4,860.00                      1ST REVIEW
8/3/2017 16-01VI 1ST REVIEW 11/13/2018 Vista FY16 SHSP I 1 Exercise 4,720.00                      1ST REVIEW
5/17/2018 16-06SHF 1ST REVIEW 12/13/2018 COSD - SHF FY16 SHSP I 2TR Training 47,270.00                    1ST REVIEW


16-01VCF 1ST REVIEW 1/31/2019 Valley Center Fire PD FY16 SHSP E 1 Equipment 14,360.00                    1ST REVIEW
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  SAN DIEGO UNIFIED DISASTER COUNCIL 
MEETING MINUTES 
February 21, 2019 


 
1. CALL TO ORDER 
 


Holly Porter called the meeting to order at 9:00 am and roll call was taken. 
 
2. ROLL CALL       MEMBER 
 
 CARLSBAD       David Harrison 
 CHULA VISTA       Jim Geering   
 CORONADO       James Lydon 
 DEL MAR/ENCINITAS      Mike Stein 
 EL CAJON       Steve Swaney  


LEMON GROVE      Steve Swaney 
 ESCONDIDO       Rick Vogt 


LA MESA       Steve Swaney   
 IMPERIAL BEACH       


NATIONAL CITY      Walter Amedee 
OCEANSIDE       Rick Robinson 
POWAY       Susy Turnbull 
SAN DIEGO       Colin Stowell 
SAN MARCOS       Brett Van Wey 
SANTEE       John Garlow 
SOLANA BEACH      Mike Stein 
VISTA        Mike Easterling 
OES        Holly Porter 
         


3. CALL FOR PUBLIC INPUT 
 


There was none. 
 


4. APPROVAL OF MINUTES 
 


ACTION:  The minutes of October 18, 2018 were unanimously approved.   
 
5. D.A. VICTIM SERVICES – Alana Harrell, D.A. Victim Services Division 
 


• Assists all victims of crime whether or not a suspect is apprehended 
• Mandated services include:  assessment, problem solving, referral, emergency assistance, 


follow-up, case status, court/interview accompaniment, victim impact statements 
• Victim Compensation Program may be offered for crimes that occur in California or victim is a 


California resident and is funded through fines and penalties (no tax dollars) 
• Covered crimes:  mass violence, homicide, domestic violence, sexual assault, child abuse, 


vehicular manslaughter, elder abuse, terrorism, assault, stalking, kidnapping, human trafficking, 
robbery, DUI/hit and run, hate crimes 


• Contact Linda Pena – linda.pena@sdcda.org or Alana Harrell – Alana.harrell@sdcda.org 
 


 
6. EARTHQUAKE PLANNING – Ken Hudnut, USGS 
 


Scenario Earthquakes can cause damage in three ways:  Surface fault rupture, ground failure 
(landslides and liquefaction), and shaking-related damage.  Here is what to expect: 


 
• Surface fault rupture up to 6.5 feet of horizontal shift offset and disrupt pipelines 



mailto:linda.pena@sdcda.org

mailto:Alana.harrell@sdcda.org
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• Significate disruption at lifeline infrastructure intersections with fault rupture and damage 
especially to facilities along the fault zone 


• Extensive soil liquefaction causing lateral spreading and subsidence in the port complex 
• Fire following earthquake would likely increase casualties and total losses 
• Potential for spills and leaks; sloshing of fluids in certain tanks can cause buckling failures 


 
7. REGIONAL RESILIENCY ASSESSMENT PROGRAM (RRAP) – Molly Finster, Argonne National     


Labs and Kelly Wilson, DHS 
 
Goal: To generate greater understanding and action among public and private sector partners to 
improve the resilience of a region’s critical infrastructure.  The RRAPs have a 3-year funding lifecycle 
including key activities such as data collection, analysis, and implementation.   
 
The CA Lifelines RRAP Project includes the effects of a “black sky” (prolonged regional electrical 
power outage of at least 30 days) event on highly connected infrastructure systems.  The project will 
assess the vulnerabilities and resilience on lifeline (energy, water, communications and 
transportation), emergency services, healthcare and public health. 
 
A local project kickoff will be March 21, 2019, San Diego County OES. 


 
8. COUNTY RESILIENCY ASSESSMENT PROGRAM – Gary Johnston, OES 
 


The goal of the San Diego County Resilience program is to create a resilient community where its 
citizens possess a level of preparedness and a sense of security that enable them to thrive in the face 
of physical, social, and economic challenges.  The resilience program components consist of strong 
planning, engagement of the community and review.  The Resilient Review Working Group’s (RRWG) 
purpose will be to develop and implement a cohesive pre-fire strategy, strengthen fire safety in new 
construction, reduce loss from wildfires in existing structures, enhance pre-fire vegetation 
management, and improve pre-fire emergency planning. 


 
9.  FULL SCALE EXERCISE UPDATE – Julie Jeakle, OES 


 
The County of San Diego Office of Emergency Services designs and conducts a regional exercise 
every year as part of the region’s Homeland Security Exercise and Evaluation Program. These 
exercises are run in two-year cycles, with a tabletop exercise the first year and a full-scale exercise 
the second.  
Approximately $400,000 in UASI funds was allocated for contractor support to design and facilitate 
the Regional FSE. Additionally, the County’s Public Safety Group has allocated $160,000 to cover 
backfill and overtime.  
The goal of this year’s full-scale exercise is to: 


• Increase proficiency in identified core capabilities 
• Enhance multi-agency/multi-disciplinary response to large-scale mass casualty incidents – 


especially those that require mobilization of Mass Casualty trailers, Family Assistance 
Centers, patient tracking, and reunification services.  


Objectives for this year’s exercise focus on: 


• Intelligence and information sharing 
• Multi-agency/multi-disciplinary coordination 
• Patient tracking and missing person’s report sharing between field locations, healthcare facilities 


and the ME’s Office 
• Establishing Family Assistance Centers 
• Evaluating methods for releasing sensitive information to the public 
• Validating regional plans, Including the OA Recovery Plan, Post-Terrorism/Mass violence 


Recovery annex and OA Reunification Plan 
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While the scenario is still in development, generally speaking, it will be a mass casualty complex 
coordinated attack – vehicle into crowd at two large venue events in the county and a single day 
exercise. The venues are:  North Coast Credit Union Amphitheater (field location), LEGOLAND (field 
location), and OA EOC. 


Please save the date:  The Regional Full Scale Exercise is planned for Wednesday, November 6.   


9.  AUXILIARY COMMUNICATIONS PLAN – Laura Curvey, OES 
 


A plan for the San Diego County Operational Area Radio Amateur Civil Emergency Service (RACES) 
is in the development phase.  Funding was awarded in January, 2018.  Stakeholder engagement 
meetings were held during 2018.  The finalized plan was introduced in November, 2018.  The Unified 
Disaster Council Reviewed plan in February, 2019.  The objective of the plan was to detangle FCC 
regulations and DHS Emergency Service function #2: Communications – for local implementation and 
formalize auxiliary communications coordination with jurisdictions.  
 
The next steps:   


• UDC review and plan approval 
• AUXCOMM Training 
• Drill and exercise the plan with local jurisdictions 
• Update the plan every four years 


 
11.  Cal OES REPORT – Dan Weiss, Cal OES 
 


• Governor Gavin Newsom elected, and retained Mark Ghilarducci as Director of Cal OES 
• CA Education Code has been amended by the passage of AB 1747: 


Requires schools to consult with a fire department and other first responder entities in the 
writing and development of comprehensive school safety plans and to share any updates 
with first responder agencies.  Those agencies do not need to review or approve the plans, 
just to be consulted and receive the plans.  Plans are to be updated annually by March 1.  
Applies for schools having any grades of kindergarten through grade 12. 


• Another section of the CA Education Code states that schools are to establish a procedure to 
allow a public agency, including the Red Cross, to use school buildings, grounds and 
equipment for mass care and welfare shelters during disasters or other emergencies affecting 
public health and welfare.   


• CA Government Code changed as it pertains to Emergency Services:  
Article 14, section 8630.  The governing body shall review the need for continuing the local 
emergency at least once every 60 days until the governing body terminates the local 
emergency. 


• Tsunami preparedness week is the week of March 25 and Cal OES staff can assist with any 
locally planned events upon request.  
 


12. URBAN AREA SECURITY INITIATIVE GRANT/REGIONAL TRAINING – Megan Beall, OHS 
 


Training:  Seven trainings have been performed since January 1, 2019.  Total personnel trained since 
January 1, 2019:  207. 


 
FY-16:  Closing out 
FY-17:  Claims due March 15, 2019.  If extension is needed, please call DHS office.  
FY-18:  No update from state.  Expected in the next two weeks.  Waiting for application approval. 
FY-19:  In a holding pattern and awaiting funding opportunity from FEMA. 
 
An annual grants training will be scheduled for early March/April.  Please watch for the invitation.   
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13. STATE HOMELAND SECURITY PROGRAM GRANT – Raluca Pimenta, OES 
 
       FY16:  Closing out and waiting on Motorola purchase with reallocated funds 
       FY17:  Is time sensitive.  Spending deadline is 5/31/17 and final reimbursement will be 6/30/19. 
       FY18:  Waiting for final approval from the State of California 
       FY19:  Application is into CalOES and awaiting funding. 
 
14. EXECUTIVE REPORT, Holly Porter, OES 
 


A. State Legislative Update: AB 1877 requires the State (CalOES) to create a library of 
translation style guides for emergency notifications that may be tied to funding if the guides 
are not utilized in local jurisdictions. 
SB 821 authorizes counties to enter into agreements with public utilities to obtain customer 
data for use in a mass notification alert. 
SB 833 requires OES to develop state guidelines and close to be finalized by state.  Allows 
CalOES to withhold grant funds if guidelines are not used. 
SB 130 authorizes installation of sirens to be used in wildfires. 
AB 486 requires owners of licensed animals to create and submit an animal evacuation plan 
for their animal. 
SB 160 requires county to integrate culture competence into next emergency plan update. 


B. School Preparedness Evacuation Plan – Template reviewed by fire chiefs, police and law 
enforcement.  It gives principals and administration a decision making tool whether or not to 
evacuate when there is a wildfire.  We are hoping the 42 school districts of San Diego County 
adopt the plan.   


C. Operational Area Fuel Taskforce – We would like to form a fuel task force looking at logistics 
for fuel supply and prioritizing demand.  Volunteers for the taskforce are appreciated. 


D. Tsunami Preparedness Week is March 25.  We will be doing publicity outreach on our social 
media and will be hosting a contest for a short video for high school students on Tsunamis. 


E. UDC Meeting Schedule is attached.  Please note the date changes. 
F. New Staff – Dan Vasquez, Emergency Services Coordinator lead on AFN/Sheltering 


Jessica Williams, Emergency Services Coordinator lead on HIRT, School curriculum, plans 
Dustin Ivers, Emergency Services Coordinator, lead on recovery, damage assessment, alert 
and warning systems 


 
NEXT SCHEDULED MEETING –   April 18, 2019 0900-1100 am 


SD County OES 5580 Overland Avenue, Suite 100, San Diego, CA  92123 
 


MEETING ADJOURNED – 11:09 AM 
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EXECUTIVE SUMMARY 
 
The San Diego County (County) Operational Area (OA) has robust communications infrastructure 
that serves day-to-day and emergency communications needs. Emergency planning requires that 
back-up systems need to be available in case the existing communications infrastructure 
becomes overloaded, degraded, or disrupted. 
 
Radio Amateur Civil Emergency Service (RACES) operators are highly trained amateur radio 
operators organized to assist in public service and emergency communications. 
 
The entire amateur radio service may be restricted by the Federal government during 
emergency situations; there exist exceptions for amateur radio communications by RACES 
stations. Therefore, a RACES plan is necessary to authorize the County OA to utilize RACES during 
emergencies. 
 
This plan enhances the effectiveness and efficiencies of the County Operational Area 
preparedness, response, and recovery activities, by augmenting emergency communications 
that may become overloaded, degraded, or non-existent. 
 
This plan will also provide coordination guidance for both governmental and non-governmental 
amateur/ham radio groups. These groups include, but are not limited to, Auxiliary 
Communication Service (ACS), American Radio Relay League (ARRL), Amateur Radio Emergency 
Service (ARES), as well as Community Emergency Response Teams (CERT). The purpose is to 
formalize their coordination with local first responders during the response and recovery phases 
caused by major disasters involving compromised communications. 
 
In addition, this plan provides best practices for public safety organizations to coordinate 
communications between regional and local governments and first responders when alternative 
communications systems are in use and while traditional communications methodologies are 
being restored. 
 
Finally, this plan supports Emergency Support Function #2 (Communications) of the National 
Response Framework. 
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1. INTRODUCTION 
 
The County OA Radio Amateur Civil Emergency Service (RACES) Plan addresses the use of RACES 
communications during emergencies in the County OA. The OA RACES Plan also serves to map 
how units activated to perform RACES communications support the Department of Homeland 
Security’s Emergency Support Function (ESF) #2 (Communications) of the National Response 
Framework (NRF) and fit within the Incident Command System (ICS). 
 


ESF #2 Purpose- Supports the restoration of communications infrastructure, coordinates 
communications support to response efforts, facilitates the delivery of information to 
emergency management decision makers, and assists in the stabilization and 
reestablishment of systems and applications during incidents. 1 


 
Under ESF #2, the OA RACES Plan supports the restoration of communications infrastructure, 
coordinates communications support to response efforts, facilitates the delivery of information 
to emergency management decision makers, and assists in the stabilization and reestablishment 
of systems and applications during incidents2. 
 
Amateur radio, also known as ham radio, uses radio frequency spectrum for purposes of non-
commercial exchange of messages, wireless experimentation, self-training, private recreation, 
radiosport, contesting, and emergency communication. The term "amateur" is used to specify a 
duly licensed person interested in radioelectric practice with a purely personal aim and without 
monetary interest and to differentiate it from commercial broadcasting, public safety (such as 
police and fire), or professional two-way radio services (such as maritime, aviation, taxis, etc.). 
Radio amateurs use a variety of voice, text, image, and data communications modes and have 
access to frequency allocations throughout the radio spectrum. This enables communication 
across a city, region, country, continent, the world, or even into space. Amateur radio operators 
may also send, receive, or relay radio communications between computers or transceivers 
connected to virtual private networks. 
 
The Federal Communications Commission (FCC) provides spectrum management and frequency 
allocation for the entities it regulates. FCC Rules and Regulations apply to the operation of a 
radio in all the AUXCOMM services, including Amateur radio3. 
 
RACES is a radio service provided for in Federal Communications Commission (FCC) rules and 
regulations4 governing Amateur radio in the United States. The concept of a standby "Radio 
Amateur Civil Emergency Service" to replace the conventional "Amateur Radio Service" during 
wartime was developed in 1952 as result of input from the American Radio Relay League (ARRL) 
and the Department of the Army's Office of Civil Defense. 


                                                           
1 FEMA (June 2016) Emergency Support Function #2-Communications Annex 
2 FEMA (June 2016) Emergency Support Function #2-Communications Annex 
3 97 C.F.R. 
4 97 C.F.R. §407 
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The Code of Federal Regulations (CFR) regulates how RACES may be used and how amateur 
radio may be restricted in certain emergency situations5. When so activated, RACES will consist 
of only those amateur radio operators who have previously registered/enrolled with State and 
local governments to provide emergency radio communications for them in times of 
emergency6.  
 
As used in this plan, RACES refers to the entire amateur radio component of the AUXCOMM 
community, throughout the County OA, that have registered/enrolled as recognized groups and 
individuals with the government to provide emergency radio communications in times of 
emergency. 
 
Other amateur radio operations might be suspended7 and operations under the FCC RACES rules 
might be restricted to certain frequencies within the amateur radio bands8. In addition to 
wartime communications, operations under the RACES rules can provide or supplement 
communications during emergencies where normal communication systems have sustained 
damage. It may be used in a wide variety of situations, including natural disasters, technological 
disasters, nuclear accidents, nuclear attack, terrorist incidents, and bomb threats. 
 
In the past, actual FCC RACES station licenses were also issued to civil defense organizations. To 
prevent abuse of station licenses by officials who were not licensed amateur radio operators, 
limitations on the duration of non-emergency operation9 and stations that might be contacted 
were incorporated10. Such RACES station licenses are no longer issued and any operations under 
the RACES rules would now use licensed amateur radio operators. 
 
For the sake of this plan, terminology referring to “registered/enrolled stations” will mean the 
registration and enrolling of jurisdictions or agencies with amateur radio clubs recognized to 
perform the RACES function. 
 
In daily practice, most amateur radio operators enrolled with their local government for possible 
operations under the RACES rules are also members of the ARES, organized by the American 
Radio Relay League (ARRL). ARES provides emergency communications in the conventional 
Amateur Radio Service without the need for an emergency declaration from the government. 
RACES primary communication responsibilities include Public Safety communication, whereas 
ARES primary communication responsibilities include the health and welfare system.  For more 
information about Amatuer Radio support for health and welfare, refer to Annex E (Public Health 
Operations) and Annex I (Communications) of the San Diego County Emergency Operations Plan. 
  
                                                           
5 97 C.F.R. §407 
6 97 C.F.R. §407(a) 
7 97 C.F.R. §407(a) 
8 97 C.F.R. §407(b) 
9 97 C.F.R. §407(d)(4) 
10 97 C.F.R. §407(c) 
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2. PURPOSE 
 
The County OA RACES Plan provides guidance to both governmental and non-governmental 
amateur/ham radio groups on how to coordinate and respond to emergencies within the County 
of San Diego’s OA. The plan aims to provide guidance to groups who include, but are not limited 
to RACES, Auxiliary Communication Services (ACS), ARRL, ARES, as well as Community Emergency 
Response Teams (CERT). The purpose is to formalize their coordination with local first 
responders during the response and recovery phases caused by major disasters involving 
compromised communications. This plan supports and informs Annex I of the OA Emergency 
Operations Plan adopted by the UDC. 
 
This plan provides best practices for public safety organizations to coordinate communications 
between regional and local governments and first responders when alternative communications 
systems are in use and while traditional communications methodologies are being restored. 
 


3. GOAL 
 
The goal of this plan is to enhance the interoperability of the County OA preparedness, response, 
and recovery activities, when emergency communications are overloaded, degraded, or non-
existent. 
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4. SCOPE 
 
The County OA RACES Plan affects every agency with a communication need during an 
emergency in the County OA, where that communication need cannot be met due to a normal 
communication method being overloaded, degraded or disrupted. Simply stated, this plan 
provides for back-up voice and data communications during an emergency. 
 
This plan applies to Non-Governmental Organizations (NGOs) and Voluntary Organizations Active 
in Disasters (VOADs) that support emergency operations in the County OA. 
 
This plan applies to licensed civilian amateur radio stations/operators that are registered/ 
enrolled with the County Office of Emergency Services (OES). 
 
This plan shall be activated any time the President of the United States implements the National 
Emergency Act11. 
 
This plan may be activated: 
  


• During a full activation of the County OA Emergency Operations Center (EOC) 
• Upon direction of the County CAO 
• Upon direction of the Director of the County OES, or his/her designee, or designee of the 


County Sheriff’s Department.  
• At any other time at the discretion of the CAO, the Director of the County OES, or his/her 


designee when a significant impact to the communications infrastructure is expected or 
has occurred. 


  


                                                           
11 50 U.S.C. § 1601 
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5. REGULATIONS AND POLICY 
 
The main FCC regulations and guidance which address the RACES function are found in section 
407 of Part 97 of the Code of Federal Regulations (CFR). Per the FCC requirements, RACES 
stations/operators must be registered/enrolled with the civil defense organization12, and may 
only transmit on authorized frequencies13. RACES stations and operators may only transmit with 
or to other RACES stations14. Only four types of transmissions are allowed15: 
 
1. Messages concerning impending/actual conditions jeopardizing public safety, national 


defense/security, during emergencies; 
2. Messages concerning the immediate safety of life of individuals; immediate protection or 


property; maintenance of law and order; alleviation of human suffering and need; and 
combating of armed attack or sabotage; 


3. Messages concerning the accumulation/dissemination of public information/instructions to 
the civilian population essential to the activities of the civil defense organization or other 
authorized governmental/relief agencies; 


4. Training drills and tests. 
 
Prior to the FCC section 407 guidance, Section 706 of the Communications Act of 1934, as 
amended16, established Presidential powers during wartime emergencies for priority use of the 
national communications infrastructure. In 1984, the Federal Executive Order 12472 assigned 
authority to the Director, Office of Science and Technology Policy (OSTP), to direct the exercise 
of the war power functions of the President17, should the President issue implementing 
instructions in accordance with the National Emergencies Act18. Federal Executive Order 12472 
also assigned specific non-wartime emergency communications authorities to the Director, 
OSTP. 
 
An OSTP memorandum to the Manager, National Communications System (NCS), (dated June 11, 
1993, Subject: NS/EP Telecommunications) states that the Office of the Manager, NCS, executes 
Federal Response Plan primary agency functional responsibilities on behalf of OSTP. This 
delegation of authority is retained in the existing DHS National Response Framework. As such, 
the OSTP delegates ESF #2 coordinator functional responsibilities to the Office of the Manager, 
NCS. 
 


                                                           
12 97 C.F.R. §407(a) 
13 97 C.F.R. §407(b) 
14 97 C.F.R. §407(c) 
15 97 C.F.R. §§407(d) (1-4) 
16 47 U.S.C. §606 
17 Communications Act of 1934, as amended (47 U.S.C. §606), §§706(a), (c)–(e) 
18 50 U.S.C. §1601 
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The Homeland Security Act of 2002, as amended by the Post-Katrina Emergency Management 
Reform Act of 2006, establishes an Office of Emergency Communications within the Department 
of Homeland Security (DHS). In cooperation with the NCS, this office is responsible for 
coordinating the establishment of a national response capability with initial and ongoing 
planning, implementation, and training for the deployment of communications equipment for 
relevant State, tribal, and local governments and emergency response providers in the event of a 
catastrophic loss of local and regional emergency communications services. 
 
This RACES OA Plan aligns with DHS’s Office of Emergency Communication National Emergency 
Communications Plan (NECP) and its goals in maintaining local ham radio capabilities and their 
mission to support emergency communications by facilitating requests for assistance and 
reporting, as well as being used by volunteer groups to provide backup communications to 
public safety officials and emergency managers. 
 
This OA RACES Plan also supports the State RACES Program under the California Governor’s 
Office of Emergency Services (Cal OES). The following section expands on the local roles and 
responsibilities within the ICS structure wherein the County OA RACES units are expected to 
coordinate. 
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5. COMMUNICATIONS STRUCTURE / STANDARD EMERGENCY MANAGEMENT 
SYSTEM 


 
Under the Incident Command System (ICS) and Standard Emergency Management System 
(SEMS), jurisdictional EOCs authorized to perform the RACES function falls under the 
Communications Unit of the Services Branch of the Logistics Section inside The County of San 
Diego’s Operational Area Organizational Structure which follows ICS/SEMS structure (Figure 2).  
 


 
 


FIGURE 2: LOCATION OF COMMUNICATIONS UNIT (CIRCLED IN RED) IN THE COUNTY OF SAN DIEGO OPERATIONAL 


AREA EMERGENCY OPERATIONS CENTER LEVEL ONE ORGANIZATIONAL CHART   
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The EOC Communications Unit Leader (COML), whether at the County or Jurisdiction, position 
plans and manages the operational and technical aspects of the communications function during 
an event. The EOC’s COML’s responsibilities include: develop plans for the effective use of 
communications equipment and facilities; install and test communications equipment; supervise 
the EOC Communications Center (CC); distribute communications equipment to personnel; and 
maintain and repair communications equipment.19  
 
The EOC Communications Center Manager (CM) position is filled when the COML’s span of 
control would be exceeded either by the complexity of the incident, requiring an unusual degree 
of involvement in EOC emergency action planning, or by the number of technicians and radio 
operators assigned to the event. The CM serves primarily to supervise radio operators and 
manage the increased complexity of a CC during large incidents.20 
 
Each activated jurisdiction RACES unit shall designate an Auxiliary Communications Manager 
(ACM), who shall serve as the single point of contact in the chain of command for all 
jurisdictional RACES operators. The unit’s ACM will normally report to the jurisdictional EOC 
Communications Manager (CM), or their Communications Unit Leader (COML) if the CM position 
is not staffed.  It is at the jurisdictional COML position where they coordinate with the County’s 
COML on a regional event (See Figure 6).  
 


  
FIGURE6: COUNTY OF SAN DIEGO RACES SUGGESTED CHAIN OF COMMAND 


                                                           
19 U.S. Department of Homeland Security (2012) Incident Command System Communications Unit Implementation 
and Best Practices 
20 U.S. Department of Homeland Security (2012) Incident Command System Communications Unit Implementation 
and Best Practices 
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The ACM manages the operational and technical aspects for the RACES operators and stations 
and supervises the jurisdiction’s RACES operators.  


 
It is required that persons assigned as an ACM: 


• Hold a valid FCC amateur radio license 
• Have a good working knowledge of ICS, including completion of the most recent versions 


of these courses: 
o ICS100 
o ICS200 
o ICS700 
o ICS800 


 
It is highly recommended that persons assigned as an ACM also: 


• Have completed the Department of Homeland Security (DHS) Office of Emergency 
Communications (OEC) Auxiliary Communications (AUXCOMM) course 


• Have supervisory experience, including excellent inter-personal skills 
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6. RESPONSIBILITY 
County OES will register and enroll amateur radio stations whereas they serve as recognized 
units operating under local jurisdictions or volunteer organizations regularly relied upon during 
emergency events.  
 
This list will be maintained in Attachment A and will be updated annually or as necessary by 
County OES. In addition to these responsibilities, the County’s OES, Sheriff Wireless Services 
Division (WSD), and the Sheriff’s Auxiliary Communication Services (ACS) share responsibilities 
for training and maintaining the OA systems.  
 
It is the responsibility of the County OES to: 


• Every 4 years review and update this plan and its attachments 
• Register/enroll RACES stations 
• Update the attachment containing the list of RACES registered/enrolled Stations 
• Update the attachment listing the criteria to be considered for selecting which stations 


will be registered/enrolled 
• Activate this plan when the President of the United States implements the National 


Emergency Act21 
• Determine when to activate this plan when otherwise necessary 
• Determine when to deactivate this plan 
• Notify each jurisdiction when this plan has been activated or deactivated 


 
It is the responsibility of the County Sheriff’s WSD to: 


• Maintain the County-owned amateur radio equipment in the EOC 
• Maintain the County-owned amateur radio equipment at the remote mountain-top 


repeater sites 
• Maintain the County-owned amateur radio equipment in the County-owned ACS mobile 


assets 
• Maintain the County-owned amateur radio equipment in other locations throughout the 


OA 
 
  


                                                           
21 50 U.S.C. § 1601 
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It is the responsibility of the County Sheriff’s Department ACS to: 
• Update the attachment describing the communications plan as necessary 
• Disseminate updates to the communications plan to the RACES Registered/enrolled 


Stations 
• Make activation / deactivation announcements on the designated RACES command net 
• Serve as the Net Control Station for the RACES command net while this plan is activated 
• Monitor the county-maintained RACES radio infrastructure and work with WSD to resolve 


technical issues 
• Establish RACES communications with State as necessary 
• Coordinate requests for RACES mutual aid within the OA 
• At least once a month, serve as Net Control Station for a check-in radio net to test all 


registered/enrolled stations 
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It is the responsibility of each jurisdictional RACES unit to: 


• Maintain a roster of their registered/enrolled amateur radio operators and provide them 
with identification 


• Provide Disaster Service Worker (DSW) or equivalent coverage to their 
registered/enrolled amateur radio operators 


• Appoint an Auxiliary Communications Manager (ACM) to supervise that jurisdiction’s 
RACES operators 


• Control their own assets provided in support of incident response and coordinate 
location and use with the Communications Branch under the ICS structure. 


• Provide Disaster Service Worker (DSW) or equivalent coverage to any registered/enrolled 
amateur radio operator that it receives in response to a mutual aid request 


• Maintain MOA/MOUs with private clubs/individuals who supply amateur radio 
infrastructure in support of their unit 


 
Participation in RACES does not confer any of the benefits of the Disaster Service Worker (DSW) 
program. 
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7. COMMUNICATIONS POLICIES 
 


7.1. Registered/Enrolled Stations 
 
Federal regulations defining RACES were originally written in 1952. The terminology “civil 
defense organization” was used to set forth who would register RACES stations/operators22. 
Since 1952, government agencies involved in emergency activities have evolved from “civil 
defense organizations” through several iterations to today’s “all hazards” professional 
emergency management organizations. During these iterations, the terminology “civil defense 
organization” has disappeared from most professional emergency management organizations 
vocabulary. Under this plan, County of San Diego (CoSD) Office of Emergency Services (OES) will 
register and enroll amateur radio stations whereas they serve as recognized units operating 
under local jurisdictions or volunteer organizations regularly relied upon during emergency 
events.23  
 
No station may transmit in RACES unless it is an FCC-licensed primary, club, or military recreation 
station and it is certified by a civil defense organization as registered/enrolled with that 
organization24. The list of RACES registered/enrolled stations shall be maintained as 
Attachment A to this plan and shall be updated as necessary by OES. OES will use the guidelines 
in Attachment B and C in considering which amateur radio stations will be registered/enrolled. 
OES has the sole discretion on which stations to register/enroll. 
 
Any amateur radio operator who is activated under this plan must be affiliated with a 
registered/enrolled RACES unit. “Single Resource” or “Lone Wolf” RACES operators are 
prohibited. 
 
Although registered/enrolled through OES, each jurisdiction remains responsible to control their 
own assets and to provide the necessary training to carry out the RACES function. Each 
jurisdiction retains liability for the actions of their assets under this plan. 
 


                                                           
22 97 C.F.R. §407(a) 
23 In the past, actual FCC RACES station licenses were issued to “civil defense organizations.” In 2000, the FCC 
stopped issuing RACES station licenses. Many “civil defense organizations” migrated from their RACES station 
license to a “club” station license. Any operations under the RACES rules may operate under either a “club” station 
license, or individually licensed amateur radio operators. However, the “station” terminology remains in the 
federal regulations. For the purposes of this plan, the phrase “station/operator” shall refer to any amateur radio 
operator who is fulfilling the RACES function, whether that operator identifies under a “club station” or 
“individual” FCC license. 
24 97 C.F.R. §407(a) 
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7.2. Roster of Volunteers 
An activated RACES community within the County of San Diego could be in the hundreds and 
therefore, it is not practical for the County OES to vet and maintain a roster of each jurisdictional 
unit RACES amateur radio operator. The responsibilities of vetting and roster management are 
delegated to the recognized jurisdictions and agencies. County OES will not register each 
jurisdictional unit RACES amateur radio operator as a Disaster Service Worker (DSW). The liability 
coverage is the responsibility of the sponsoring jurisdiction and agency.  Refer to Attachment B 
and C for registering/enrolling requirements.  
 
Each jurisdictional RACES unit shall maintain a roster of their amateur radio operators and shall 
provide their amateur radio operators with identification. Each jurisdictional RACES unit should 
provide Disaster Service Worker or equivalent coverage to their registered/enrolled Amateur 
radio operators. 
 


7.3. Mutual Aid 
Mutual Aid for RACES units will follow the State of California Master Mutual Aid Agreement. 
Local jurisdictions will request aid from the OA by contacting the OA Communications 
Coordinator (COMC), or Communication Unit Leader (COML). Should the OA need to request aid 
from the Mutual Aid region or the State, a request will be made through the State RACES 
program. 
 


 
FIGURE 4: MUTUAL AID HIERARCHY UNDER MASTER MUTUAL AID AGREEMENT 


 
Each RACES unit may make their resources available for mutual aid. There is no obligation or 
requirement that any RACES unit provide mutual aid. Agencies that provide communications 
assets in support of incident response control their own assets and coordinate location and use 
with the Communications Branch under the ICS structure. 
 
Any RACES unit providing mutual aid shall provide their responding amateur radio operators with 
identification. 
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Any RACES unit accepting outside mutual aid shall have the responsibility for providing Disaster 
Service Worker (DSW) or equivalent coverage to those outside amateur radio operators who are 
coming to assist. 
 
There currently is no recognized standard for the “typing” (categorizing capabilities) of 
AUXCOMM/RACES resources to standardize mutual aid requests. Therefore, any requests for 
mutual aid should be as specific as possible. Factors that may be included in an initial request for 
mutual aid include: 


• The number of teams required 
• The number of personnel for each team 
• The type of radio equipment needed 
• The duration of deployment 
• The general nature of the work to be done (operate radios, climb towers, etc.) 
• The environment (field work, EOC, shelter, etc.) 
• The type of transportation needed (if any) 


 
For example: 
“I need five two-person teams in four-wheel drive vehicles with 2 meter and 440 mobile radios 
capable of being self-sustained for a 12-hour nighttime field deployment.” 
 
Reimbursements for mutual aid for AUXCOMM resources should be outlined in pre-established 
memorandums of agreement between requesting and supplying agencies. 
 


7.4. Emergency Access by Non-registered Stations 
Although non-registered/enrolled amateur radio operators may be restricted from transmitting 
during imposition of the RACES regulations25, the OA recognizes that emergency radio access 
may still occur by non-registered/non-enrolled amateur radio stations, who may have no other 
option to make emergency contact. 
 
The Wilderness Protocol has been adopted by ARES and is outlined in their Emergency Resources 
Manual26. The County’s communication protocol, which is similar to the Wilderness Protocol, is 
intended to be a “force multiplier” in that all available amateur radio operators monitor 
designated frequencies at designated times, and if they hear an emergency from a weaker 
station, to relay that message. Under this plan, the County’s communication protocol has been 
expanded to include more frequent monitoring (every half hour). During a disaster, having many 
amateur radio operators listening for emergencies from other non-registered/enrolled amateur 
radio operators enhances emergency access for non-registered/enrolled amateur radio 
operators. For a list of recommended stations for registered/enrolled stations to monitor, refer 
to Attachment D. 
 


                                                           
25 97 C.F.R. §407(a) 
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All registered/enrolled RACES amateur radio stations are encouraged to monitor the following 
nationally recognized calling channels during activation of this plan: 


• 52.525 MHz 
• 146.520 MHz 
• 223.500 MHz 
• 446.000 MHz 
• 1294.500 MHz 


 
The calling channels should be monitored for the five-minute period that begins at the beginning 
of each hour, as well as the five-minute period that begins half way through each hour. For 
example, the calling channels should be monitored from 0000-0005 hours, 0030-0035 hours, 
0100-0105 hours, 0130-0135 hours, etc. 
 
Upon receiving actionable emergency information from a non-registered/non-enrolled amateur 
radio station, the RACES unit shall relay that information on their assigned tactical/command 
networks, utilizing their chain of command. 
 


7.5. Authentication of Messages 
Every message which purports to be of an official nature shall include the name and position of 
the person authorizing the message.  
 
For example: 
“Captain Smith of the Fallbrook Sheriff has stated the next briefing will be at 1300 hours.” 
 


7.6. Data 
The majority of amateur radio operators rely on voice transmission of information to support 
normal and emergency operations. Well trained amateur radio operators have proven to be a 
reliable means of maintaining communications with minimal equipment in all types of 
environments. However, it would be remiss not to recognize that evolutions in technology have 
increased the options by which information can be sent through the traditional ham radio 
systems. 
 
While there are many digital modes available for amateur radio to transmit voice and data, 
analog modes shall be the default transmission mode until otherwise set forth in the Incident 
Radio Communications Plan (ICS Form 205). 
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Activated RACES units may be called upon to transmit sensitive information from the field to the 
County EOC during times of emergency and recovery. Units may also be utilized to disseminate 
information from the County EOC to the public such as serving as alternatives to the Emergency 
Alert System by providing warnings to: 


• The public 
• County and city communications centers 
• Special facilities 


• Schools 
• Hospitals 
• Fire Stations 
• Utility Stations 


 
Such messages may be long, and accuracy is critical and digital data may be the best method to 
accurately receive the information that needs to be disseminated. Such information may be 
voluminous, and accuracy and speed may be critical. For these reasons, it may be advantageous 
for RACES units to employ data rather than voice to provide this information to the County EOC. 
 


7.7. Partnership Agreements 
The County Sheriff’s WSD provides technical support for radio-related issues in the OA EOC. WSD 
supports the RACES function of the County Sheriff’s Auxiliary Communications Service by 
maintaining the County-owned amateur radio equipment in the EOC, at the remote mountain-
top repeater sites, within the county-owned mobile assets and locations throughout the OA. 
 
In the event additional privately-owned radio infrastructure (repeaters, etc.) are identified to 
support or back-up the RACES function, the County OES may enter into partnership agreements 
with those private entities if appropriate. These agreements should address any costs to be 
incurred by the County, as well as which party will assume any liabilities and any “hold harmless” 
clauses. 
 
Other RACES units who utilize private radio repeaters and/or linked systems for either primary or 
back-up communications paths should enter into partnership agreements with those private 
parties (individuals or clubs). These agreements should address costs, as well as which party will 
assume any liabilities and any “hold harmless” clauses. Such agreements should be copied to the 
County OES. 
 


7.8. Communications Plan 
An Incident Radio Communications Plan (ICS Form 205) provides information on all radio 
frequency or trunked radio system talkgroup assignments for each operational period. The plan 
is a summary of information obtained about available radio frequencies or talkgroups and the 
assignments of those resources by the Communications Unit Leader for use by incident 
responders. The Radio Communications Plan is prepared by the Communications Unit Leader 
and given to the Planning Section Chief for inclusion in the Incident Action Plan. 
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While Radio Communications Plans are normally constructed during the planning cycle for each 
operational period during emergency operations, Radio Communication Plans can also be “pre-
built” for various scenarios by emergency planners, including the RACES unit. 
 
The amateur radio community is unique in that it is one of the few radio services that can make 
its own choices from a wide range of available radio frequencies. 
 
The actual range of radio frequencies available to the amateur radio community may change if 
there is a Federal activation of RACES27. The actual frequencies available will be determined by 
Director, OSTP28. The available frequencies may not include frequencies in a “pre-built” Radio 
Communications Plan. 
 
Some amateur radio repeaters and infrastructure are maintained by individuals and volunteer 
organizations, while others are professionally maintained by government agencies. Some 
repeaters and infrastructure are capable of self-sustained operation for long periods of time in 
emergencies, while others are not. Individual and volunteer-maintained infrastructure may cease 
to be available over the duration of an emergency, due to lack of access, lack of support, lack of 
backup power systems, inability to refuel backup generators, etc. This uncertainty may make 
pre-planned repeater assignments unavailable during emergencies. 
 
A static RACES communications plan may quickly become obsolete and would not best serve the 
community. Pre-designated frequencies in a static RACES communications plan may not be 
available during activation of this plan. A static RACES communications plan would also limit the 
dynamic nature that is one of the strengths of amateur radio. 
 
Attachment D lists the recognized calling channels, as referenced in Section 6.4 above. 
Attachment D also lists basic command net frequencies maintained by the County Sheriff’s 
Department ACS, recognizing that those may change. 
  


                                                           
27 97 C.F.R. §407(b) 
28 47 C.F.R. §§214.0 – 214.6 
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8. ACTIVATION AND DISCONTINUATION 
The County OA RACES Plan shall be activated any time the President of the United States 
implements the National Emergency Act29. The plan may also be activated: 
 


• During a activation of the County OA EOC 
• Upon direction of the County CAO 
• Upon direction of the Director of the County OES, or his/her designee, or designee of the 


County Sheriff’s Department.  
• At any other time at the discretion of the Director of the County OES, or his/her designee 


when a significant impact to the communications infrastructure is expected or has 
occurred. 


 
This plan may not be activated by a jurisdictional RACES unit. A jurisdictional RACES unit may 
request activation of this plan by contacting the County OES or the County Sheriff’s Department 
ACS coordinator. The County OES shall notify the Emergency Managers in each jurisdiction when 
this plan has been activated. The County Sheriff’s Department ACS shall make an announcement 
over a pre-designated amateur radio command net frequency when this plan has been activated. 
Once this plan is activated, each jurisdictional RACES unit shall report back to the County Sheriff’s 
Department ACS unit and identify who is their ACM or COML point of contact. 
 
A radio net is three or more radio stations communicating with each other on a common 
frequency. A Net Control Station is the moderator for a radio net. A directed net is a radio net in 
which all stations speak only to the Net Control Station, who directs the flow of messages. 
 
Once this plan is activated, the County Sheriff’s Department ACS unit shall serve as the Net 
Control Station for a directed net on the pre-designated command net frequency. If the pre-
designated command net frequency is not available due to federally imposed frequency 
restrictions30, the County Sheriff’s Department ACS unit will coordinate with the OA COMC in 
designating an alternate command net frequency. While this plan is activated, the County 
Sheriff’s Department ACS unit has the responsibility to monitor the RACES nets for technical 
problems. The County Sheriff’s Department ACS unit will work with the WSD to resolve any 
technical problems. 
  
This plan may be deactivated upon direction of the Upon direction of the County CAO, the 
Director of the County OES, or his/her designee, or designee of the County Sheriff’s Department.  
The County OES shall notify the Emergency Managers in each jurisdiction when this plan has 
been deactivated. The County Sheriff’s Department ACS shall make an announcement over a 
pre-designated amateur radio command net frequency when this plan has been deactivated. 
  


                                                           
29 50 U.S.C. § 1601 
30 97 C.F.R. §407(b) 
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9. ALTERNATIVES 
 
Alternatives to providing emergency communications outside this plan include, but are not 
limited to: 
 


• Telephone conference bridges: a device or application that is used to connect large 
numbers of people participating in a conference call 


• Internet / E-mail: The Internet is the global system of interconnected computer networks 
that link devices worldwide; E-mail is short for “electronic mail;” both may be used 
together to communicate from one device to another 


• Satellite phones: a type of mobile phone that connects to orbiting satellites instead of 
terrestrial cell sites, providing similar functionality to terrestrial mobile telephones 


• Cache of portable radios on non-amateur radio frequencies: this includes radios 
programmed with frequencies used by the other AUXCOMM services 


• Existing conventional channels: all radios on the Regional Communications System (RCS) 
are programmed with conventional (non-trunked/non-computer controlled) frequencies, 
that can transmit through existing repeaters, or directly from radio to radio 


• Computer Aided Dispatch (CAD) inter-connections: messages can be sent from one 
communications center CAD system to another if those systems are inter-connected 


• Runner systems: the use of humans to physically carry a message from one point to 
another 
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10. TRAINING AND TESTING REQUIREMENTS 
 
Exercises play a vital role in preparedness by enabling stakeholders to test and validate plans and 
capabilities and identify both capability gaps and areas for improvement. A well-designed 
exercise provides a low-risk environment to test capabilities, familiarize personnel with roles and 
responsibilities, and foster meaningful interaction and communication across organizations. 
Exercises bring together and strengthen the whole community in its efforts to prevent, protect 
against, mitigate, respond to, and recover from all hazards31. 
 
The County of San Diego recognizes and encourages the numerous contributions each 
AUXCOMM component makes on a regular basis to support day-to-day events throughout the 
OA. Nothing in this plan intends to discourage the continued contributions and cooperation of 
the AUXCOMM community or amateur radio. RACES operators can train and practice on the 
concepts of this plan through planned events and localized emergency incidents. RACES units are 
encouraged to participate and interact with all other members of the AUXCOMM community in 
common events, such as parades, community fairs, etc. Such interaction should not only build 
upon the principles in this plan but serve as a platform to share ideas and training and allow 
members of different groups to become familiar with one another prior to any emergency 
activation. 
 
The purpose of a RACES radio net is to confirm the operation of the amateur radio equipment 
used to support the RACES function. A radio net is three or more radio stations communicating 
with each other on a common frequency. A Net Control Station is the moderator for a radio net. 
A directed net is a radio net in which all stations speak only to the Net Control Station, who 
directs the flow of messages. 
 
The County Sheriff’s Department ACS is responsible for conducting a directed radio net (“check-
ins”) at least once per month. The participants should include each agency that is a 
registered/enrolled RACES station. 
 
Tests such as the directed radio net may not exceed a total time of one hour per week, per the 
Federal RACES regulations32. 
 
The purpose of exercises is to provide training, confirm operational readiness of the RACES units, 
and validate this plan. These exercises should include verification of both the RACES voice and 
data capabilities. 


                                                           
31 U.S. Department of Homeland Security (2013) Homeland Security Exercise and Evaluation Program 
32 97 C.F.R. §407(d)(4) 
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Operations-based exercises include drills, functional exercises, and full-scale exercises. These 
exercises can be used to validate plans, policies, agreements, and procedures; clarify roles and 
responsibilities; and identify resource gaps. Operations-based exercises are characterized by 
actual reaction to an exercise scenario, such as initiating communications or mobilizing 
personnel and resources.33 
 
Per the Federal RACES regulations, such exercises and drills may be conducted for a period not 
to exceed 72 hours no more than twice in any calendar year34. 
  


                                                           
33 U.S. Department of Homeland Security (2013) Homeland Security Exercise and Evaluation Program 
34 97 C.F.R. §407(d)(4) 
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11. SUMMARY 
 
The OA RACES Plan is written as a regional guiding document to facilitate operations between 
the OA emergency responder community and the amateur ham radio operators within the 
County of San Diego.  It is also meant to provide units that transmit in RACES an understanding 
on how their role in providing back-up communications in emergencies fit within the regional 
command structure and how they support the Department of Homeland Security’s 
Communication Emergency Support Function.  
 
Multiple platforms, technologies, and procedures may be utilized to achieve the interoperability 
goals intended by this plan. The details by which these procedures and platforms may be used 
are in the form of separate supporting documentation developed at the local or regional level 
depending on the needs of the jurisdiction.  
 
There are seemingly countless radio services within amateur radio. These radio services may be 
restricted by the federal government during emergency situations. Therefore, a RACES plan is 
necessary to formally organize the AUXCOMM community within San Diego County Operational 
Area in order to coordinate and utilize RACES efficiently during emergencies. 
 
This plan provides the necessary governance for registered/enrolled RACES units to operate 
during emergency situations. Through continued practice and drilling of this plan, it’s goal to 
enhances the interoperability of the San Diego County OA AUXCOMM communities’ and their 
role in preparedness, response, and recovery activities when emergency communications 
become overloaded, degraded, or non-existent will be realized.  
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ATTACHMENT A - List of RACES Registered/enrolled Stations 
*TBD* 
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ATTACHMENT B – Criteria to be Considered for Registering / Enrolling Stations 
 
For registering / enrolling units who would like to perform the RACES function, there are two 
divisions of enrollees, governmental and non-governmental. 
 
Governmental enrollees consist of amateur radio units that are sponsored through their local 
jurisdiction operating under the Unified Disaster Council or a County of San Diego department. 
They should have registered Disaster Service Worker (DSW) status or be covered under their 
jurisdiction as an amateur radio operators with equivalent Liability / Workers Compensation 
coverage. 
 
Non-governmental enrollees are recognized groups within the County OA who are covered for 
liability either through their own liability insurance, or through Memorandums of Agreement 
(MOAs) / Memorandums of Understanding (MOUs) which provide DSW liability coverage. 
 
Any unit who wishes to have their amateur radio units perform the RACES function during 
emergencies must certify that their designated amateur radio operators have completed the 
following requirements: 
 


• Completion of the latest versions of the IS 100 / 200 / 700 / 800 courses35 
• Possess a valid amateur radio operators license 


 
It is highly recommended that each amateur radio operator who might be designated as an 
Auxiliary Communications Manager (ACM) during activations complete the Department of 
Homeland Security (DHS) Office of Emergency Communications (OEC) AUXCOMM training in 
person. 
  


                                                           
35 Each Amateur Radio operator must complete this training within one year of joining their unit 
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ATTACHMENT C: Registration Process 
Policy:  Station Enrollment 
Reference: Disaster Service Worker Volunteer Program (DSWVP) Regulations 10-2016 Edition, 
California Code of Regulations (CCR), Title 19, §2570-2573.3, Interpretation of Regulations – A. Chant,                              
State of California Governor’s Office of Emergency Services (Cal OES) and San Diego County Operational 
Area Radio Amateur Civil Emergency Service Plan (2018) 
 
Date Issued: 10/01/18      Reviewed: n/a (new policy) 
 
The San Diego County Office of Emergency Services (County OES) adheres to: the regulations set 
forth in the Disaster Service Worker Volunteer Program (DSWVP [10-2016 Edition]), and the 
registering/enrolling guidelines established by the San Diego County Operational Area (OA) Radio 
Amateur Civilian Emergency Services (RACES) Plan. 
 
In compliance with such regulations, guidelines and interpretations, County OES supports its 
amateur radio groups requesting enrollment to be recognized as a unit who can transmit in RACES 
during declared regional or national emergencies.  RACES roles are defined in the County OES OA 
RACES Plan.  
 
Process for Amateur Radio Group/Units Requesting RACES Enrollment: 


1. Amateur Radio Unit (ARU) requesting RACES Enrollment will place a request in writing to 
their sponsoring agency or UDC affiliated jurisdiction to register with the County OES and 
Sheriff’s Department Auxiliary Communication Services.  


2. Coordinate with sponsoring agency to complete all required training and certifications.  
3. Upon confirmation, or approval in writing from the sponsoring agency who agrees to 


assume responsibility of liability coverage, assurance of required training.  
4. The ARU will take responsibility to maintain their training, personnel updates, and will notify 


Program Managers of the changes in volunteer status. 


 
Process for Authorizing Officials Registering: 


1. Confirm that all operators have ARU affiliation or are under a Memorandum of 
Agreement/Understanding with your agency have completed all required training, are 
licensed, and are covered under liability insurance.  


• Suggested: Obtain copies of the CERT member’s training certificates and a copy of 
their Disaster Service Worker (DSW) ID card. 


2. Once confirmed, fill out the attached registration form, sign the form, and send it into 
County OES.36   


3. County OES will update Attachment A of the County OA RACES Plan to reflect current RACES 
Registered/Enrolled Stations.    


                                                           
36 Request fillable PDF form by emailing: OESgen.ODP@sdcounty.ca.gov  



mailto:OESgen.ODP@sdcounty.ca.gov
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County of San Diego RACES Registration 
Date: Jurisdiction: 


Jurisdiction and agency requesting RACES Registration: 


Authorizing Official for the request: 


Authorizing Jurisdiction/Agency for the request: 


Email: 


Telephone Number: 


AMATEUR RADIO GROUP TO BE REGISTERED UNDER THE COUNTY TO TRANSMIT IN RACES 
 


 


TRAINING AND LIABILITY REQUIRED BY EACH HAM RADIO OPERATOR OPERATING IN RACES 
RESPONSBILITY OF REQUIRED TRAINING: Please check the following boxes to recognize the required training 
courses to be completed by each ham radio operator affiliated with your agency. 


IS 100: Introduction to Incident Command 


IS 200:ICS for Single Resources and Initial Action Incidents 


IS 700: National Incident Management System 


IS 800: National Response Framework, an Introduction 


OTHER TRAINING OR BACKGROUND CHECKS AS REQUIRED BY AGENCY 
 


Please specify: 
LIABILITY COVERAGE: Please check the box below to recognize each ham radio operator within affiliated unit has liability 
coverage when activated to transmit in RACES. 


LIABILITY COVERAGE 
 


PLEASE LIST TYPE OF COVERAGE:   


IF NOT AFFILIATED WITH COUNTY OR UDC JURISDCTION PLEASE PROVIDE 
JUSTIFICATION FOR REGISTRATION 


 


 


 


 


By signing your agency assumes responsibility for maintaining the training and liability requirements of each ham radio operator 
associated with your agency activated to transmit in RACES 
SIGNATURE OF AUTHORIZING OFFICIAL: POSITION OF AUTHORIZING OFFICIAL 
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ATTACHMENT D - Communications Plan 
All registered/enrolled RACES amateur radio stations are encouraged to monitor the following 
nationally recognized calling channels during activation of this plan. The listed channels are the 
recommended frequencies to monitor. Depending on OA requirements during activations these 
frequencies may change.  
 
 


Calling Channels San Diego Area Command Net 
52.525 MHz 147.195 MHz CTCSS 114.8 


146.520 MHz  
223.500 MHz  
446.000 MHz  


1294.500 MHz  
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ATTACHMENT E - Acronyms 
ACM Auxiliary Communications Manager 
ACS Auxiliary Communication Service 
APRS Automatic Packet Reporting System 
APRS-IS Automatic Packet Reporting System Internet Service 
ARES Amateur Radio Emergency Service 
ARRL American Radio Relay League 
AUXCOMM Auxiliary Communications 
CAD Computer Aided Dispatch 
CB Citizens Band 
CERT Community Emergency Response Team 
CFR Code of Federal Regulations 
COMC Communications Coordinator 
COML Communications Unit Leader 
DHS Department of Homeland Security 
DSW Disaster Service Worker 
EOC Emergency Operations Center 
ESF Emergency Support Function 
FCC Federal Communications Commission 
FRS Family Radio Service 
GMRS General Mobile Radio Service 
ICC Incident Communications Center 
ICS Incident Command System 
IGATE Internet Gateway 
INCM Incident Communications Manager 
MOA Memorandum of Agreement 
MOU Memorandum of Understanding 
NCS National Communications System 
NECP National Emergency Communications Plan 
NGO Non-Governmental Organization 
NRF National Response Framework 
UDC Unified Disaster Council 
OEC Office of Emergency Communications 
OES Office of Emergency Services 
OSTP Office of Science and Technology Policy 
RACES Radio Amateur Civil Emergency Service 
RCS Regional Communications System 
VOAD Voluntary Organization Active in Disasters 
WSD Wireless Services Division 
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ATTACHMENT F – OA RACES Plan Stakeholder Participating Reviewers 
 


City of Del Mar 
City of Escondido 
City of National City 
City of Oceanside 
City of Poway 
City of San Diego 
County Animal Services / CART 
County Fire Authority 
County OES 
County Public Health 
Heartland Fire 
Humane Society 
NOAA / Skywarn 
North County Fire 
Red Cross 
San Diego ARES 
San Diego Sheriff ACS 
San Marcos Fire 
State OES 
Valley Center Fire 
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ATTACHMENT F – Current Suggested Data Systems 
 


 Winlink, also known as the Winlink 2000 Network, is a worldwide radio messaging system 
that uses amateur-band radio frequencies to provide radio interconnection services that 
include email with attachments, position reporting, weather bulletins, emergency relief 
communications, and message relay. The system is built and administered by volunteers 
and administered by the Amateur Radio Safety Foundation Inc. Winlink is commonly used 
by the amateur radio emergency communications community. 


 
 The Automatic Packet Reporting System (APRS) is an amateur radio-based system for 


real-time digital communication of information of immediate value in the local area. Data 
can include object Global Positioning System (GPS) coordinates, weather station 
telemetry, text messages, announcements, queries, and other telemetry. APRS data can 
be displayed on a map, which can show stations, objects, tracks of moving objects, 
weather stations, search and rescue data, and direction-finding data. Data are typically 
ingested into the APRS Internet System (APRS-IS) via an Internet-connected receiver 
(IGate) and distributed globally for ubiquitous and immediate access. There may be some 
emergencies which RACES units may be called upon to assist in mapping and tracking 
people and assets and marking the locations of events utilizing APRS. 
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REVENUES
City Share 102,357$                          
County Share 102,357$                          
SHSPG Share 102,357$                          
TOTAL REVENUES 307,071$                          


EXPENDITURES
UDC ‐ City Share Expenditures
Regional Projects & Planning (Recovery Planning, Hazard Mitigation Planning, Energy Resilience) 52,357$                            
Equipment & Supplies for Vehicles/Specialized Regional Resources 10,000
Maintenance of Regional Vehicles 30,000
Regional Training (Mass Notification System, WebEOC, EOC Positions) 10,000
TOTAL CITY SHARE EXPENDITURES 102,357$                          


UDC ‐ County Share & SHSPG Share Expenditures
Regional Projects & Planning (SHSPG/County Share) 106,214$                          
AlertSanDiego (SHSPG) 98,500
TOTAL COUNTY SHARE & SHSPG SHARE EXPENDITURES 204,714$                          


TOTAL EXPENDITURES 307,071$                          


NET COST ‐$                                  


UDC Meeting
Thursday, April 18, 2019


County of San Diego Office of Emergency Services
UDC Budget for FY2019‐20








Agencies & Program
Assessed Value 


Secured & Unsecured
% of Total Population 2018 % of Total


Assessed Value 
Share


Population 
Share


Total Share Total %


Carlsbad 31,122,776,468$          7.31% 114,622             4.06% 3,741$               2,077$               5,818$               5.68%
Chula Vista 27,351,591,591            6.42% 267,503             9.47% 3,287                  4,847                  8,135                  7.95%
Coronado 8,655,153,726              2.03% 21,683               0.77% 1,040                  393                     1,433                  1.40%
Del Mar 3,572,859,349              0.84% 4,322                  0.15% 429                     78                       508                     0.50%
El Cajon 8,947,833,568              2.10% 105,557             3.74% 1,075                  1,913                  2,988                  2.92%
Encinitas 15,368,661,510            3.61% 63,158               2.24% 1,847                  1,144                  2,992                  2.92%
Escondido 15,189,233,752            3.57% 151,478             5.36% 1,826                  2,745                  4,570                  4.47%
Imperial Beach 1,969,738,375              0.46% 28,163               1.00% 237                     510                     747                     0.73%
La Mesa 6,684,854,372              1.57% 61,261               2.17% 803                     1,110                  1,914                  1.87%
Lemon Grove 2,062,936,767              0.48% 26,834               0.95% 248                     486                     734                     0.72%
National City 3,884,138,658              0.91% 62,257               2.20% 467                     1,128                  1,595                  1.56%
Oceanside 22,320,395,392            5.24% 177,362             6.28% 2,683                  3,214                  5,897                  5.76%
Poway 10,164,762,125            2.39% 50,207               1.78% 1,222                  910                     2,131                  2.08%
San Diego 235,048,440,886          55.20% 1,419,845          50.27% 28,250               25,728               53,979               52.74%
San Marcos 11,993,843,394            2.82% 95,768               3.39% 1,442                  1,735                  3,177                  3.10%
Santee 5,779,655,419              1.36% 56,994               2.02% 695                     1,033                  1,727                  1.69%
Solana Beach 4,725,402,927              1.11% 13,938               0.49% 568                     253                     821                     0.80%
Vista 10,972,979,322            2.58% 103,381             3.66% 1,319                  1,873                  3,192                  3.12%


TOTAL (CPI June to June) 425,815,257,601$       100% 2,824,333          100% 51,179$             51,179$             102,357$           100%


Notes: 
1. Assessed Value Information from County of San Diego Tax Rates, Useful Information
    For Taxpayers for the Fiscal Year 2017-18 - https://www.sandiegocounty.gov/content/sdc/auditor/trb1718.html
2. Population from State of California Department of Finance Demographics Research Unit Report E-1. 
    City/County Population Estimates January 1, 2017 and 2018: Used 2017 Data - http://www.dof.ca.gov/Forecasting/Demographics/Estimates/E-1/


UDC Member Shares for Fiscal Year 2019-20
UDC Meeting


County of San Diego Office of Emergency Services


Thursday, April 18, 2019





		FY19-20 Member Shares






Agencies & Program
Assessed Value 


Secured & Unsecured
% of Total Population 2017 % of Total


Assessed Value 


Share


Population 


Share
Total %


Annual Member 


Share for FY19-


20 


Annual Member 


Share for FY18-19


 Amount Change 


from FY18-19 
Total %


Carlsbad 31,122,776,468$          11.93% 113,725              5.95% 119,024$            59,415$              8.94% 178,439$            163,858$               14,581$               8.90%


Chula Vista 27,351,591,591             10.48% 267,917.00        14.03% 104,602              139,971              12.26% 244,573              226,259                 18,314                 8.09%


Coronado 8,655,153,726               3.32% 24,543.00           1.29% 33,100                12,822                2.30% 45,922                43,014                    2,908                    6.76%


County of San Diego 70,140,252,247             26.88% 513,828.00        26.90% 268,240              268,445              26.89% 536,685              502,494                 34,191                 6.80%


Del Mar 3,572,859,349               1.37% 4,297.00             0.22% 13,664                2,245                  0.80% 15,909                14,673                    1,236                    8.42%


El Cajon 8,947,833,568               3.43% 102,803.00        5.38% 34,220                53,709                4.41% 87,929                81,699                    6,230                    7.63%


Encinitas 15,368,661,510             5.89% 62,288.00           3.26% 58,775                32,542                4.58% 91,317                84,526                    6,791                    8.03%


Escondido 15,189,233,752             5.82% 151,492.00        7.93% 58,089                79,146                6.88% 137,235              127,271                 9,964                    7.83%


Imperial Beach 1,969,738,375               0.75% 27,510.00           1.44% 7,533                  14,372                1.10% 21,905                20,026                    1,879                    9.38%


La Mesa 6,684,854,372               2.56% 60,286.00           3.16% 25,565                31,496                2.86% 57,061                52,648                    4,413                    8.38%


Lemon Grove 2,062,936,767               0.79% 26,795.00           1.40% 7,889                  13,999                1.10% 21,888                20,173                    1,715                    8.50%


National City 3,884,138,658               1.49% 61,210.00           3.20% 14,854                31,979                2.35% 46,833                43,294                    3,539                    8.17%


Oceanside 22,320,395,392             8.55% 176,461.00        9.24% 85,361                92,190                8.90% 177,551              163,984                 13,567                 8.27%


Poway 10,164,762,125             3.90% 50,253.00           2.63% 38,873                26,254                3.26% 65,127                61,841                    3,286                    5.31%


San Marcos 11,993,843,394             4.60% 94,042.00           4.92% 45,869                49,131                4.76% 95,000                87,835                    7,165                    8.16%


Santee 5,779,655,419               2.22% 57,100.00           2.99% 22,103                29,831                2.60% 51,934                47,923                    4,011                    8.37%


Solana Beach 4,725,402,927               1.81% 13,527.00           0.71% 18,072                7,067                  1.26% 25,139                23,238                    1,901                    8.18%


Vista 10,972,979,322             4.21% 101,797.00        5.33% 41,964                53,183                4.77% 95,147                86,560                    8,587                    9.92%


TOTAL 260,907,068,962$        100% 1,909,874          100% 997,797$            997,797$            100% 1,995,594$        1,851,316$            144,278$             8.06%


Notes: 


1. Assessed Value Information from County of San Diego Tax Rates, Useful Information


    For Taxpayers for the Fiscal Year 2017-18 - https://www.sandiegocounty.gov/content/sdc/auditor/trb1718.html


2. Population from State of California Department of Finance Demographics Research Unit Report E-1. 


    City/County Population Estimates January 1, 2016 and 2017: Used 2017 Data - http://www.dof.ca.gov/Forecasting/Demographics/Estimates/E-1/


HIRT Proposed Member Shares


FY19-21 Contract Extension 


(Year 1) FY19-20


FY19-20 HIRT FY17-19 Member Shares (Contract Extension Amendment) - DRAFT (004).xlsx








Agencies & Program
Assessed Value 


Secured & Unsecured
% of Total Population 2017 % of Total


Assessed Value 


Share


Population 


Share
Total %


Annual Member 


Share for FY20-


21


Annual Member 


Share for FY19-20


 Amount Change 


from FY19-20 
Total %


Carlsbad 31,122,776,468$          11.93% 113,725              5.95% 129,179$            64,484$              8.94% 193,663$            178,439$               15,224$               8.53%


Chula Vista 27,351,591,591             10.48% 267,917.00        14.03% 113,526              151,913              12.26% 265,439              244,573$               20,866                 8.53%


Coronado 8,655,153,726               3.32% 24,543.00           1.29% 35,924                13,916                2.30% 49,840                45,922$                 3,918                    8.53%


County of San Diego 70,140,252,247             26.88% 513,828.00        26.90% 291,125              291,347              26.89% 582,472              536,685$               45,787                 8.53%


Del Mar 3,572,859,349               1.37% 4,297.00             0.22% 14,830                2,436                  0.80% 17,266                15,909$                 1,357                    8.53%


El Cajon 8,947,833,568               3.43% 102,803.00        5.38% 37,139                58,291                4.41% 95,430                87,929$                 7,501                    8.53%


Encinitas 15,368,661,510             5.89% 62,288.00           3.26% 63,789                35,318                4.58% 99,107                91,317$                 7,790                    8.53%


Escondido 15,189,233,752             5.82% 151,492.00        7.93% 63,045                85,898                6.88% 148,943              137,235$               11,708                 8.53%


Imperial Beach 1,969,738,375               0.75% 27,510.00           1.44% 8,176                  15,599                1.10% 23,775                21,905$                 1,870                    8.54%


La Mesa 6,684,854,372               2.56% 60,286.00           3.16% 27,746                34,183                2.86% 61,929                57,061$                 4,868                    8.53%


Lemon Grove 2,062,936,767               0.79% 26,795.00           1.40% 8,562                  15,193                1.10% 23,755                21,888$                 1,867                    8.53%


National City 3,884,138,658               1.49% 61,210.00           3.20% 16,122                34,707                2.35% 50,829                46,833$                 3,996                    8.53%


Oceanside 22,320,395,392             8.55% 176,461.00        9.24% 92,643                100,056              8.90% 192,699              177,551$               15,148                 8.53%


Poway 10,164,762,125             3.90% 50,253.00           2.63% 42,190                28,494                3.26% 70,684                65,127$                 5,557                    8.53%


San Marcos 11,993,843,394             4.60% 94,042.00           4.92% 49,782                53,323                4.76% 103,105              95,000$                 8,105                    8.53%


Santee 5,779,655,419               2.22% 57,100.00           2.99% 23,989                32,376                2.60% 56,365                51,934$                 4,431                    8.53%


Solana Beach 4,725,402,927               1.81% 13,527.00           0.71% 19,613                7,670                  1.26% 27,283                25,139$                 2,144                    8.53%


Vista 10,972,979,322             4.21% 101,797.00        5.33% 45,545                57,720                4.77% 103,265              95,147$                 8,118                    8.53%


TOTAL 260,907,068,962$        100% 1,909,874          100% 1,082,924$        1,082,924$        100% 2,165,848$        1,995,594$            170,255$             8.53%


Notes: 


1. Assessed Value Information from County of San Diego Tax Rates, Useful Information


    For Taxpayers for the Fiscal Year 2017-18 - https://www.sandiegocounty.gov/content/sdc/auditor/trb1718.html


2. Population from State of California Department of Finance Demographics Research Unit Report E-1. 


    City/County Population Estimates January 1, 2016 and 2017: Used 2017 Data - http://www.dof.ca.gov/Forecasting/Demographics/Estimates/E-1/


HIRT Proposed Member Shares


FY19-21 Contract Extension 


(Year 2) FY20-21


Proposed 19-21 Member Shares (Contract Extension Amendment) - DRAFT (004).xlsx








Annual Budget for 
FY18-19


HIRT Policy Group 
Approved Increase 


Amount Increase
from FY18-19 to 


FY19-20


Total Proposed 
Annual Budget


Percent Change from 
FY18-19 to FY19-20 


EXPENDITURES
SDFD 996,723.99$            8.64% 86,116.95$              1,082,840.95$         8.64%
DEH 817,096.69              8.64% 70,597.15                887,693.84              8.64%
OES 90,059.00                -                            90,059.00                0.00%


TOTAL EXPENDITURES 1,903,879.68$        156,714.11$           2,060,593.79$        8.23%


REVENUES
Member Shares 1,851,315.68$        144,278.11$            1,995,593.79$         7.79%
MCAS Miramar 27,564.00                (27,564.00)               -                            -100.00%
Indian Tribes (3) 15,000.00                -                            15,000.00                0.00%
Interest 5,000.00                  -                            5,000.00                   0.00%
Cost Recovery 5,000.00                  -                            5,000.00                   0.00%
Use of Fund Balance (HIRT 
Trust Fund) 40,000.00                40,000.00                100.00%
TOTAL REVENUES 1,903,879.68$        156,714.11$           2,060,593.79$        8.23%


HIRT Contract Language:


HIRT Proposed Annual Budget
FY19-21 Contract Extension


(Year 1) FY19-20


Renewal prices will be negotiated, but the increase in price from one two-year period to the next shall not exceed the two-year 
percentage change in the Consumer Price index for the region, as established by the “Consumer Price Index for Pacific Cities and the U.S. 
City Average, All Urban Consumers” unless the increase is caused by new requirements placed on the provider by Federal or State law or 
by the Unified, or other considerations, and agreed upon by both parties.


FY19-21 HIRT Proposed Budget (Contract Extension Amendment) - DRAFT.xlsx







Annual Budget for 
FY19-20


HIRT Policy Group 
Approved Increase 


Amount Increase 
FY19-20 to FY20-21


Total Proposed 
Annual Budget


Percent Change from 
FY17-18 & FY18-19 to 


FY19-20 & FY20-21


EXPENDITURES
SDFD 1,082,840.95$        8.64% 93,557.46$              1,176,398.41$    8.64%
DEH 887,693.84              8.64% 76,696.75                964,390.59         8.64%
OES 90,059.00                -                            90,059.00           0.00%


TOTAL EXPENDITURES 2,060,593.79$        170,254.21$           2,230,847.99$   8.26%


REVENUES
Member Shares 1,995,593.79$        170,254.21$            2,165,847.99$    8.53%
MCAS Miramar -                            -                       0.00%
Indian Tribes (3) 15,000.00                -                            15,000.00           0.00%
Interest 5,000.00                  -                            5,000.00              0.00%
Cost Recovery 5,000.00                  -                            5,000.00              0.00%
Use of Fund Balance (HIRT 
Trust Fund) 40,000.00                40,000.00           0.00%
TOTAL REVENUES 2,060,593.79$        170,254.21$           2,230,847.99$   8.26%


HIRT Contract Language:


HIRT Proposed Annual Budget
FY19-21 Contract Extension


(Year 2) FY20-21


Renewal prices will be negotiated, but the increase in price from one two-year period to the next shall not exceed the two-year 
percentage change in the Consumer Price index for the region, as established by the “Consumer Price Index for Pacific Cities and the 
U.S. City Average, All Urban Consumers” unless the increase is caused by new requirements placed on the provider by Federal or State 
law or by the Unified, or other considerations, and agreed upon by both parties.


FY19-21 HIRT Proposed Budget (Contract Extension Amendment) - DRAFT.xlsx
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2-1-1 SAN DIEGO MISSING 
PERSONS INTAKE PROGRAM







WE HAVE BUILT SOMETHING THAT WE HOPE WE 
NEVER USE







VIDEO







HOW DID WE GET HERE? 


• OFFICE OF EMERGENCY SERVICES (OES) AND LAW ENFORCEMENT AGENCIES IDENTIFIED A 
NEED


• FIRST RESPONDERS WOULD BE CHALLENGED TO HANDLE MISSING PERSONS INTAKE IN THE 
EVENT OF A MASS CASUALTY INCIDENT


• URBAN AREA SECURITY INITIATIVE (UASI) GRANT FUNDED THE PROJECT 







• RESEARCHED OTHER 211’S AND HOW THEY INTEGRATED INTO RESPONSE AND RECOVERY 
PROCESS. LAS VEGAS, SANDY HOOK, PULSE NIGHT CLUB, ETC.


• PREPARED OUR STAFF TO TAKE THIS UNUSUAL AND HIGH STRESS TYPE OF CALL 


• CONTRACTED WITH FORMER L.E. EXPERTISE IN 911 CALL CENTER MANAGEMENT 


• LOOKED AT TECHNOLOGY AVAILABLE TO FACILITATE INTAKE FORM 


• TRAINED STAFF UNDER SIMULATED INCIDENT CONDITIONS


• TRAINED SURROUNDING 2-1-1’S IN L.A. ORANGE, AND RIVERSIDE COUNTIES. 


• THE MISSING PERSONS INTAKE PROGRAM WILL BE DISTRIBUTED NATIONALLY TO OTHER 2-1-1’S


MISSING PERSON INTAKE PROCESS











EMOTIONAL WELLNESS GOALS FOR OURSELVES
BEFORE, DURING & AFTER A CATASTROPHIC MISSING PERSON 


EVENT


• WORK ON OUR PERSONAL EMOTIONAL WELLNESS BEFORE AN EVENT, SO 
THAT..


• WE WILL BE OUR BEST DURING THE EVENT


• EMOTIONALLY SURVIVE AFTER THE EVENT


• 3 HR. INITIAL TRAINING WITH 1 HR. ANNUAL REFRESHER 


2-1-1 CALL CENTER AGENT TRAINING







Hypervigilance Biological Rollercoaster







BURNOUT VS. COMPASSION FATIGUE


• Burnout develops over time (Frog example)


• Compassion Fatigue is less predictable and may come on suddenly


• Burnout is harder to treat and more difficult to overcome


• Compassion Fatigue is more treatable and, therefore, preventable, 
yet the ”treatment” for Burnout is the same







THE CALLS
Types of Callers:


· Calm, reasonable, and knowledgeable
· Little known about missing or deceased
· Upset and grieving
· Angry
· Confused
· Distrustful
· Repeat Callers


Feelings of helplessness and anxiety are very common among callers







PRIMARY OBJECTIVES


• ESTABLISH A CENTRALIZED NUMBER (2-1-1) FOR THE PUBLIC TO CONTACT IN REPORTING A 
MISSING FAMILY MEMBER RELATED TO A LOCAL MASS CASUALTY/ FATALITY INCIDENT.


• 2-1-1 WILL RECEIVE AND PROVIDE UPDATED INFORMATION TO THE FAMILIES OF THE VICTIMS 
REGARDING REUNIFICATION, FAMILY ASSISTANCE CENTERS, AND APPROVED INCIDENT 
INFORMATION


• PROVIDE LAW ENFORCEMENT AGENCIES WITH MISSING PERSON INFORMATION VIA THE 
INTAKE FORM AND TRANSMIT THIS INFORMATION VIA ENCRYPTED EMAIL TO APPROPRIATE 
AGENCY


• ENSURE SENSITIVE INFORMATION GATHERED IS CONFIDENTIAL AND KEPT IN A SECURE STATE


• PROVIDE AN EMPATHETIC VOICE TO THOSE THAT MAY BE EXPERIENCING THE LOSS OF A 
LOVED ONE


• GUIDE THOSE IN NEED TO THE MANY RESOURCES GATHERING TO SUPPORT THEM







IMPLEMENTATION  


• ONCE ACTIVATED 2-1-1 SAN DIEGO WILL ACT AS A CONDUIT FOR FAMILY MEMBERS AND FIRST 
RESPONDERS TO ASSIST IN THE REPORTING OF MISSING PERONS RELATED TO THE M.C.I.


• THIS EN MASSE CAPTURE OF INFORMATION IS REGARDED AS THE STARTING POINT FOR VICTIM
IDENTIFICATION


• DESIGNED TO HAVE FOLLOW UP INTERVIEW BY LAW ENFORCEMENT REPRESENTATIVES 
• OUR STANDARD 211 INTERNAL ACTIVATION IS THE SAME AS OTHER INCIDENTS. D.O. AND I.M.T.
• 211 CALL CENTER AGENTS ARE TRAINED IN TAKING THESE TYPES OF HIGH STRESS CALLS 
• LESS THAN 1 HOUR TO ACTIVATE AND BE READY TO RECEIVE MISSING PERSON INFORMATION
• 211 DUTY OFFICER IS INITIAL POINT OF CONTACT FOR AGENCIES
• DUTY OFFICER BRIEFS 211 INTERNAL I.M.T. 
• I.V.R. SET FOR INCIDENT INFORMATION AND MISSING PERSON INTAKE 
• CALL CENTER SUPERVISORS ASSURE AGENTS ARE PREPARED TO ACCEPT CALLS 
• DUTY OFFICER MAKES CONTACT WITH OES/L.E. AREP THAT 211 IS READY TO RECEIVE CALLS 
• OES/L.E. AGENCY CAN NOTIFIY PUBLIC TO CALL 211 FOR INFORMATION OR TO REPORT MISSING 


PERSON VIA T.V. RADIO, SOCIAL MEDIA, PRESS BRIEFING
• DISASTER RESPONSE TEAM (DRT) VOLUNTEERS AND COUNTY DISASTER SERVICE WORKERS WILL BE 


UTILIZED FOR INCIDENT INFORMATION DISSSEMINTATION ONLY NOT MISSING PERSONS INTAKE 







• IF THE CALLER ASKS FOR INFORMATION ABOUT A SPECIFIC MISSING PERSON


• “OUR CALL CENTER ONLY GATHERS INFORMATION. LAW ENFORCEMENT, SEARCH AND RESCUE TEAMS 
AND OTHERS HAVE ACCESS TO THIS INFORMATION, AND ARE ACTIVELY USING IT TO LOCATE MISSING 
PERSONS.”


• “WE APPRECIATE YOUR CONCERN BUT WE


• CANNOT GIVE OUT INFORMATION TO ANYONE.”


• REFER THE CALLER TO REUNIFICATION APPS OR WEBSITES


• HTTP://WWW.REDCROSS.ORG/SAFEANDWELL


• HTTPS://WWW.FACEBOOK.COM/ABOUT/SAFETYCHECK/


• GET THE CALLER AND MISSING PERSON’S NAME ASAP AND USE THOSE NAMES AS MUCH AS POSSIBLE


• PRACTICE REFLECTIVE LISTENING: “YOU SOUND (ANXIOUS, UPSET, CONCERNED, ETC.)


• USE WORDING SUCH AS: HOPEFULLY, POSSIBLY, MAYBE, SOMETIME SOON.


2-1-1 MISSING PERSONS INTAKE FORM



http://www.redcross.org/safeandwell

https://www.facebook.com/about/safetycheck/





START THE CALL USING YOUR NORMAL INTRODUCTION


“Thank you for calling 211, my name is _______ how may I help you today?”


Confirm the caller is reporting someone missing as a result of the incident and not in general. 


General missing persons calls should be referred to 9-1-1.


“To help the first responders, I have a form to gather all of the information we will need to help look for your
family member. In case we get disconnected, what is your name and number?”


“Are you ready to answer some questions for me?”


Type of Report


 Data not captured
 Child
 Adult
 Declined to state























“The first responders are working hard to find everyone. I 
appreciate your call. You do not need to call 9-1-1. All of 
the information you provided will be given to the 
appropriate Law Enforcement agency responding to any 
missing persons.
A Law Enforcement representative will be in touch with 
you as soon as possible.”


END THE CALL BY SAYING:







Completed form sent via encrypted email to distribution list
that includes O.E.S, M.E. Office and FBI Victim Specialists 







CONCLUSION


• 2-1-1 SAN DIEGO IS PROUD TO BE A CLOSE PARTNER WITH THE FIRST RESPONDER 
COMMUNITY


• AS WE HAVE LEARNED IT IS OUR EFFORTS BEFORE AN INCIDENT TAKES PLACE THAT 
BREEDS SUCCESSFUL INCIDENT OUTCOMES 


• THANK YOU FOR THE AMAZING SUPPORT AND INPUT TO THIS PROGRAM FROM THE 
MANY AGENCIES THAT WERE INVOLVED 


• SEEKING TO INCORPORATE INTO THE APPROPRIATE ANNEX


• TESTING OF SYSTEM VIA TTX AND SIMULATIONS WILL OCCUR THROUGHOUT 2019 


• PLANNED INTEGRATION OF THIS PROGRAM INTO THE OES FULL SCALE EXERCISE IN 
NOVEMBER 2019 


THANK YOU VERY MUCH FOR YOUR TIME.  RCHANEY@211SANDIEGO.ORG 
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Evacuation  
Ready San 
Diego
San Diego Operational Area







Recent History
of Evacuations


Countywide evacuation process – mid-2017


Joint Law Enforcement and Fire Evacuation Checklist


All County LE/Fire and Dispatch centers agreed to use of the Public Safety 
Grids as the base map for Evacuation Alerting on Alert SD


2017 Northern CA wildfires resulted in 44 fatalities


2017 Lilac Fire was the first major incident in SD County when process was 
exercised, resulting in 8 evacuation orders over a period of 7 hours, 
fortunately no fatalities


2018 Camp Fire in Butte County resulted in 88 fatalities







Alert SD 
Evacuation 


notifications  
using 


polygons


The community of Lake Morena Village, northwest of Campo. Specifically, a 
two-mile radius around Lake Morena Drive and Oak Drive west of Buckman 
Springs Road.







Public Safety 
Grid in place 
of Polygons







Stakeholder 
Groups and 
Cooperating 
Agencies


SDSO


CAL FIRE/County Fire


City of San Diego – Fire, PD and OHS


SD County OES


CHP/Caltrans


SDG&E


County Roads, Animal Control, Red Cross


Dispatch/Communication Centers







Target 
Audience for 


Overview


SD County Fire 
Chiefs 


Association


SD County Police 
and Sheriff’s 
Association


Operational Area 
Fire Operations 


Chiefs


Zone 
Fire Operations 


Chiefs


Local Emergency 
Managers


Federal Fire 
Agencies


Tribal
Entities 


Military Base 
Emergency 
Managers







Public 
Notification
Alerting
Updates 


SB833 addresses the use of 
Wireless Emergency Alerting 
(Amber Alerts) in addition to other 
public notification systems 


Current 90-character limit scheduled 
to expand to 360 this May, and alert 
targeting within 1/10th mile to be in 
place by November 2019.


SD County OES providing WEA 
training and WEA Alert Request 
form to Public Safety Dispatch 
Agencies







Train the 
Trainer 
Curriculum 


Jointly developed standardized 
presentation will be provided to all 
stakeholder agencies and can be 
adapted to their specific needs.


Train the Trainer presentation will be 
delivered to Public Safety Agency 
Training Divisions/Bureaus,  along with 
providing all necessary course materials


SDG&E provided $45,000 in grant funds 
for Evacuation Planning Map Books for 
Fire and Police Agencies







Target
Training 


Audience


Law 
Enforcement 


Personnel


Fire Department 
Personnel


Emergency 
Management 


Personnel


Dispatch/Comm
Center 


Personnel


Cooperating 
Agency 


Personnel


PIO/Media 
Relations 
Personnel


Tribal 
Military Base 
Emergency 
Managers


Utility Company 
Personnel







San Diego Sheriff’s Office Training Video


Supervisor (Sgt./Lt. level) First on Scene


Deputy or Officer First on Scene


Utility Safety


Will provide video to other County Law Enforcement 
Agencies







SDG&E Chief Officer Round-table Training 2019


Focus on


Utility Safety Use of County-wide process Scenario-based application


Nexus to SDG&E utilities


De-energization during wildfires/other 
emergencies


Road closure levels – SDG&E access to 
incident Re-population


Scheduled in conjunction with Executive Stakeholder Group presentations







San Diego Operational Area Evacuation Process
Next Steps


Provide leader’s intent within your agency.


Provide your personnel with tools for using the process.


Local Fire Agency, Law Enforcement and Emergency 
Managers should meet and discuss their roles in the process.


Train on the process with local cooperators.
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